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PANELIST BIOS
Moderator: Chris Castle
Chris Castle is a music lawyer and founder of Christian L. Castle, Attorneys. He founded
the firm in Los Angeles in 2005 and moved the firm to Austin in 2011. He works on a
variety of transactional matters in the nexus of music, technology and policy. His most
recent U.S. Supreme Court amicus brief in Google v Oracle is available here and op-ed
on the case is available here. His most recent Copyright Office comment on the
Unclaimed Royalties Study is available here and his most recent law journal article
Defiance or Collaboration: The Role of the Presidential Signing Statement in MLC Board
Appointments is here.
Chris is a frequent speaker at professional conferences, including for the American Bar
Association, the state bar associations of California, Minnesota, New York, Tennessee
and Texas, and the Austin Bar Association, Beverly Hills Bar Association, California
Copyright Conference, Copyright Society of the USA, the Dallas Bar Association and the
Nashville Bar Association. He has testified on artist rights issues at the UK Parliament,
briefed the National Association of Attorneys General about brand sponsored
piracy, spoken at Congressional seminars and lectures at law schools and business
schools in the US and Canada on music-tech issues and artist rights including American
University, Hastings College of the Law, University of Georgia Terry College of Business,
Osgoode Hall, UCLA School of Law and Anderson Graduate School of Management, and
the University of Southern California Gould School of Law. Chris was the founding chair
of the Austin-Toronto Music City Trade Alliance, a cooperative effort of the Austin and
Toronto city councils to promote commercial music business trade between the U.S. and
Canada. In 2005, Chris was elected as a fellow of the World Technology Network. He
received the 2016 Texas Star Award from the State Bar of Texas.
Prior to founding the firm he was SVP and General Counsel to SNOCAP in San Francisco,
of counsel to Wilson Sonsini Goodrich & Rosati in Palo Alto and Mitchell Silberberg &
Knupp in Los Angeles, SVP Business Affairs at Sony Music in New York, and VP Business
Affairs at A&M Records in Hollywood. Chris is an MBA graduate of the UCLA Anderson
Graduate School of Management and a JD graduate of the UCLA School of Law where he
was a member of the UCLA Law Review and an Olin Fellow in Law and Economics. He
was an adjunct professor at the University of Texas School of Law where he taught The
Music Business in the Digital Millennium. Before law school, Chris graduated with high
honors from UCLA, majoring in political theory. He is admitted to the bar in California
and Texas.
Chris Castle writes the MusicTechPolicy and MusicTech.Solutions blogs and is a frequent
contributor to The Trichordist.
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Rick Lane
Rick Lane is the founder and CEO of IGGY Ventures. IGGY advises and invests in
technology startups and public policy initiatives that can have a positive societal impact.
Rick served for 15 years as the Senior Vice President of Government Affairs of 21st
Century Fox. Before joining Fox, Rick was the Director of Congressional Affairs focusing
on e-Commerce and Internet public policy issues for the United States Chamber of
Commerce. Prior to working at the Chamber, Rick worked for the law firm of Weil,
Gotshal & Manges were he represented clients before Congress on legislative matters
affecting the technology and telecommunications industries. From 1988 to 1993, Rick
worked for Congressman Joseph D. Early. Rick’s background includes creating an
educational technology non-profit, the Modern Educational Technology Center in 1993,
and in 1994, CyberSports that developed the leading college and university sports
recruiting software in the nation.
Rick was a member of the U.S. Trade Representative’s Joint Government-Private Sector
Committee on Experts on Electronic Commerce. He also served on the Federal Trade
Commission’s Advisory Committee on Online Access and Security and the Virginia
Attorney General’s Online Safety Task Force. He currently serves on the Board of
Directors of Horton’s Kids, a community based 501(c)3 whose goal is to empower at-risk
children in Washington, DC and prepare them for college, career, and life through
educational opportunities and comprehensive programs tailored to their needs.
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Gwen Seale
Gwen Seale is a 2016 graduate of SMU Dedman School of Law and practices
entertainment law at Mike Tolleson and Associates in Austin, Texas.
Her practice consists of drafting and negotiating contracts related to music, film, and
sports entertainment, and assisting clients with copyright and trademark matters. In
addition to her practice, she lectures on various entertainment and social media law
topics, including copyright issues related to music, YouTube’s monetization policies, and
the evidentiary significance of emojis.
Gwen also serves on the board of Texas Accountants and Lawyers for the Arts (TALA)
and is the current treasurer of the Entertainment and Sports Law Section of the State
Bar of Texas.
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David Sterns
A graduate of McGill University’s Faculty of Law in 1991, David is a partner at Sotos LLP
in Toronto Canada where he is consistently ranked as one of Canada’s leading class
action lawyers for plaintiffs.
David represents plaintiffs in courts throughout Canada in English and French. His cases
have been at the forefront of the law relating to privacy, antitrust, consumer protection
and human rights. David was lead counsel in one of the few class action trials to have
been completed in Canada, and was counsel in the first Canadian competition case to be
certified as a class action on a contested basis.
In addition to his active practice, David devotes time to justice issues and the
advancement of the legal profession. He is a past President of the Ontario Bar
Association, and is a regular speaker on civil litigation and class actions. In his spare
time, David is an aspiring hockey player and avid Toronto Maple Leafs fan who is still
hoping to be “called up” one day by his team.
Peer Recognition
•
•
•

Ranked in Chambers Canada for dispute resolution: class action (plaintiff)
Listed in Canadian Legal LEXPERT Directory for class actions
Ranked as leading litigation lawyer in 2019 and 2020 Lexpert Special Edition –
Canada’s Leading Litigation Lawyers
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Trent Teyema, MFS, CRISC, CISM
Cybersecurity and Threat Management Strategist
Trent Teyema (FBI Special Agent - SES retired) is an internationally recognized subject
matter expert on threat and risk management. He has spent three decades as an
investigator and threat manager specializing in the cyber, technology, and national
security fields. He most recently launched his own consultancy for Global Threat
Management.
Previously he served as the SVP/Global Head of Cyber Threat Management for a major
insurance agency, and also as the SVP/Chief Technology Officer a mid-cap defense and
infrastructure company.
Mr. Teyema is a founding FBI Cyber Agent and "plank holder” for the Federal Bureau of
Investigation. He retired from the FBI as Cyber Division’s the Chief Operating Officer
and Chief of Cyber Readiness. He also served as the Director for Cybersecurity Policy on
the National Security Council for President Obama 44 at the White House.
Mr. Teyema holds a master’s degree in Forensic Science from George Washington
University, as well as several technical certifications.
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From Wikipedia, the free encyclopedia
Main page

Not to be confused with Zheng Yiming.
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This is a Chinese name; the family name is Zhang.

Current events
Random article

Zhang Yiming (Chinese: 张⼀鸣; born April 1983 in Longyan, Fujian) is a Chinese internet entrepreneur. He founded
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ByteDance in 2012 and developed the news aggregator Toutiao and the video sharing platform TikTok (Douyin/抖⾳). As
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of 2019, with more than 1 billion monthly users, ByteDance is valued at US$75 billion, making it the most valuable startup
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in the world. Zhang's personal wealth is estimated at $22.6 billion, making him the ninth richest person in China.[2][3]
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Recent changes
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Occupation Internet entrepreneur ·
philanthropist
Years active 2006–present

3 Honours and recognition

Known for

Founding and leading ByteDance,
creating Douyin/TikTok

Net worth

US$ 22.6 billion (June 2020)[1]

Title

Founder, Chairman and CEO of
ByteDance

Website

weibo.com/zhangyiming
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Early life and career

Special pages

Zhang was born in April 1983.[4] In 2001, he enrolled at Nankai University in Tianjin, where he majored in microelectronics

Permanent link

before changing to software engineering, and graduated in 2005. He met his wife at university.[citation needed]
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[ edit ]

Zhang Yiming

In February 2006, Zhang became the fifth employee and the first engineer at the travel website Kuxun (酷讯), and was
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later.[citation needed]

Wikidata item

promoted to technical director a year

Print/export

In 2008, Zhang left Kuxun to work for Microsoft, but felt stifled by the corporate rules of the company. He soon left
failed.[5]

Simplified Chinese

张⼀鸣

Traditional Chinese

張⼀鳴

Transcriptions

Download as PDF

Microsoft to join the startup Fanfou (饭否), which eventually

Printable version

Expedia, Zhang took over Kuxun's real estate search business and started 99fang.com (九九房), his first company.[5]

Languages

ByteDance

العربية

August 1983 (age 36–37)
Longyan, Fujian, China

Alma mater Nankai University (2001-2005)
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In 2009, when Kuxun was about to be acquired by

[ edit ]

Deutsch

In 2011, Zhang noticed the user migration from computers to smartphones. He hired a professional manager to take over as CEO of 99fang, and quit the company to

Español

start ByteDance in 2012.[citation needed]

Français

Zhang thought that Chinese smartphone users were struggling to find information in mobile apps available in 2012 and the search giant Baidu was mixing search

پنجابی

results with undisclosed advertising. His vision was to push relevant content to users using recommendations generated by artificial intelligence.[6] This vision, however,

Português
!"#$

was not shared by most venture capitalists, and he failed to secure funding until Susquehanna International Group agreed to invest in the startup. In August 2012,

Tiếng Việt

ByteDance launched the Toutiao news app and within two years attracted more than 13 million daily users. Sequoia Capital, which rejected Zhang the first time, came

中⽂

around and led a US$100 million investment in the company in 2014.[6]
4 more

In September 2015, ByteDance launched its video sharing app TikTok (known as Douyin in China) with little fanfare. The product was an instant hit with millennials and
Edit links

became popular worldwide. ByteDance bought Musical.ly a year later for US$800 million and integrated it into TikTok.[6]
ByteDance's first app, Neihan Duanzi, was shut down in 2018 by the National Radio and Television Administration. In response, Zhang issued an apology stating that
the app was "incommensurate with socialist core values", that it had a "weak" implementation of Xi Jinping Thought, and promised that ByteDance would "further
deepen cooperation" with the ruling Chinese Communist Party to better promote its policies.[7][8][9]
As of late 2018, with more than 1 billion monthly users across its mobile apps,[4] ByteDance is valued at US$75 billion, surpassing Uber to become the most valuable
startup in the world.[6] Zhang's personal wealth is estimated at $13 billion, making him the 9th richest person in China.[4]
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[ edit ]

Zhang was named in the 2013 China 30 Under 30 list by Forbes.[10] In 2018, he was included in Fortune magazine's 40 Under 40 list.[11]
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Media Beat

TECH SHAME IN THE “NEW ERA”
by David Bandurski | Apr 11, 2018

When does a corporate apology become a political self-confession, or jiantao (检讨), an act of submission not to social
mores and concerns, but to those in power? The line can certainly blur in China. But the public apology today from Zhang
Yiming (张⼀鸣), the founder and CEO of one of China’s leading tech-based news and information platforms, crosses deep
into the territory of political abjection.
Zhang’s apology, posted to WeChat at around 4 AM Beijing time, addressed recent criticism aired through the state-run
China Central Television and other official media of Jinri Toutiao, or “Toutiao” — a platform for content creation and
aggregation that makes use of algorithms to customize user experience. Critical official coverage of alleged content
violations on the platform was followed by a notice on April 4 from the State Administration of Press, Publication, Radio,
Film, and Television (SAPPRFT), in which the agency said Toutiao and another service providing live-streaming, Kuaishou,
would be subject to “rectification measures.”
Read through Zhang’s apology and it is quickly apparent that this is a mea culpa made under extreme political pressure, in
which Zhang, an engineer by background, ticks the necessary ideological boxes to signal his intention to fall into line.
At one point, Zhang confesses that the “deep-level causes” of the problems at Toutiao included “a weak [understanding and
implementation of] the “four consciousnesses”. This is a unique Xi Jinping buzzword, introduced in January 2016, that
refers to 1) “political consciousness” (政治意识), namely primary consideration of political priorities when addressing
issues, 2) consciousness of the overall situation (⼤局意识), or of the overarching priorities of the Party and government, 3)
“core consciousness” (核⼼意识), meaning to follow and protect Xi Jinping as the leadership “core,” and 4) “integrity
consciousness” (看齐意识), referring to the need to fall in line with the Party. Next, Zhang mentions the service’s failure to
respect “socialist core values,” and its “deviation from public opinion guidance” — this latter term being a Party buzzword
(dating back to the 1989 crackdown on the Tiananmen Square protests) synonymous with information and press controls as
a means of maintaining Party dominance.
Zhang also explicitly references Xi Jinping’s notion of the “New Era,” and writes: “All along, we have placed excessive
emphasis on the role of technology, and we have not acknowledged that technology must be led by the socialist core value
system, broadcasting positive energy, suiting the demands of the era, and respecting common convention.”
In the list of the company’s remedies, there is even a mention of the need to promote more content from “authoritative
media,” a codeword for Party-controlled media, which suggests once again that the leadership has been unhappy with the
idea of algorithms that wall users off from official messaging if they show no interest in such content.
We include a translation of Zhang’s apology letter below, excepting (only for the sake of time) the final section on
management of online communities. We have left the Chinese alongside the English, believing this letter offers an essential
view of the deep tension in China right now between technological innovation and economic reform on the one hand, and
the urgency of political controls on the other. Here we have a technologist celebrating innovation and apologizing at the
same time for its political crimes — in a way quite redolent, in the sense that this is a jiantao made before the leadership, of
the pre-reform era.

Apology and reflection
今⽇头条的朋友们：
Dear friends of Jinri Toutiao:
我真诚地向监管部门致歉，向⽤户及同事们道歉。 从昨天下午接到监管部门的通知到现在，我⼀
直处在⾃责和内疚之中，⼀夜未眠。
I earnestly apologise to regulatory authorities, and to our users and colleagues. Since receiving
the notice yesterday from regulatory authorities, I have been filled with remorse and guilt,
entirely unable to sleep.
今⽇头条将永久关停“内涵段⼦”客户端软件及公众号。产品⾛错了路，出现了与社会主义核⼼价
值观不符的内容，没有贯彻好舆论导向，接受处罚，所有责任在我。
Jinri Toutiao will shut down once and for all its “Neihan Duanzi” app and its public accounts.
Our product took the wrong path, and content appeared that was incommensurate with socialist
core values, that did not properly implement public opinion guidance — and I am personally
responsible for the punishments we have received [as a result].
⾃责是因为辜负了主管部门⼀直以来的指导和期待。过去⼏年间，主管部门给了我们很多的指导
和帮助，但我内⼼没有真正理解和认识到位，也没有整改到位，造成今天对⽤户不负责任的结
果。
I am responsible because I failed to live up to the guidance and expectations supervisory organs
have demanded all along. Over the past few years, the regulatory authorities have provided us
with much guidance and assistance, but in our hearts we failed to properly understand and
recognise [their demands]. Nor did we properly rectify the situation, which led to the present
failure to be responsible to our users.
⾃责也是因为辜负了⽤户的⽀持和信任。我们⽚⾯注重增长和规模，却没有及时强化质量和责
任，忽视了引导⽤户获取正能量信息的责任。对承担企业社会责任，弘扬正能量，把握正确的舆
论导向认识不够，思想上缺乏重视。
I am responsible also because I failed to live up to the trust and support placed in me by our
users. We prioritised only the expansion of [platform] scale, and we were not timely in
strengthening quality and responsibility, overlooking our responsibility to channel users in the
uptake of information with positive energy. We were insufficiently attentive, and in our
thinking placed insufficient emphasis on our corporate social responsibility, to promote
positive energy and to grasp correct guidance of public opinion.
同时，我也辜负了投⼊⽆限热情和⼼⾎打造了这款产品的同事。产品出现这么⼤的问题，停⽌服
务，我有领导责任。
At the same time, I failed my colleagues who invested such boundless enthusiasm and hard
work to create this product. For such major problems to emerge with the product, and for
service to halt, I bear leadership responsibility.
3⽉29⽇央视报道我们的⼴告问题后，我不断反思⾃⼰以前的想法，反思公司现在的做法，开始⼤
⼒推进公司员⼯提⾼意识、改进管理、完善流程。
On March 29, after China Central Television reported problems with our advertisements, I
engaged in steady reflection over my previous ways of thinking, reflected upon the company’s
current methods, and began an energetic campaign among our staff to raise their
consciousness, improve management and streamline processes.
我是⼯程师出⾝，创业的初⼼是希望做⼀款产品，⽅便全世界⽤户互动和交流。过去⼏年间，我
们把更多的精⼒和资源，放在了企业的增长上，却没有采取⾜够措施，来补上我们在平台监管、
企业社会责任上⽋下的功课，⽐如对低俗、暴⼒、有害内容、虚假⼴告的有效治理。
My background is engineering, and my originating idea in starting this business was to create a
product that would facilitate interaction and exchange among users worldwide. Over the past
few years we have invested more energy and resources in the growth of the company, but we did
not take the proper measures to improve supervision of the platform, and we did not adequately
do our homework in terms of effectively controlling such things as low-row, violent and harmful
content, and fake advertising.
我们作为⼀家⼗⼋⼤后快速发展起来的创业公司，深知公司的快速发展，是伟⼤时代给的机会。
我感恩这个时代，感恩改⾰开放历史机遇，感恩国家对于科技产业发展的扶持。
As a start-up company developing rapidly in the wake of the 18th National Congress of the
Chinese Communist Party, we profoundly understand that our rapid development was an
opportunity afforded us by this great era. I thank this era. I thank the historic opportunity of
economic reform and opening; and I thank the support the government has given for the
development of the technology industry.
我深刻反思，公司⽬前存在问题的深层次原因是：“四个意识”淡薄、社会主义核⼼价值观教育缺
失、舆论导向存在偏差。⼀直以来，我们过分强调技术的作⽤，却没有意识到，技术必须要⽤社
会主义核⼼价值观来引导，传播正能量，符合时代要求，尊重公序良俗。
I profoundly reflect on the fact that a deep-level cause of the recent problems in my company
is: a weak [understanding and implementation of] the “four consciousnesses” [of Xi Jinping];
deficiencies in education on the socialist core values; and deviation from public opinion
guidance. All along, we have placed excessive emphasis on the role of technology, and we have
not acknowledged that technology must be led by the socialist core value system, broadcasting
positive energy, suiting the demands of the era, and respecting common convention.
我们必须重新梳理我们的愿景。我们说，要做全球的创作与交流平台。这就要求我们必须保证
所“创作”与“交流”的内容是积极向上的、健康有益的，能够给时代、给⼈民带来正能量。
We must make a renewed effort to sort out our vision of the future. We say, we want to make
global platform for creation and conversation. This demands that we must ensure that the
content of “creation” and “conversation” are positive, healthy and beneficial, that they can offer
positive energy to the era, and to the people.
我们必须重新阐释并切实践⾏我们的社会责任：正直向善，科技创新，创造价值，担当责任，合
作共赢。我深刻地认识到，企业的发展必须紧扣时代和国家发展主旋律。
We must renew our understanding and enactment of our social responsibility; upright and good,
innovative technology, value creation, taking responsibility, cooperation and mutual benefit. I
profoundly recognise that the company’s development must stick closely to the era and to the
main theme of national development.
今天，监管部门、公众和媒体指出了公司存在的问题，是对我们的善意提醒和有⼒鞭策。我跟我
的同事们将⽴即着⼿改变，改变⾃⼰的思想，改变我们的做法。
Today, supervisory organs, the public and the media have pointed out problems in our company,
and this is well-intentioned reminder and an encouragement to us. I and my colleagues will
work immediately to bring about change — changing our own thoughts, and changing our
methods.
⼀、将正确的价值观融⼊技术和产品
Introducing correct values into technology and products
1、加强党建⼯作，对全体员⼯进⾏“四个意识”、社会主义核⼼价值观、舆论导向、法律法规等教
育，真正履⾏好企业的社会责任。
1.1 Strengthening the work of Party construction, carrying out education among our entire staff
on the “four consciousnesses,” socialist core values, [correct] guidance of public opinion, and
laws and regulations, truly acting on the company’s social responsibility.
2、强化各业务线履⾏社会责任的制度化机制化，将其列⼊业务考核范围。
1.2 Strengthening implementation of systems and mechanisms for social responsibility in
various business activities, bringing them into the scope of business assessment.
3、进⼀步深化与权威媒体合作，提⾼权威媒体内容的分发，保证权威声⾳有⼒传播。
1.3 Further deepening cooperation with authoritative [official Party] media, elevating
distribution of authoritative media content, ensuring that authoritative [official Party] media
voices are broadcast to strength.
4、强化总编辑责任制，全⾯纠正算法和机器审核的缺陷，不断强化⼈⼯运营和审核，将现有6000
⼈的运营审核队伍，扩⼤到10000⼈。
1.4 Strengthening the editor-in-chief responsibility system, comprehensively correcting
deficiencies in algorithmic and machine review [of content], steadily strengthening human
operations and review, raising the current number of operational review staff from 6,000 to
10,000 persons [carrying out content review].
[Translation omitted here for section on management of online communities]
Finally, I again express my apologies to supervisory organs, and to the friends who care about
us.
我们理应做得更好。我们⼀定会做得更好。
We ought to do better. We will definitely do better.
我们真诚地期待社会各界帮助和监督我们的整改。我们绝不辜负⼤家的期望。
We earnestly await help from various parts of society in supervising our rectification. We will
not disappoint everyones’ hopes.
今⽇头条创始⼈、CEO张⼀鸣
Jinri Toutiao founder and CEO Zhang Yiming.
2018年4⽉11⽇
April 11, 2018
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Chapter I General Provisions
Article 1 This Law is enacted in accordance with the Constitution in order
to strengthen and safeguard national intelligence work and safeguard
national security and interests.
Article 2: National intelligence work adheres to the overall national
security concept, provides intelligence reference for major national decision
making, provides intelligence support for preventing and defusing risks that
endanger national security, and safeguards state power, sovereignty, unity
and territorial integrity, people's wellbeing, and economic and social
Sustainable development and other important national interests.
Article 3 The State establishes and improves a national intelligence
system that is centralized, unified, division of labor, and scientific and
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The central national security leadership will exercise unified leadership
over national intelligence work, formulate guidelines and policies for national
intelligence work, plan the overall development of national intelligence
work, establish and improve a coordination mechanism for national
intelligence work, coordinate and coordinate national intelligence work in
various fields, and study and determine national intelligence work. Major
issues.
The Central Military Commission unified leadership and organization of
military intelligence work.
Article 4 The state intelligence work adheres to the principle of combining
open work with secret work, combining special work with the mass line, and
dividing the work division with coordination and cooperation.
Article 5 The state security organs and the intelligence agencies of the
public security organs and the military intelligence agencies (hereinafter
collectively referred to as the state intelligence agencies) shall cooperate
with each other in accordance with their duties, do a good job in intelligence
work, and conduct intelligence operations.
All relevant state organs shall work closely with the national intelligence
work agencies in accordance with their respective functions and tasks.
Article 6 The state intelligence work organization and its staff shall be
loyal to the state and the people, abide by the Constitution and laws, be
devoted to their duties, be disciplined, be honest and clean, be selfless and
dedication, and resolutely safeguard national security and interests.
Article 7 Any organization or citizen shall support, assist and cooperate
with the state intelligence work in accordance with the law, and keep the
secrets of the national intelligence work known to the public.
The State protects individuals and organizations that support, assist and
cooperate with national intelligence work.
Article 8 National intelligence work shall be carried out in accordance with
the law, respecting and safeguarding human rights, and safeguarding the
legitimate rights and interests of individuals and organizations.
Article 9 The State commends and rewards individuals and organizations
that have made significant contributions to national intelligence work.
Chapter II National Intelligence Work Agency
Article 10 The state intelligence work agencies shall use the necessary
methods, means and channels to carry out intelligence work at home and

webcache.googleusercontent.com/search?q=cache:rCX7Y3VXmLMJ:www.npc.gov.cn/npc/xinwen/2017-06/27/content_2024529.htm+&cd=1&hl=en&ct=clnk&gl=au

2/6

3/26/2019

National Intelligence Law of the People's Republic of China_中国人大网

abroad according to their work needs.
Article 11 The state intelligence work institutions shall collect and handle
the acts or acts of foreign institutions, organizations and individuals that are
implemented or instructed or funded by others, or colluded by domestic and
foreign institutions, organizations and individuals to endanger the national
security and interests of the People's Republic of China. Relevant
information provides information or reference for preventing, stopping and
punishing the above actions.
Article 12 The state intelligence work organization may, in accordance with
relevant state regulations, establish cooperative relations with relevant
individuals and organizations and entrust relevant work.
Article 13 The state intelligence work institutions may conduct foreign
exchanges and cooperation in accordance with relevant state regulations.
Article 14 The state intelligence work organization shall carry out
intelligence work according to law, and may require relevant organs,
organizations and citizens to provide necessary support, assistance and
cooperation.
Article 15 The state intelligence work agencies may adopt technical
reconnaissance measures and identity protection measures in accordance
with the needs of the work and in accordance with relevant state regulations
and through strict approval procedures.
Article 16 When the

staff of the state intelligence work organization performs

tasks according to law, in accordance with the relevant provisions of the
State, after obtaining the corresponding documents, they may enter the
relevant areas and places that restrict access, and may understand and ask
relevant information to relevant organs, organizations and individuals. You
can check or retrieve relevant files, materials and articles.
Article 17 The staff of the State Intelligence Work Agency may enjoy the
convenience of passing the corresponding documents as required for the
execution of urgent tasks.
According to the needs of the work, according to the relevant national
regulations, the staff of the national intelligence work agency may
preferentially use or legally requisition the means of transport,
communication tools, sites and buildings of relevant organs, organizations
and individuals, and if necessary, may set relevant workplaces and
equipment, Facilities, after the completion of the task, should be promptly
returned or restored to the original state, and the corresponding fees shall
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be paid in accordance with the regulations; if losses are caused,
compensation shall be made.
Article 18 The state intelligence work agency may, in accordance with the
needs of the work and in accordance with the relevant provisions of the
State, request the Customs, the border entry and exit inspection agencies to
provide exemption from inspection and other facilities.
Article 19: State intelligence agencies and their staff shall act in strict
accordance with the law, must not go beyond their powers, abuse their
powers, infringe on the legitimate rights and interests of citizens and
organizations, and may not use their position to facilitate personal gains for
themselves or others, and may not disclose state secrets or businesses.
Secret and personal information.
Chapter III National Intelligence Work Guarantee
Article 20 The state intelligence work agencies and their staff shall carry
out intelligence work in accordance with the law and be protected by law.
Article 21 The State strengthens the construction of state intelligence work
institutions, and exercises special management over its institutional setup,
personnel, establishment, funds, and assets, and gives special protection.
The state establishes management systems for the recruitment,
selection, assessment, training, treatment, and withdrawal of personnel who
need to adapt to intelligence work.
Article 22 The national intelligence work organization shall adapt to the
needs of intelligence work and improve its ability to carry out intelligence
work.
National intelligence agencies should use scientific and technological
means to improve the level of identification, screening, synthesis and
analysis of intelligence information.
Article 23: When the personnel of the state intelligence work organization
perform tasks or those who have established cooperative relations with the
state intelligence work agencies are assisting the state intelligence work,
and the personal safety of the person or close relatives is threatened, the
relevant state departments shall take necessary measures. , to protect and
rescue.
Article 24 The State shall provide proper resettlement for those who
contribute to the national intelligence work and need to be resettled.
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Relevant departments of public security, civil affairs, finance, health,
education, human resources and social security, as well as stateowned
enterprises and institutions shall assist the national intelligence work
agencies in their resettlement work.
Article 25 Persons who are disabled or sacrificed or killed as a result of
carrying out national intelligence work or supporting, assisting and
cooperating with national intelligence work shall be given preferential
treatment according to relevant state regulations.
If individuals and organizations cause property losses due to support,
assistance and cooperation with national intelligence work, compensation
shall be paid in accordance with relevant state regulations.
Article 26 The state intelligence work institutions shall establish and
improve a strict supervision and security review system, supervise their
staff's compliance with laws and disciplines, and take necessary measures
according to law to conduct security reviews on a regular or irregular basis.
Article 27 Any individual or organization shall have the right to report or
sue for the state intelligence work organization and its staff to go beyond
their powers, abuse their powers and other violations of law and discipline.
The relevant authorities that accept the report and accuse shall promptly
investigate and deal with the case, and inform the informant and the
accuser of the result of the investigation.
No individual or organization may suppress or retaliate against individuals
and organizations that have been prosecuted and accused of state
intelligence agencies and their staff.
The National Intelligence Work Agency shall provide convenient channels
for individuals and organizations to report, accuse, and report on the
situation, and keep confidential the informants and accusers.
Chapter IV Legal Liability
Article 28 Whoever violates the provisions of this Law and obstructs the
state intelligence work organization and its staff from carrying out
intelligence work according to law shall be recommended by the state
intelligence work agency to be dismissed by the relevant units or be warned
by the state security organs or public security organs or below fifteen days.
Detained; if it constitutes a crime, criminal responsibility shall be
investigated according to law.
Article 29 If

the state secrets related to the state intelligence work are

leaked, the state intelligence work agency shall recommend the relevant
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units to give disciplinary action or be warned by the state security organs or
public security organs or detained for fifteen days; if the crime is
constituted, the criminal shall be investigated according to law.
responsibility.
Article 30 Anyone who pretends to be a member of the State Intelligence
Work Agency or other relevant personnel to commit acts of swindling, fraud,
extortion or extortion shall be punished in accordance with the provisions of
the Law of the People's Republic of China on Public Security Administration
Punishment; if a crime is constituted, criminal responsibility shall be
investigated according to law.
Article 31: National intelligence agencies and their staff members have
violated their powers, abused their powers, infringed on the legitimate
rights and interests of citizens and organizations, used their position to
facilitate personal gains for themselves or others, and divulged state
secrets, trade secrets and personal information. If the act is committed, it
shall be punished according to law; if it constitutes a crime, criminal
responsibility shall be investigated according to law.
Chapter V Supplementary Provisions
Article 32 This Law shall come into force on June 28, 2017.
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CONSTITUTION OF THE COMMUNIST PARTY OF CHINA
Revised and adopted at the 19th National Congress of the
Communist Party of China on October 24, 2017

General Program
The Communist Party of China is the vanguard of the Chinese working class, the
Chinese people, and the Chinese nation. It is the leadership core for the cause of socialism
with Chinese characteristics and represents the developmental demands of China’s
advanced productive forces, the orientation for China’s advanced culture, and the
fundamental interests of the greatest possible majority of the Chinese people. The Party’s
highest ideal and ultimate goal is the realization of communism.
The Communist Party of China uses Marxism-Leninism, Mao Zedong Thought, Deng
Xiaoping Theory, the Theory of Three Represents, the Scientific Outlook on Development,
and Xi Jinping Thought on Socialism with Chinese Characteristics for a New Era as its
guides to action.
Marxism-Leninism reveals the laws governing the development of the history of
human society. Its basic tenets are correct and have tremendous vitality. The highest ideal
of communism pursued by Chinese Communists can be realized only when socialist
society is fully developed and highly advanced. The development and improvement of the
socialist system is a long historical process. By upholding the basic tenets of
Marxism-Leninism and following the path suited to China’s specific conditions as chosen
by the Chinese people, China’s socialist cause will ultimately be victorious.
With Comrade Mao Zedong as their chief representative, Chinese Communists
developed Mao Zedong Thought by combining the basic tenets of Marxism-Leninism with
the actual practice of the Chinese revolution. Mao Zedong Thought is the application and
development of Marxism-Leninism in China; it is a body of theoretical principles and a
summary of experiences, proven correct in practice, relating to China’s revolution and
construction; and it is a crystallization of the collective wisdom of the Communist Party of
China. Under the guidance of Mao Zedong Thought, the Communist Party of China led the
Chinese people of all ethnic groups in the long revolutionary struggle against imperialism,
feudalism, and bureaucratic capitalism, securing victory in the new democratic revolution
and founding the People’s Republic of China, a people’s democratic dictatorship. After the
founding of the People’s Republic, the Communist Party of China successfully led the
people in carrying out socialist transformation, completing the transition from New
Democracy to socialism, establishing the basic socialist system, and developing a socialist
economy, politics, and culture.
After the Third Plenary Session of the 11th Central Committee of the Communist Party
of China, Chinese Communists, with Comrade Deng Xiaoping as their chief representative,
analyzed both positive and negative experience gained since the founding of the People’s
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Republic, emancipated the mind, and sought truth from facts. They shifted the focus of the
whole Party’s work onto economic development and introduced reform and opening up,
thereby ushering in a new era of development in socialism; they gradually formulated the
line, principles, and policies for building socialism with Chinese characteristics, brought
clarity to basic questions on building, consolidating, and developing socialism in China,
and thus established Deng Xiaoping Theory. Deng Xiaoping Theory is the product of
combining Marxism-Leninism’s basic tenets with practice in contemporary China and the
particular features of the era; it is a continuation and development of Mao Zedong Thought
under new historical conditions; it represents a new stage for the development of Marxism
in China; it is the Marxism of contemporary China and a crystallization of the collective
wisdom of the Communist Party of China; and it guides the continuous progression of
China’s socialist modernization.
After the Fourth Plenary Session of the 13th Central Committee of the Communist
Party of China, Chinese Communists, with Comrade Jiang Zemin as their chief
representative, through developing socialism with Chinese characteristics in practice,
deepened their understanding of what socialism is and how to build it, and what kind of
party to build and how to build it, and gathered valuable new experience in governing the
Party and the country, thus forming the Theory of Three Represents. The Theory of Three
Represents, which is a continuation and development of Marxism-Leninism, Mao Zedong
Thought, and Deng Xiaoping Theory, reflects new demands that the developments and
changes in today’s world and in China have placed on the Party and the government in
their work. A powerful theoretical tool for strengthening and improving Party building and
promoting the self-improvement and development of China’s socialism, it is a
crystallization of the collective wisdom of the Communist Party of China and a guiding
ideology that the Party must uphold in the long term. Always ensuring the Theory of Three
Represents is practiced is the foundation of the Party’s own development, the cornerstone
of governance by the Party, and the source of the Party’s strength.
After the Party’s 16th National Congress, Chinese Communists, with Comrade Hu
Jintao as their chief representative, continued to take Deng Xiaoping Theory and the Theory
of Three Represents as their guide. On the basis of the new demands of development they
forged a deep understanding of and answered major questions, including what kind of
development to pursue and how to pursue it in a new situation, thus forming the Scientific
Outlook on Development, which puts people first and calls for comprehensive, balanced,
and sustainable development. The Scientific Outlook on Development is a scientific theory
that continues in congruence with Marxism-Leninism, Mao Zedong Thought, Deng
Xiaoping Theory, and the Theory of Three Represents, while advancing with the times. It
fully embodies the Marxist worldview and methodology on development and represents a
major achievement in adapting Marxism to the Chinese context. It is a crystallization of the
collective wisdom of the Communist Party of China and a guiding ideology that must be
upheld long term in developing socialism with Chinese characteristics.
Since the Party’s 18th National Congress, Chinese Communists, with Comrade Xi
Jinping as their chief representative, in response to contemporary developments and by
integrating theory with practice, have systematically addressed the major question of our
times—what kind of socialism with Chinese characteristics the new era requires us to
uphold and develop and how we should uphold and develop it, thus giving shape to Xi
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Jinping Thought on Socialism with Chinese Characteristics for a New Era. The Thought is a
continuation and development of Marxism-Leninism, Mao Zedong Thought, Deng
Xiaoping Theory, the Theory of Three Represents, and the Scientific Outlook on
Development. It is the latest achievement in adapting Marxism to the Chinese context, a
crystallization of the practical experience and collective wisdom of the Party and the people,
an important component of the theoretical system of socialism with Chinese characteristics,
and a guide to action for the entire Party and all the Chinese people to strive for the great
rejuvenation of the Chinese nation, and must be upheld long term and constantly
developed. Under the guidance of Xi Jinping Thought on Socialism with Chinese
Characteristics for a New Era, the Communist Party of China has led the Chinese people of
all ethnic groups in a concerted effort to carry out a great struggle, develop a great project,
advance a great cause, and realize a great dream, ushering in a new era of socialism with
Chinese characteristics.
Ultimately, the fundamental reason for all of China’s achievements and progress since
reform and opening up began is that the Party has forged a path, formed a theoretical
system, established a system, and developed a culture for socialism with Chinese
characteristics. All Party members must cherish deeply, uphold long term, and continue to
develop this path, this theoretical system, this socialist system, and this culture, which the
Party has developed through great hardship. All Party members must hold high the great
banner of socialism with Chinese characteristics, have firm confidence in its path, theory,
system, and culture, implement the Party’s basic theory, basic line, and basic policy, and
strive to fulfill the three historic tasks of advancing modernization, achieving China’s
reunification, and safeguarding world peace and promoting common development, achieve
the two centenary goals, and realize the Chinese Dream of national rejuvenation.
China is currently in the primary stage of socialism and will remain so for a long time
to come. This is a stage of history that cannot be bypassed as China, which used to be
economically and culturally lagging, makes progress in socialist modernization; it will take
over a century. China’s development of socialism must begin from China’s own
circumstances and must follow the path of socialism with Chinese characteristics. At the
present stage, the principal contradiction in Chinese society is that between the
ever-growing needs of the people for a better life and unbalanced and inadequate
development. Owing to both domestic factors and international influences, a certain
amount of class struggle will continue to exist for a long time to come, and under certain
circumstances may even grow more pronounced, however, it is no longer the principal
contradiction. In building socialism in China, the basic tasks are to further release and
develop the productive forces and gradually achieve socialist modernization and, to this
end, reform those elements and areas within the relations of production and the
superstructure that are unsuited to the development of the productive forces.
The Party must uphold and improve the basic economic system whereby public
ownership plays a dominant role and economic entities under diverse forms of ownership
develop side by side. It must maintain and improve the distribution system whereby
distribution according to labor is dominant and a variety of other modes of distribution
exist alongside it. It must encourage some areas and some people to become well-off first,
gradually eliminate poverty, achieve common prosperity, and on the basis of developing
production and social wealth, keep meeting the people’s ever-growing needs for a better
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life and promote people’s well-rounded development.
Development is the Party’s top priority in governing and rejuvenating the country. The
Party must commit to a people-centered philosophy of development and pursue the vision
of innovative, coordinated, green, and open development that is for everyone. The general
starting point and criteria for judging each item of the Party’s work are that it must benefit
the development of the socialist productive forces, be conducive to increasing socialist
China’s overall strength, and help to improve the people’s living standards. The Party must
respect labor, knowledge, talent, and creativity and ensure that development is for the
people and relies on the people, and that its fruits are shared among the people.
The beginning of the new century marked China’s entry into a new stage of
development in building a moderately prosperous society in all respects and accelerating
socialist modernization. In accordance with the five-sphere integrated plan and the
four-pronged comprehensive strategy for the cause of socialism with Chinese
characteristics, the Party must promote coordinated economic, political, cultural, social, and
ecological advancement, and coordinate efforts to finish building a moderately prosperous
society in all respects, comprehensively deepen reform, fully advance the law-based
governance of China, and strengthen Party self-governance in every respect.
In this new era in the new century, the strategic objectives of economic and social
development are to finish building a moderately prosperous society in all respects by the
time the Party marks its centenary and to build China into a great modern socialist country
in every dimension by the time the People’s Republic celebrates its centenary.
The basic line of the Communist Party of China in the primary stage of socialism is to
lead all the people of China together in a self-reliant and pioneering effort, making
economic development the central task, upholding the Four Cardinal Principles, and
remaining committed to reform and opening up, so as to see China becomes a great
modern socialist country that is prosperous, strong, democratic, culturally advanced,
harmonious, and beautiful.
In leading the cause of socialism, the Communist Party of China must continue its
commitment to economic development as the central task, and all other work must take an
ancillary role and serve this center. The Party shall implement the strategy for invigorating
China through science and education, the strategy on developing a quality work force, the
innovation-driven development strategy, the rural vitalization strategy, the coordinated
regional development strategy, the sustainable development strategy, and the
military-civilian integration strategy. It shall give full play to the role of science and
technology as primary productive forces and the role of innovation as the primary force
driving development, draw on advances in science and technology, improve the quality of
the country’s workforce, and ensure higher-quality and more efficient, equitable, and
sustainable development of the economy.
The Four Cardinal Principles—to keep to the path of socialism, to uphold the people’s
democratic dictatorship, to uphold the leadership of the Communist Party of China, and to
uphold Marxism-Leninism and Mao Zedong Thought—form the foundation for building
the country. Throughout the whole course of socialist modernization, the Party must
adhere to the Four Cardinal Principles and oppose bourgeois liberalization.
A continued commitment to reform and opening up is the path to a stronger China.
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Only through reform and opening up can we develop China, develop socialism, and
develop Marxism. The Party must comprehensively deepen reform, improve and develop
the system of socialism with Chinese characteristics, and modernize China’s system and
capacity for governance. The Party must fundamentally reform the economic structure that
constrains the development of the productive forces and uphold and improve the socialist
market economy; and in congruence with this it must undertake political structural reform
and reform in other fields. The Party must uphold the fundamental national policy of
making China open to the world and embrace and learn from all achievements of human
society. In carrying out reform and opening up, the Party should be boldly explorative and
brave in breaking new ground; the Party should improve the scientific nature of
reform-related decision making, pursue reform in a more systematic, holistic, and
coordinated way, and pioneer new approaches through practice.
The Communist Party of China shall lead the people in developing the socialist market
economy. It shall be firm in consolidating and developing the public sector of the economy
and shall remain steadfast in encouraging, supporting, and guiding the development of the
non-public sector. It shall give play to the decisive role of market forces in resource
allocation and ensure the government plays its role better, and establish a sound system for
macroeconomic regulation. The Party shall work to balance urban and rural development,
development among regions, economic and social development, relations between
humankind and nature, and domestic development and openness to the world. It shall
adjust the economic structure, transform the growth model, and advance supply-side
structural reform. The Party shall promote the synchronized development of new
industrialization, information technology application, urbanization, and agricultural
modernization, and shall build a new socialist countryside, take a new path of
industrialization with Chinese characteristics, and build China into a country of innovation
and a global leader in science and technology.
The Communist Party of China shall lead the people in developing socialist democracy.
It shall preserve the organic unity of Party leadership, the running of the country by the
people, and law-based governance, follow the Chinese socialist path of political
development, expand socialist democracy, develop a socialist rule of law system with
Chinese characteristics, and build a socialist rule of law country, thereby consolidating the
people’s democratic dictatorship and developing a socialist political civilization. It shall
uphold and improve the people’s congress system, the Communist Party-led system of
multiparty cooperation and political consultation, the system of regional ethnic autonomy,
and the system of public self-governance at the primary level. The Party shall develop a
broader, fuller, and more robust people’s democracy, advance extensive, multilevel, and
institutionalized development of consultative democracy, and act in earnest to protect the
people’s right to manage state and social affairs and to manage economic and cultural
matters. It shall respect and safeguard human rights. The Party shall encourage the free
expression of views and work to establish sound systems and procedures for democratic
elections, decision-making, administration, and oversight. It shall improve the socialist
system of laws with Chinese characteristics and strengthen the implementation of law, to
bring all the work of the state under the rule of law.
The Communist Party of China shall lead the people in developing advanced socialist
culture. It shall promote socialist cultural-ethical progress, ensure the practice of the rule of
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law in combination with the rule of virtue, and work to strengthen the thinking and
morality as well as the knowledge of science and culture of the whole nation to provide
powerful ideological guarantees, motivation, and intellectual support for reform, opening
up, and socialist modernization, and develop a strong socialist culture in China. It shall
strengthen the system of core socialist values, uphold Marxism as its guiding ideology,
foster the common ideal of socialism with Chinese characteristics, promote a national spirit
to which patriotism is central and a spirit of the times centered on reform and innovation,
cultivate and practice core socialist values, and champion the socialist concept of honor and
disgrace. It shall work to strengthen the people’s sense of national dignity, self-confidence,
and self-reliance, protect against the corroding influence of decadent capitalist and feudal
ideas, and eliminate all social ills, endeavoring to see that the people of China are people of
high ideals and moral integrity and are cultured and disciplined. It must better educate its
members of the great ideal of communism. The Party shall strive to develop educational,
scientific, and cultural undertakings, promote the creative evolution and innovative
development of fine traditional Chinese culture, carry forward our revolutionary culture,
develop an advanced socialist culture, and enhance our country’s cultural soft power. The
Party shall hold firmly the leading position in ideological work, constantly consolidate the
guiding position of Marxism in the realm of ideology, and cement the common ideological
foundation which underpins the concerted endeavor of the entire Party and all the Chinese
people.
The Communist Party of China shall lead the people in building a harmonious socialist
society. In accord with the overall demands of democracy and the rule of law, equity and
justice, honesty and fraternity, vigor and vitality, stability and order, and harmony between
humankind and nature, and in line with the principle of building together and sharing
together such a society, the Party shall work to solve problems of the greatest, most
immediate, and most practical concern to the people. In doing this, it shall focus on
ensuring and improving living standards. It shall work to ensure the fruits of development
are of greater and more equitable benefit to the people, help them gain an increasingly
stronger sense of fulfillment, and strive to see that all people realize their potential, find
their proper place in society, and live together in harmony. The Party shall strengthen and
develop new approaches to social governance. It shall strictly distinguish between and
properly handle contradictions between us and enemies and contradictions among the
people, these two different types of contradiction. It shall strengthen comprehensive
measures to maintain law and order, and work with firm resolve and in accordance with
the law to combat criminal activities that endanger national security and national interests,
or threaten social stability or economic development, and will bring criminals to justice,
maintaining lasting social stability. The Party shall pursue a holistic approach to national
security and resolutely safeguard China’s sovereignty, security, and development interests.
The Communist Party of China shall lead the people in building a socialist ecological
civilization. It shall strengthen the philosophy underlying ecological civilization that nature
should be respected, adapted to, and protected; fully understand that lucid waters and lush
mountains are invaluable assets; follow the fundamental national policy of conserving
resources and protecting the environment; uphold the principle of prioritizing resource
conservation and environmental protection and letting nature restore itself; and take a
positive path to development that ensures increased production, higher living standards,
and healthy ecosystems. The Party shall strive to build a resource-conserving,
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environmentally friendly society, implement the strictest possible environmental protection
systems, and work to shape spatial layouts, industrial structures, modes of production, and
ways of life that are conducive to resource conservation and environmental protection,
creating good working and living environments for the people, and ensuring sustainable
development for the Chinese nation.
The Communist Party of China shall uphold its absolute leadership over the People’s
Liberation Army and other people’s armed forces; implement Xi Jinping’s thinking on
strengthening the military; strengthen the development of the People’s Liberation Army by
enhancing its political loyalty, strengthening it through reform and technology, and
running it in accordance with the law; build people's forces that obey the Party’s command,
can fight and win, and maintain excellent conduct; ensure that the People’s Liberation
Army accomplishes its missions and tasks in the new era; and give full play to the role of
the People’s Liberation Army in consolidating national defense, defending the motherland,
and participating in socialist modernization.
The Communist Party of China shall preserve and develop socialist relations among
ethnic groups based on equality, solidarity, mutual assistance, and harmony; work
proactively to train and select officials from ethnic minorities; help ethnic minorities and
areas with concentrations of ethnic minorities with economic, cultural, and social
development; foster a strong sense of community for the Chinese nation; and ensure that all
ethnic groups work together for common development and prosperity. The Party shall
fully implement its basic policy on religion, and encourage religious believers to contribute
to economic and social development.
The Communist Party of China shall urge all workers, farmers, and intellectuals, and
all other political parties, persons without party affiliation, and the patriotic forces of all
ethnic groups in China to further develop and expand the broadest possible patriotic united
front embracing all socialist workers, all those working for the socialist cause, all patriots
who support socialism, all patriots who support the reunification of the motherland, and all
patriots who are dedicated to the rejuvenation of the Chinese nation. The Party shall work
continuously to strengthen the unity of all the Chinese people, including compatriots in the
Hong Kong and Macao special administrative regions and in Taiwan as well as overseas
Chinese. It shall promote long-term prosperity and stability in Hong Kong and Macao and
achieve the reunification of the motherland in conformity with the principle of “one
country, two systems.”
The Communist Party of China shall uphold an independent foreign policy of peace,
follow a path of peaceful development, continue with the win-win opening up strategy,
consider both domestic and international situations, and actively foster relations with other
countries, endeavoring to develop a favorable international environment for China’s reform,
opening up, and modernization. In international affairs, it shall uphold justice while
pursuing shared interests, safeguard China’s independence and sovereignty, oppose
hegemonism and power politics, defend world peace, promote human progress, work to
build a community with a shared future for mankind, and advance the building of a
harmonious world of lasting peace and common prosperity. It shall develop relations
between China and other countries on the basis of the five principles of mutual respect for
sovereignty and territorial integrity, mutual nonaggression, mutual noninterference in
internal affairs, equality and mutual benefit, and peaceful coexistence. The Party shall
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constantly work to develop good neighborly relations between China and its surrounding
countries and work to strengthen unity and cooperation between China and other
developing countries. It shall follow the principle of achieving shared growth through
discussion and collaboration, and pursue the Belt and Road Initiative. The Communist
Party of China shall develop relations with the Communist parties and other political
parties of other countries in accordance with the principles of independence, complete
equality, mutual respect, and noninterference in each other’s internal affairs.
To lead the Chinese people of all ethnic groups to achieve the two centenary goals and
realize the Chinese Dream of national rejuvenation, the Communist Party of China must
follow its basic line; exercise self-supervision and strengthen self-governance in every
respect; strengthen its long-term governance capacity, its advanced nature, and its purity;
and, in the spirit of reform and innovation, make comprehensive moves to press ahead
with the great new project of Party building. It must take enhancing its political building as
the overarching principle and make comprehensive efforts to ensure that the Party’s
political work is stressed, ideology is strengthened, organizations are consolidated, conduct
is improved, and discipline is maintained, institutional development is always emphasized,
and the fight against corruption keeps going, thus building the Party more effectively in all
respects. It must uphold the principle that the Party builds itself in the interests of, and
exercises governance for, the people, and see that its fine traditions and positive work style
continue to thrive. It must constantly work to improve the way it exercises leadership and
governance and strengthen its ability to resist corruption, prevent moral decline, and
withstand risks. It must constantly strengthen its ability to purify, improve, reform, and
excel itself. It must constantly strengthen its class foundation, expand its mass base,
enhance its creativity, cohesion, and readiness to meet challenges, and build itself up as an
ever-learning, service-oriented, and innovative Marxist governing party. The Party should
thus be able to forever stand at the forefront of the times and become a strong core capable
of leading all the people of China as they continue to advance along the road of socialism
with Chinese characteristics. In building itself, the Party must work with firm resolve to
meet the following five fundamental requirements.
1. Adherence to the Party’s basic line. The whole Party must use Deng Xiaoping Theory,
the Theory of Three Represents, the Scientific Outlook on Development, Xi Jinping Thought
on Socialism with Chinese Characteristics for a New Era, and the Party’s basic line to
achieve unity in thought and action, and must resolutely continue to do so in the long term.
The Party must ensure that reform and opening up are carried out in unity with the Four
Cardinal Principles, put its basic line into effect in all fields of endeavor, and combat all
mistaken tendencies of the “Left” and Right, maintaining vigilance against Rightist
tendencies, but primarily defending against “Leftist” tendencies. The Party must strengthen
work to improve leading bodies at all levels, training and selecting the good officials that
our Party and people need, and it must cultivate and train millions of successors to
continue the cause of socialism, thus ensuring organizationally that the Party’s basic theory,
basic line, and basic policy are fully implemented and applied.
2. Commitment to emancipating the mind, seeking truth from facts, advancing with the
times, and being realistic and pragmatic. The Party’s line of thinking is to proceed from
reality in all it does, to integrate theory with practice, to seek truth from facts, and to verify
and develop truths through practice. All Party members must uphold this line of thinking,
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actively exploring and boldly experimenting, breaking ground and making innovations,
and working with creativity; never cease to study new situations, reflect on new
experiences, and solve new problems; and enrich and develop Marxism through practice
and advance the adaption of Marxism to the Chinese context.
3. Dedication to wholeheartedly serving the people. Besides the interests of the working
class and the broadest possible majority of the people, the Party has no special interests of
its own. It shall, at all times, give top priority to the interests of the people, share weal and
woe with them, and maintain the closest possible ties with them. It shall exercise power for
the people, demonstrate concern for them, and work in their interests, never allowing any
member to become disengaged from the people or to behave as if they are above them. The
biggest political advantage the Party has is its close ties with the people while the biggest
potential danger it faces as a governing party is becoming distanced from them. Party
conduct and the Party’s ties with the people are of paramount importance to the Party. In
its own work, the Party shall follow the mass line, seeing that everything is for the people
and everything relies on the people, exercising the principle of “from the people, to the
people,” and translating the correct ideas of the Party into the voluntary action of the
people.
4. Resolve in upholding democratic centralism. Democratic centralism combines
centralism built on the basis of democracy with democracy under centralized guidance. It is
both the Party’s fundamental organizational principle and the application of the mass line
in everyday Party activities. The Party must fully encourage intraparty democracy, respect
the principal position of its members, safeguard their democratic rights, and give play to
the initiative and creativity of Party organizations at every level and all Party members.
Correct centralism must be practiced; all Party members must keep firmly in mind the need
to maintain political integrity, think in big-picture terms, uphold the leadership core, and
keep in alignment, and firmly uphold the authority and centralized, unified leadership of
the Central Committee with Comrade Xi Jinping at the core, so as to ensure the solidarity,
unity, and concerted action of the whole Party and guarantee the prompt and effective
implementation of the Party’s decisions. The Party shall strengthen and regulate political
activities within itself; make intraparty political activities more politically oriented,
up-to-date, principled, and effective; cultivate a positive and healthy intraparty political
culture; and foster a sound political ecosystem featuring honesty and integrity within the
Party. In its internal political activities, the Party shall conduct correctly criticism and
self-criticism, engage in debate over matters of principle, and uphold truth and rectify
mistakes. The Party shall work hard to create a lively political situation featuring both
centralism and democracy, both discipline and freedom, and both unity of will and
personal sense of ease.
5. Firmness in exercising strict self-supervision and self-governance. Ensuring Party
self-governance is exercised fully and strictly is a journey to which there is no end. Under
the new circumstances, the tests the Party faces in governance, reform and opening up, the
market economy, and the external environment are protracted, complicated, and serious;
the dangers of a lack of drive, incompetence, disengagement from the people, inaction, and
corruption are more pointedly confronting the whole Party. The Party shall see that strict
standards and measures are applied throughout the process and in all aspects of its
self-supervision and self-governance. The Party shall ensure self-governance is carried out
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in accordance with regulations and both symptoms and root causes of problems are
addressed. The Party must give top priority to ensuring compliance with Party discipline,
help its members become more organization conscious and have a stronger sense of
discipline, and work to see that every member is equal before Party discipline. The Party
shall ensure the principal and oversight responsibilities for the Party’s self-supervision and
self-governance are fully assumed; oversight of leading Party organs and of Party members
in leadership positions, particularly those holding principal leadership positions, is
strengthened; and the internal oversight system is constantly improved. The Party shall
step up efforts to improve conduct, build integrity, and combat corruption; apply a
zero-tolerance policy on corruption; and establish effective mechanisms to ensure officials
do not dare, are not able, and have no desire to be corrupt.
Leadership of the Communist Party of China is the most essential attribute of socialism
with Chinese characteristics, and the greatest strength of this system. The Party exercises
overall leadership over all areas of endeavor in every part of the country. The Party must
adapt to the demands of reform, opening up, and socialist modernization, remain
committed to practicing scientific, democratic, and law-based governance, and strengthen
and improve its leadership. The Party must, acting on the principle of guiding the overall
situation and coordinating the work of all sides, assume the role of leadership core among
all other organizations at the corresponding levels. The Party must concentrate on leading
economic development, organize and coordinate the strengths of all by uniting hearts and
actions to focus work on economic development, and promote all-around economic and
social development. The Party must practice democratic and scientific decision-making;
formulate and implement the correct lines, principles, and policies; carry out its
organizational, publicity, and educational work to proper effect; and give play to the
exemplary and vanguard role of all Party members. The Party must act within the scope of
the country’s Constitution and the law. It must ensure that the legislative, judicial,
administrative, and supervisory organs of the state, economic and cultural organizations,
and people’s organizations work actively on their own initiative, independently,
responsibly, and cooperatively. The Party must strengthen its leadership over trade unions,
the Communist Youth League, women’s federations, and other people’s group
organizations, ensure they preserve and strengthen their political consciousness, advanced
nature, and orientation toward the people, and give full play to their roles. The Party must
adapt to developments and changing circumstances, improving its leadership system and
style of leadership and strengthening its capacity for governance. Party members must
cooperate closely with people outside the Party, endeavoring together to build socialism
with Chinese characteristics.
Chapter I. Membership
Article 1: Any forward-thinking Chinese worker, farmer, member of the armed forces,
intellectual, or person from any other social strata who has reached the age of eighteen and
who accepts the Party’s program and Constitution and is willing to join and work actively
in one of the Party’s organizations, carry out the Party’s resolutions, and pay regular
membership dues may apply for membership to the Communist Party of China.
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Article 2: Members of the Communist Party of China are vanguard fighters of the
Chinese working class who possess Communist consciousness.
Members of the Communist Party of China must wholeheartedly serve the people, be
ready to make any personal sacrifice, and dedicate their lives to realizing communism.
Members of the Communist Party of China shall be forever ordinary members of the
working people. No Communist Party member shall pursue any personal gain or privilege
beyond the individual interests and the powers attached to their job afforded through laws
and policies.
Article 3: Party members must fulfill the following obligations:
1) Conscientiously study Marxism-Leninism, Mao Zedong Thought, Deng Xiaoping
Theory, the Theory of Three Represents, the Scientific Outlook on Development, and Xi
Jinping Thought on Socialism with Chinese Characteristics for a New Era, study the Party’s
lines, principles, policies, and resolutions, acquire a fundamental knowledge of the Party,
improve their general, scientific, legal, and professional knowledge, and work diligently to
strengthen their ability to serve the people.
2) Implement the Party’s basic line, principles, and policies, take the lead in reform,
opening up, and socialist modernization, encourage the people to work hard for economic
development and social progress, and play an exemplary and vanguard role in production,
work, study, and social activities.
3)Adhere to the principle that the interests of the Party and the people come before all
else, subordinating personal interests to the interests of the Party and the people, being the
first to bear hardships and the last to enjoy comforts, working selflessly for the public
interest, and making a significant contribution.
4) Consciously observe Party discipline, with utmost emphasis placed on the Party’s
political discipline and rules, set a fine example in abiding by the laws and regulations of
the state, strictly protect Party and state secrets, execute Party decisions, comply with Party
decisions on job allocation, and readily fulfill the Party’s tasks.
5) Uphold Party solidarity and unity, practice loyalty and honesty toward the Party,
ensure their actions are true to their words, firmly oppose all factional and clique activities,
and oppose feigning compliance and other double-dealing behavior and scheming of any
kind.
6) Engage in genuine criticism and self-criticism, have the courage to reveal and correct
statements and actions violating the Party’s principles and shortcomings and mistakes in
work, and resolutely combat corruption and other forms of misconduct.
7) Maintain close ties with the people, share the ideas of the Party with them, consult
with them as issues arise, keep the Party up to date on their views and demands, and
defend their legitimate interests.
8) Promote new socialist customs and practices; lead the way in practicing core socialist
values and the socialist concept of honor and disgrace; champion Communist ethics;
advocate traditional virtues of the Chinese nation; and, the moment any difficulty or
danger arises, step forward and fight bravely without fearing sacrifice to defend the
interests of the country and the people.
Article 4: Party members shall enjoy the right to:
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1) Attend relevant Party meetings, read relevant Party documents, and benefit from
Party education and training.
2) Participate in discussion on questions concerning Party policy at Party meetings and
in Party newspapers and periodicals.
3) Make suggestions and proposals regarding the work of the Party.
4) Offer well-founded criticism at Party meetings of any Party organization or any
member; responsibly expose or report to the Party any disciplinary or legal violation by any
Party organization or member; demand disciplinary action be brought against a member
known to have violated discipline or the law; and call for the dismissal or replacement of
any incompetent cadre.
5) Participate in voting and stand for election.
6) Be present and plead their case at discussions held by Party organizations to decide
on disciplinary action to be taken against them or to appraise their work and behavior;
other Party members may also bear witness or argue on their behalf.
7) Make a statement of reservation and present their views to a Party organization at a
higher level, up to and including the Central Committee, in case of disagreement with a
Party resolution or policy, on the condition that they resolutely implement the resolution or
policy in question while it is in force.
8) Submit a request, appeal, or accusation to a higher-level Party organization, up to
and including the Central Committee, and request that the organization concerned issues
an accountable reply.
No Party organization at any level, including the Central Committee, has the right to
deprive a Party member of the aforementioned rights.
Article 5: New Party members must be admitted through a Party branch, for which
political integrity must be upheld as the primary criterion and the principle of individual
admission must be adhered to.
An applicant for Party membership must complete an application form and be
recommended by two full Party members. The application must be accepted at a general
meeting of the Party branch concerned and be approved by the Party organization at the
next level up, and the applicant must undergo observation for a probationary period before
being granted full membership.
In recommending an applicant, a Party member must endeavor to understand the
applicant’s thinking, character, personal record, and performance at work and explain to
the applicant the program and Constitution of the Party, the criteria for membership, and
the rights and obligations of members, and must accordingly report responsibly to the
Party organization.
The Party branch committee shall, in relation to the applicant for Party membership,
solicit the opinions of relevant persons within and outside the Party, carry out thorough
checks, and, on believing the applicant to meet Party criteria, submit the application to a
general meeting for discussion.
Before approving the admission of an applicant for membership, the Party organization
at the next level up must appoint Party members to talk with the applicant in order to get to
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know him or her better and help deepen his or her understanding of the Party.
In exceptional circumstances, the Party Central Committee or the committee of a
province, autonomous region, or municipality directly under the central government may
admit a new Party member directly.
Article 6: A probationary Party member must take an oath of admission before the
Party flag. The oath reads: It is my will to join the Communist Party of China, uphold the
Party’s program, observe the provisions of the Party Constitution, fulfill the obligations of a
Party member, carry out the Party’s decisions, strictly observe Party discipline, protect
Party secrets, be loyal to the Party, work hard, fight for communism for the rest of my life,
always be prepared to sacrifice my all for the Party and the people, and never betray the
Party.
Article 7: The probationary period of a probationary member is one year. Party
organizations should act in earnest to guide and observe probationary members.
The obligations of a probationary member are the same as those of a full member. With
the exception of the right to vote and stand for election, the rights of a probationary
member are the same as those of a full member.
Upon completion of the probationary period of a probationary member, the Party
branch should promptly discuss whether he or she may be accepted as a full member. A
probationary member who conscientiously performs his or her obligations and meets the
criteria for full membership shall have their status changed to full member at the end of the
probationary period; in the event that continued observation and education are deemed
necessary, the probationary period may be extended, but by no more than one year; in the
event that a probationary member has failed to perform his or her obligations or to meet
the criteria for full membership, his or her probationary membership shall be revoked. Any
decision to grant a probationary member full membership, extend a probationary period, or
revoke a probationary membership must be discussed and passed at a general meeting of
the Party branch and approved by the Party organization at the next level up.
The probationary period of a probationary member shall begin on the day the general
meeting of the Party branch passes the decision to accept him or her as a probationary
member. Length of Party membership shall be counted from the day he or she is granted
full membership, having completed the probationary period.
Article 8: Every Party member, irrespective of position, must join a branch, group, or
other given unit of the Party; participate in the regular activities of the Party organization;
and accept the oversight of the people both within and outside the Party. Party members in
positions of leadership must attend meetings of Party members in leadership positions held
by their respective Party committees or leading Party members groups. There shall be no
special Party members exempted from participation in the regular activities of the Party
organization or from the oversight of the people within and outside the Party.
Article 9: Party members have the freedom to withdraw from the Party. In the event a
Party member requests a withdrawal, the Party branch concerned shall, after discussion at
a general meeting, announce the removal of his or her name from the Party roll and report
the withdrawal to the Party organization at the next level up to be put on record.
In the event that a Party member is found to lack revolutionary will or to be failing to
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fulfill Party-member obligations or the criteria for Party membership, the member’s Party
branch shall require him or her to undergo education and rectify the situation within a
stipulated time frame. If there is no change following attempts at education, he or she shall
be urged to withdraw from the Party. In the event that a member is to be urged to
withdraw from the Party, the matter shall be discussed and decided on at a general meeting
of the Party branch concerned and submitted to the Party organization at the next level up
for approval. Should a Party member urged to withdraw be adamant that he or she will not
do so, the case shall be submitted to a general meeting of the Party branch concerned for
discussion to decide on the removal of their name from the Party roll, after which the
decision shall be submitted to the Party organization at the next level up for approval.
A Party member who, without good reason, fails to take part in the regular activities of
his or her Party organization, pay membership dues, or carry out work assigned by the
Party for six consecutive months shall be regarded as having given up his or her
membership. The Party branch concerned should, through a general meeting, decide on the
removal of their name from the Party roll and report it to the Party organization at the next
level up for approval.
Chapter II. The Party’s Organizational System
Article 10: The Party is an integral body organized under its own program and
Constitution and on the basis of democratic centralism. The Party’s basic principles of
democratic centralism are as follows:
1) Individual Party members defer to Party organizations, the minority defers to the
majority, lower-level Party organizations defer to higher-level Party organizations, and all
organizations and members of the Party defer to the National Congress and the Central
Committee of the Party.
2) Leading bodies of the Party at all levels, with the exception of their dispatched
representative organs and the leading Party members groups in non-Party organizations,
are generated by election.
3) The highest leading bodies of the Party are the National Congress and the Central
Committee which it elects. The Party’s local leading bodies are the Party congresses at each
level and the Party committees which they elect. Party committees are responsible and shall
report their work to the Party congress at the same level.
4) Higher-level Party organizations shall listen regularly to the views of lower-level
organizations and rank-and-file Party members, and respond quickly to the problems they
raise. Lower-level Party organizations shall report on their work to and request instructions
from higher-level Party organizations; at the same time, they shall handle, independently
and responsibly, matters within their jurisdiction. Higher- and lower-level Party
organizations shall exchange information and support and oversee each other. Party
organizations at all levels shall practice transparency in Party affairs in accordance with
regulations, helping Party members to be better informed of internal Party affairs and
enabling them greater opportunity to participate.
5) Party committees at all levels shall function on the principle of combining collective
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leadership with individual responsibility based on the division of work. Decisions on all
major issues shall be made through discussion by the Party committee concerned in
accordance with the principles of collective leadership, democratic centralism, pre-meeting
contemplation, and meeting-based decision making. Members of Party committees shall act
in earnest to fulfill their respective obligations in accordance with the collective decisions
made and the division of work.
6) The Party proscribes all forms of personality cult. It shall be ensured that the
activities of Party leaders are subject to oversight by the Party and the people, while at the
same time upholding the standing of all leaders who represent the interests of the Party
and the people.
Article 11: The election of delegates to Party congresses and members of Party
committees, at all levels, shall reflect the will of the voters. Elections shall be held by secret
ballot. Lists of candidates shall be fully deliberated and discussed by Party organizations
and voters. The method of nominating a greater number of candidates than the number of
persons to be elected may be adopted to directly carry out a formal election, or this method
may first be used in a preliminary election to generate a list of candidates for the formal
election that is to follow. Voters have the right to inquire about candidates, request a
change in candidates, decline to vote for any of the candidates, or choose to vote for
someone who is not a candidate. No organization or individual shall in any way compel a
voter to vote or not vote for a candidate.
If the Party Constitution is thought to have been violated in any way during the
election of a delegate to a local Party congress at any level or to a Party congress at the
primary level, after investigation and verification, the Party committee at the next level up
shall issue a decision to declare the election invalid and take appropriate measures, and
report this decision to the Party committee at the next level up to be checked and approved
before it is formally announced and implemented.
A tenure system shall be adopted for delegates to Party congresses at all levels.
Article 12: The Central Committee and local committees at all levels shall, when
necessary, convene a conference of delegates to discuss and make decisions on a major
problem that requires prompt resolution. The number of delegates to attend and the
procedures for generating the list of delegates shall be determined by the Party committee
convening the conference.
Article 13: Every instance of a new Party organization being formed or an existing
Party organization being dissolved must be decided on by a Party organization at a higher
level.
When the congress of a local Party organization at any level or the congress of a
primary-level Party organization is not in session, the Party organization at the next level
up may, when it deems necessary, transfer or designate the persons responsible for the
lower-level Party organization.
The Party’s Central Committee and local committees at every level may dispatch
representative organs.
Article 14: The Party’s Central Committee and committees of provinces, autonomous
regions, and municipalities directly under the central government shall implement the
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discipline inspection system, and shall, within their term of office, carry out inspections of
the Party organizations of all localities, departments, enterprises, and public institutions
under their jurisdiction.
The leading Party members groups or Party committees of the departments and offices
under the Party Central Committee and the State Council shall carry out inspections in
response to the needs of their work.
City (including prefecture and league) and county (including county-level city, district,
and banner) Party committees shall establish a discipline inspection system.
Article 15: When making a decision on an important issue affecting a lower-level
organization, a leading body of the Party at any level shall, under normal circumstances,
solicit the opinions of the lower-level organization. It shall be ensured that the lower-level
organization is able to exercise its functions and powers as usual. Except in exceptional
circumstances, no higher-level leading body shall interfere in any matter that ought to be
handled by a lower-level organization.
Article 16: Only the Central Committee of the Party has the power to make decisions on
major national policies. The Party organization of a department or locality may make
suggestions to the Central Committee with regard to such policies, but shall not make any
decision or express their views outside the Party without authorization.
Lower-level Party organizations must resolutely implement the decisions of
higher-level Party organizations. In the event a lower-level organization believes a decision
of a higher-level organization to be unsuitable for the specific circumstances of its locality
or department, it may request that the decision be revised. If the higher-level organization
decides to maintain its original decision, the lower-level organization must carry out the
decision and refrain from publicly voicing any differences of opinion, but reserves the right
to report the matter to a Party organization at the next level up.
Newspapers, periodicals, and other media used in publicity run by Party organizations
at all levels must feature information on the lines, principles, policies, and resolutions of the
Party.
Article 17: In discussing and making decisions on a matter, Party organizations must
uphold the principle of the minority respecting the majority. When a decision is being
made on a major issue, a vote shall be held. Serious consideration should be given to the
differing views of a minority. In case of disagreement on a major issue where the numbers
in support of each view are closely matched, except in an emergency when action must be
taken according to the majority view, the decision should be delayed and further
investigation, research, and exchange of opinions should be undertaken before another vote
is held. In exceptional circumstances, the disagreement may also be reported to the Party
organization at the next level up and a verdict requested.
In the event that an individual Party member is to express a view on a major issue on
behalf of his or her Party organization that goes beyond the scope of the organization’s
existing decisions, the content must be referred to that organization for prior discussion
and a decision, or referred to the Party organization at the next level up for instruction. No
Party member, whatever his or her position, may act alone in making a decision on a major
issue. In case of emergency, when a decision by an individual is unavoidable, the matter
must be reported to his or her Party organization immediately after the event. No leader
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may make decisions arbitrarily or place him or herself above his or her Party organization.
Article 18: Organizations of the Party at the central, local, and primary levels must all
give serious attention to Party building; regularly discuss and examine the Party’s
promotional, educational, and organizational work, discipline inspection, its work with the
people, and its work related to the united front; and carefully study current thinking and
political trends both within and outside the Party.
Chapter III. Central Party Organizations
Article 19: The National Congress of the Party shall be held once every five years and
convened by the Central Committee. In the event that the Central Committee deems it
necessary or more than one third of provincial-level Party organizations put forward a
request, a National Congress may be convened early. Except in unusual circumstances, it
may not be postponed.
The number of delegates to the National Congress and the procedures governing their
election shall be determined by the Central Committee.
Article 20: The functions and powers of the National Congress of the Party are as
follows:
1) to hear and examine the reports of the Central Committee;
2) to examine the reports of the Central Commission for Discipline Inspection;
3) to discuss and make decisions on major issues concerning the Party;
4) to revise the Constitution of the Party;
5) to elect the Central Committee; and
6) to elect the Central Commission for Discipline Inspection.
Article 21: The functions and powers of the National Conference of the Party are to
discuss and make decisions on major issues and to replace members and elect additional
members of the Central Committee and the Central Commission for Discipline Inspection.
The number of Central Committee members and alternate members to be replaced or
newly elected shall not exceed one fifth of the respective totals of full and alternate
members elected to the Central Committee by the National Congress of the Party.
Article 22: The Central Committee of the Party is elected for a term of five years. In the
event that a National Congress is convened early or postponed, the term shall be shortened
or extended accordingly. The length of Party membership of Central Committee members
or alternate members must be a minimum of five years. The number of members and
alternate members of a Central Committee shall be determined by the National Congress.
Empty seats on the Central Committee shall be filled by alternate members in order of the
number of votes they were elected by.
Plenary sessions of the Central Committee are convened by the Political Bureau of the
Central Committee and are to be convened at least once annually. The Political Bureau shall
report on its work at the plenary sessions and accept their oversight.
When the National Congress is not in session, the Central Committee shall carry out its
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resolutions, direct all Party work, and represent the Communist Party of China in external
relations.
Article 23: The Political Bureau, the Standing Committee of the Political Bureau, and
the General Secretary of the Central Committee of the Party are elected at the plenary
session of the Central Committee. The General Secretary of the Central Committee must be
generated from among the members of the Political Bureau’s Standing Committee.
Between plenary sessions of the Central Committee, the Political Bureau and its
Standing Committee shall exercise the functions and powers of the Central Committee.
The Secretariat of the Central Committee is the working body of the Political Bureau of
the Central Committee and its Standing Committee. Members of the Secretariat are
nominated by the Political Bureau’s Standing Committee and must be approved at a
plenary session of the Central Committee.
The General Secretary of the Central Committee is responsible for convening meetings
of the Political Bureau and its Standing Committee and shall preside over the work of the
Secretariat.
Members of the Central Military Commission of the Party are decided on by the Central
Committee; Chairperson of the Central Military Commission assumes overall responsibility
over the work of the Commission.
Central leading bodies and leaders elected by a Central Committee shall, when the next
National Congress is in session, continue to preside over the day-to-day work of the Party
until new central leading bodies and leaders have been elected by its successive Central
Committee.
Article 24: Party organizations in the Chinese People’s Liberation Army shall carry out
their work in accordance with the instructions of the Central Committee. The Central
Military Commission is responsible for Party work and political work in the armed forces,
and shall prescribe the organizational system and organs of the Party in the armed forces.
Chapter IV. Local Party Organizations
Article 25: The Party congress of a province, autonomous region, municipality directly
under the central government, city divided into districts, autonomous prefecture, county
(banner), autonomous county, city not divided into districts, or municipal district is to be
held once every five years.
Each local Party congress is convened by the local Party committee at the
corresponding level. In exceptional circumstances, and with the approval of the Party
committee at the next level up, a local Party congress may be brought forward or
postponed.
At every level, the number of delegates to a local Party congress and the procedures
governing their election shall be determined by the local Party committee at the
corresponding level and reported for approval to the Party committee at the next level up.
Article 26: The functions and powers of a local Party congress, at every level, are as
follows:
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1) to hear and examine the reports of the local Party committee at the corresponding
level;
2) to examine the reports of the local commission for discipline inspection at the
corresponding level;
and

3) to discuss and adopt resolutions on major issues within the scope of its local area;

4) to elect the local Party committee and commission for discipline inspection at the
corresponding level.
Article 27: The Party committee of a province, autonomous region, municipality
directly under the central government, city divided into districts, or autonomous prefecture
is elected for a term of five years. The length of Party membership of a member or alternate
member of such a committee must be a minimum of five years.
The Party committee of a county (banner), autonomous county, city not divided into
districts, or municipal district is elected for a term of five years. The length of Party
membership of a member or alternate member of such a committee must be a minimum of
three years.
In the event that a local Party congress, at any level, is brought forward or postponed,
the term of the committee elected by the previous congress shall be shortened or extended
accordingly.
At every level the number of members and alternate members of a local Party
committee shall be determined by the corresponding Party committee at the next level up.
At every level empty seats on a local Party committee shall be filled by alternate members
of that committee in order of the number of votes they were elected by.
Local Party committees at every level shall convene a plenary session at least
biannually.
Local Party committees at every level shall, when their local Party congress is not in
session, carry out the directives of the Party organization at the next level up and the
resolutions of the Party congress at the corresponding level, direct work in their own local
area, and report on their work at regular intervals to the Party committee at the next level
up.
Article 28: Local Party committees at every level shall, at their plenary sessions, elect
standing committees, secretaries, and deputy secretaries, and report to the next higher-level
Party committee for approval. Local Party committee standing committees at every level
shall exercise the functions and powers of the local Party committee when it is not in
plenary session. The standing committee shall continue to preside over day-to-day work
during the next session of the local Party congress until a new standing committee has been
elected.
Local Party committee standing committees at every level shall regularly report on
their work at the plenary sessions of their Party committees and accept their oversight.
Article 29: A prefectural Party committee, or the equivalent organization, is a
representative organ dispatched by the Party committee of a province or autonomous
region to a prefecture covering a number of counties, autonomous counties, and/or cities. It
shall lead work in its given prefecture as authorized by the Party committee of the province
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or autonomous region.
Chapter V. Primary-Level Party Organizations
Article 30: A primary-level Party organization shall be formed in any enterprise,
villagers’ committee, government organ, school, research institute, subdistrict and
community, social organization, company of the People’s Liberation Army, and any other
primary-level danwei [an organization where people work] where there are three or more
full Party members.
Primary-level Party organizations shall, according to the requirements of their work
and Party member numbers, and with the approval of higher-level Party organizations,
establish primary-level Party committees, general Party branch committees, or Party branch
committees. A primary-level Party committee is elected through a general meeting or a
meeting of delegates and a general Party branch committee or a Party branch committee is
elected through a general meeting, and in nominating candidates for these committees, the
opinions of both Party and non-Party members shall be widely solicited.
Article 31: A primary-level Party committee, a general Party branch committee or a
Party branch committee is elected for a term of three to five years. Results of elections for
the secretaries and deputy secretaries of primary-level Party committees, general Party
branch committees, and Party branch committees shall be reported to higher-level Party
organizations for approval.
Article 32: Primary-level Party organizations play a key role for the Party in the basic
units of social organization; they are the foundation for all the Party’s work and for its
capacity to take on challenges. Their main tasks are:
1) to communicate to the public and carry out the Party’s lines, principles and policies,
the resolutions of the Party Central Committee and other higher-level Party organizations,
and their own resolutions; to give full play to the exemplary and vanguard role of Party
members, to excel in their work, and to unite and organize Party officials and non-party
officials as well as Party members and non-party members to fulfill the tasks of their
danwei.
2) to organize Party members to conscientiously study Marxism-Leninism, Mao
Zedong Thought, Deng Xiaoping Theory, the Theory of Three Represents, the Scientific
Outlook on Development, and Xi Jinping Thought on Socialism with Chinese
Characteristics for a New Era; regularize and institutionalize the requirement for all Party
members to study the Party Constitution, Party regulations, and General Secretary Xi
Jinping’s major policy addresses and to meet Party standards; study the Party’s lines,
principles, policies, and resolutions; acquire a fundamental knowledge of the Party; and
improve their general, scientific, legal, and professional knowledge.
3) to guide, manage, oversee, and serve Party members, improve their caliber, deepen
their commitment to the ideals and convictions, strengthen their Party spirit, and ensure
they participate regularly in Party organization activities; to carry out criticism and
self-criticism activities, and maintain and implement Party discipline; to see that members
conscientiously fulfill their obligations, and protect against infringements on their rights;
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and to improve migrant Party member management.
4) to maintain close ties with the people, regularly seek to understand their criticisms
and opinions of Party members and the Party’s work, safeguard their legitimate rights and
interests, and effectively carry out work related to their political thinking.
5) to give full play to the initiative and creativity of Party members and the people, to
discover, nurture, and recommend people with outstanding talent from among them, and
to encourage them to contribute their skills and intelligence to reform, opening up, and
socialist modernization.
6) to guide and train active applicants for Party membership, to attend to routine work
related to member recruitment, and to attach great importance to recruiting Party members
from among those in the forefront of production and work and from among the younger
generations.
7) to ensure that Party officials and all other personnel strictly observe state laws and
regulations and the state’s financial and economic statutes and regulations on personnel,
and that they do not infringe on the interests of the state, collectives, or the people.
8) to encourage Party members and the people to consciously resist unacceptable
practices and resolutely fight against all violations of Party discipline or state law.
Article 33: Primary-level Party committees in subdistricts, townships, and towns and
Party organizations in villages and communities shall provide leadership for work in their
localities and community-level social governance, and support and ensure the exercise of
functions and powers by administrative, economic, and people’s self-governing
organizations there.
The leading Party members groups or Party committees of state-owned enterprises
shall play a leadership role, set the right direction, keep in mind the big picture, ensure the
implementation of Party policies and principles, and discuss and decide on major issues of
their enterprise in accordance with regulations. Primary-level Party organizations in
state-owned or collective enterprises should focus their work on the operations of their
enterprise. Primary-level Party organizations shall guarantee and oversee the
implementation of the principles and policies of the Party and the state within their own
enterprise and shall support the board of shareholders, board of directors, board of
supervisors, and manager (or factory director) in exercising their functions and powers in
accordance with the law. They shall wholeheartedly rely on the workers and office staff and
support the work of workers’ representative congresses; and they shall participate in
making decisions on major issues in the enterprise. They shall strengthen their own
organizational development and lead work on political thinking, efforts toward
cultural-ethical progress, and work on trade unions, Communist Youth League
organizations, and other people’s group organizations.
Primary-level Party organizations in non-public sector entities shall implement the
Party’s principles and policies, guide and oversee their enterprises’ observance of state laws
and regulations, exercise leadership over trade unions, Communist Youth League
organizations, and other people’s group organizations, promote unity and cohesion among
workers and office staff, safeguard the legitimate rights and interests of all parties, and
promote the healthy development of their enterprises.
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Primary-level Party organizations in social organizations shall communicate to the
public and carry out the Party’s lines, principles, and policies, exercise leadership over
trade unions, Communist Youth League organizations, and other people’s group
organizations, guide and manage their Party members, lead and serve the people, and
advance the cause of the Party.
Primary-level Party organizations shall play a key role in public institutions under the
charge of administrative leaders. Primary-level Party organizations in public institutions
under the charge of administrative leaders led by a Party committee shall discuss and make
decisions on major issues and, at the same time, ensure that the administrative leaders are
able to fully exercise their functions and powers.
Primary-level Party organizations in offices of the Party or the state at every level shall
assist chief administrators in fulfilling their tasks and improving their work; they shall
guide, manage, and oversee all Party members, including chief administrators, but shall not
direct the work of their danwei.
Article 34: Party branches are the basic organizations of the Party; they are responsible
for directly guiding, managing, and overseeing Party members and for organizing,
communicating with, uniting, and serving the people.
Chapter VI. Party Officials
Article 35: Party officials are the backbone of the Party’s cause and public servants of
the people, and shall be loyal to the Party, clean, and responsible. The Party shall select
officials on the basis of both their moral integrity and their professional
competence—giving greater priority to the former—and on the basis of their merits and not
their origins; it shall select officials who put the Party’s cause first and who are impartial
and upright; it shall oppose favoritism; and it shall endeavor to develop a contingent of
officials that is more revolutionary, younger, better educated, and more professional.
The Party attaches great weight to the education, training, selection, assessment, and
oversight of its officials, and considers the training and selection of outstanding young
officials to be of particular importance. The Party shall work actively to achieve progress in
reforming the cadre system.
The Party attaches great importance to the training and promotion of female officials
and ethnic minority officials.
Article 36: Party officials at every level must hold firm convictions, be committed to
serving the people, be hardworking and pragmatic, take on responsibility, and be clean and
honest. They must set a good example in carrying out their obligations as Party members as
prescribed in Article 3 of this Constitution and must meet the following basic requirements:
1) Have the necessary understanding of Marxism-Leninism, Mao Zedong Thought,
Deng Xiaoping Theory, the Theory of Three Represents, and the Scientific Outlook on
Development to be able to perform their duties; take the lead in applying Xi Jinping
Thought on Socialism with Chinese Characteristics for a New Era; endeavor to use Marxist
positions, viewpoints, and methods in analyzing and solving practical problems; demand
of themselves commitment to study, political integrity, and rectitude; and be able to stand
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the test of any hardship or difficulty.
2) Have firm conviction in the high ideal of communism and in socialism with Chinese
characteristics, resolutely implement the Party’s basic line, principles, and policies,
demonstrate determination in pursuing reform and opening up, devote themselves to the
cause of modernization, work hard in building socialism, foster the right view on
performance evaluation, and make solid achievements that stand up in practice, in the eyes
of the people, and over the course of time.
3) Maintain a commitment to the emancipation of the mind, seeking truth from facts,
advancing with the times, and breaking new ground and innovating; carry out
investigations and research diligently, enabling Party principles and policies to be
combined with circumstances in their localities or departments and ensuring work is done to
excellent effect; be truthful, do practical work, and seek tangible results.
4) Be dedicated to the revolutionary cause and have a strong sense of political
responsibility, have practical experience, and have the organizational ability, general
education, and specialized knowledge necessary to excel in leading posts.
5) Exercise the power vested in them by the people as it should be exercised, be
principled, handle matters in accordance with the law, practice honesty and integrity, work
diligently for the people, lead by example, work hard and live plainly, maintain close ties with
the people, uphold the Party’s mass line, consciously accept the criticism and oversight of the
Party and the people, strengthen their moral self-cultivation, espouse the Party spirit and
high ethical standards, be a role model, exercise self-respect, self-reflection, self-caution, and
self-motivation, combat the practice of formalities for formalities’ sake, bureaucratism,
hedonism, and extravagance, and oppose any act of abusing power for personal gain.
6) Uphold the Party’s democratic centralism, work in a democratic way, keep in mind the
bigger picture, and be good at uniting and working with other comrades, including those
whose views differ from their own.
Article 37: Party officials should be able to cooperate well with non-Party officials, respect
them, and be open-minded in learning from them.
Party organizations at all levels must be good at discovering, and recommending for
leadership positions, talented non-Party members with practical learning, and ensure that
they enjoy authority commensurate with their positions and can fully play their roles.
Article 38: Party members in leadership positions at every level, whether elected through
democratic procedures or appointed by a leading body, do not hold posts for life and can be
transferred from or relieved of their posts.
Officials whose age and health make them unfit to continue working should retire
according to state regulations.
Chapter VII. Party Discipline
Article 39: Party discipline refers to the codes of conduct that must be observed by
Party organizations at every level and by all Party members. It is a guarantee for
safeguarding Party unity and solidarity and for ensuring that the tasks of the Party are
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accomplished. Party organizations must strictly observe and maintain Party discipline.
Communist Party members must consciously accept the constraints of Party discipline.
Article 40: Party discipline mainly consists of political and organizational discipline
and discipline regarding integrity, the public, work, and life.
Party organizations shall reprimand and educate, or take disciplinary action against,
members who have violated Party discipline, depending on the nature and seriousness of
their mistakes, in keeping with the principle of learning from mistakes to prevent
recurrence, treating the illness to save the patient, exercising strict discipline enforcement,
holding every violator accountable, and discovering problems early and correcting them
when they are nascent. The four forms of oversight and discipline enforcement shall be
exercised, ensuring that those who have committed minor misconduct are made to “redden
and sweat”; that penalties and organizational adjustments to official positions are
employed as important means of Party self-supervision and self-governance; and that those
who have committed serious disciplinary and/or criminal violations are expelled from the
Party.
It is strictly forbidden within the Party to take any measure in contravention of the
Party Constitution or state laws in dealing with a member, or to retaliate against or frame
another person. Offending organizations and individuals must be held accountable
according to Party discipline and state laws.
Article 41: There are five forms of disciplinary action for Party members: warning,
severe warning, removal from a position within the Party, probation within the Party, and
expulsion from the Party.
Party members shall not be placed on probation within the Party for a period of more
than two years. A Party member under probation shall have no right to vote or stand for
election. A Party member who has undergone a period of disciplinary probation and
genuinely rectified his or her mistake(s) shall have his or her rights as a Party member
restored. A Party member who refuses to show remorse shall be expelled from the Party.
Expulsion is the ultimate form of disciplinary action within the Party. In deciding on or
approving an expulsion, Party organizations at every level shall look into all
documentation and opinions related to the case with circumspection.
Article 42: Any disciplinary action to be taken against a Party member must be
discussed and decided on at a general meeting of Party branch, and reported to the
primary-level Party committee for approval. In the event that the issues involved are
particularly important or complicated, or if a member is to be expelled from the Party, the
case shall be reported to a Party commission for discipline inspection for examination and
approval at the county level or above depending on the specific circumstances of the case.
In exceptional circumstances, a Party committee or a commission for discipline inspection
at or above the county level has the authority to decide directly on the disciplinary action to
be taken against a Party member.
Any decision to give a member or alternate member of the Central Committee a
warning or severe warning shall be examined by the Standing Committee of the Central
Commission for Discipline Inspection and then submitted to the Central Committee for
approval. Any decision to give a member or alternate member of a local Party committee at
any level a warning or severe warning shall be submitted to the commission for discipline
24 / 28

inspection at the next level up for approval and reported to the Party committee at the same
level as the commission to be put on record.
Any decision to discipline a member or alternate member of the Central Committee or a
local committee at any level by removal from his or her position within the Party,
disciplinary probation, or expulsion from the Party must be approved by a two-thirds
majority vote at a plenary meeting of the Party committee to which the member or alternate
member in question belongs. When the plenary meeting is not in session, the decision may
be taken first by the Political Bureau of the Central Committee or the standing committee of
a local Party committee while awaiting confirmation at the plenary meeting of the Party
committee. The use of such actions in disciplining a member or alternate member of a local
Party committee is subject to examination by the standing committee of the commission for
discipline inspection at the next level up and shall then be submitted by the commission for
discipline inspection to the Party committee at the same level as the commission for
approval.
The expulsion from the Party of a member or alternate member of the Central
Committee who has committed a serious criminal violation shall be decided upon by the
Political Bureau of the Central Committee; the expulsion of a member or alternate member
of a local Party committee at any level who has committed a serious criminal violation shall
be decided upon by the standing committee of the Party committee at the corresponding
level.
Article 43: When a Party organization is deciding on disciplinary action against a Party
member, it should investigate and verify the facts as objectively as possible. The Party
member in question must be shown the disciplinary decision and the facts it is based on,
and be given the chance to offer an explanation and speak in his or her own defense. If the
member does not accept the decision, he or she may appeal, and the Party organization
concerned must promptly manage or forward the appeal, and must not withhold or
suppress it. Those who persist with mistaken views or unjustifiable claims shall be subject
to reprimand and education.
Article 44: Should a Party organization fail to uphold Party discipline, it must be held
accountable.
In the event that a Party organization seriously violates Party discipline and is unable
to rectify the mistake on its own, the Party committee at the next level up should, after
establishing and verifying the facts, make a decision to reorganize or dissolve the
organization based on the seriousness of the case, report this decision to the Party
committee at the next level up for examination and approval, and then formally announce
and execute the decision.
Chapter VIII. Party Organs for Discipline Inspection
Article 45: The Party’s Central Commission for Discipline Inspection shall function
under the leadership of the Central Committee of the Party. Local commissions for
discipline inspection at every level and primary-level commissions for discipline inspection
shall all function under the dual leadership of the Party committee at the corresponding
level and the commission for discipline inspection at the next level up. A commission for
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discipline inspection shall strengthen its leadership over the lower-level commissions for
discipline inspection.
The Party’s commissions for discipline inspection at every level shall serve a term of the
same duration as Party committees at the corresponding level.
The Party’s Central Commission for Discipline Inspection shall elect, at a plenary
session, its standing committee, secretary, and deputy secretaries, and shall report the
election results to the Central Committee for approval. Local commissions for discipline
inspection at every level shall elect their standing committees, secretaries, and deputy
secretaries at their plenary sessions. Election results must go through the Party committee
at the corresponding level and be reported to the Party committee at the next level up for
approval. Whether a primary-level Party committee should set up a commission for
discipline inspection or simply appoint a discipline inspection commissioner is to be
determined by the Party organization at the next level up in light of the specific
circumstances. Committees of general Party branches and Party branches shall have in
place discipline inspection commissioners.
The Party’s central and local commissions for discipline inspection shall accredit
discipline inspection teams to all the Party and state organs at the corresponding level. The
leaders of such discipline inspection teams shall attend relevant meetings of the leading
Party organizations in the organs. The leading Party organizations in the organs concerned
must support their work.
Article 46: The Party’s commissions for discipline inspection at every level are bodies
specifically charged with the responsibility of conducting internal oversight, whose main
tasks are: to defend the Constitution and other regulations of the Party, to monitor the
implementation of the lines, principles, policies, and resolutions of the Party, and to assist
their respective Party committees in ensuring strict Party self-governance in every respect,
improving Party conduct, and organizing and coordinating efforts to combat corruption.
The duties of the Party’s commissions for discipline inspection at every level are to
exercise oversight, enforce discipline, and ensure accountability. They shall work to keep
Party members educated about their duty to observe Party discipline and shall make
decisions about maintaining Party discipline; they shall oversee the performance of duty
and exercise of power by Party organizations and Party members in leadership positions,
accept and handle complaints and reports made by both Party members and the general
public, hold cautionary talks, and carry out oral or written inquiries; they shall examine
and deal with important or complicated cases of violations of the Constitution or other
regulations of the Party by Party organizations or members and decide on or rescind
disciplinary action against the Party members involved; they shall pursue accountability or
propose enforcing accountability; they shall deal with complaints and appeals made by
Party members; and they shall safeguard the rights of Party members.
Commissions for discipline inspection at every level shall report to the Party committee
at the corresponding level on problems encountered in handling and the outcomes of
particularly important or complex cases. Local commissions for discipline inspection at
every level and primary-level commissions for discipline inspection shall, at the same time,
also submit reports to commissions for discipline inspection at the next level up.
If a commission for discipline inspection at any level discovers a violation of Party
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discipline by a member of the Party committee at the corresponding level, it may take
preliminary steps to verify the facts and, if it is necessary to file a case, should
simultaneously report the matter to the Party committee at the corresponding level and the
commission for discipline inspection at the next level up; if a member of the standing
committee of the Party committee is involved, the case shall be reported to and subject to
preliminary verification by the commission for discipline inspection at the next level up
and, if it is necessary to investigate the case, the commission for discipline inspection in
question should then report it to the Party committee at the corresponding level for
approval.
Article 47: Higher-level commissions for discipline inspection have the power to
examine the work of lower-level commissions and to approve or revise their decisions on a
case. If the decision to be revised has already been ratified by the Party committee at the
corresponding level, the revision must be approved by the Party committee at the next level
up.
If a local commission for discipline inspection at any level or a primary-level
commission for discipline inspection disagrees with a decision made during the handling of
a case by the Party committee at the corresponding level, it may request that the
commission at the next level up re-examines the case; should a local or primary-level
commission discover a discipline violation by the Party committee at the corresponding
level or by any of its members, and if the Party committee fails to address or addresses
incorrectly that violation, the commission has the right to appeal to a higher-level
commission and request assistance in dealing with the matter.
Chapter IX. Leading Party Members Groups
Article 48: A leading Party members group may be formed in the leading body of
central or local state organs, people’s organizations, economic or cultural institutions, or
other non-Party organizations. Such a group shall play the role of the leadership core. Its
main tasks are: to ensure that the Party’s lines, principles, and policies are implemented; to
strengthen leadership over Party building within its danwei and fulfill its responsibility for
exercising strict Party self-governance in every respect; to discuss and make decisions on
matters of major significance within its danwei, to manage officials to proper effect; to
discuss and decide on important issues including adjusting the setup of primary-level Party
organizations, admitting new Party members, and disciplining Party members; to
encourage non-Party officials and the people in fulfilling the tasks entrusted to them by the
Party and the state; and to exercise leadership over the work of the Party organizations of
the danwei and those directly under it.
Article 49: The composition of a leading Party members group is decided on by the
Party organization that approves its establishment. A leading Party members group shall
appoint a secretary and, when necessary, deputy secretaries.
A leading Party members group must accept the leadership of the Party organization
that approves its establishment.
Article 50: Party committees may be set up in state departments which exercise
centralized leadership over the danwei beneath them. The Central Committee of the Party
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shall stipulate the specific procedures for their establishment and define their functions,
powers, and tasks.
Chapter X. Relationship between the Party and the Communist Youth League of China
Article 51: The Communist Youth League of China is a people’s group organization of
forward-thinking young people under the leadership of the Communist Party of China; it is
a school for vast numbers of young people to learn through practice about socialism with
Chinese characteristics and about communism; it is an aide to and reserve force of the Party.
The Central Committee of the Communist Youth League functions under the leadership of
the Central Committee of the Party. Local chapters of the Communist Youth League come
under the leadership of the relevant Party committee at the corresponding level and of the
higher-level organization of the League itself.
Article 52: Party committees at every level must strengthen their leadership over
Communist Youth League organizations and pay attention to the selection and training of
League officials. The Party must give firm support to the Communist Youth League as it
carries out its work in a vibrant and creative way which suits the characteristics and needs
of young people, and give full play to the League’s spearhead role and its role as a bridge
linking the Party with younger generations.
Those secretaries of League committees at or below the county level or in enterprises
and public institutions who are Party members may attend the meetings of Party
committees or of the standing committees of Party committees at their corresponding level
as non-voting participants.
Chapter XI. Party Emblem and Flag
Article 53: The emblem of the Communist Party of China is composed of a hammer and
sickle.
Article 54: The flag of the Communist Party of China is a red flag emblazoned with a
golden Party emblem.
Article 55: The Party emblem and the Party flag are the symbol and sign of the
Communist Party of China. Party organizations at every level and all Party members shall
protect the sanctity of the Party emblem and the Party flag. Party emblems and flags should
be made and used according to regulations.
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Good morning. I realize it’s challenging,
particularly under the current
circumstances, to put on an event like this,
so I’m grateful to the Hudson Institute for
hosting us today.
The greatest long-term threat to our
nation’s information and intellectual
property, and to our economic vitality, is
the counterintelligence and economic
espionage threat from China. It’s a threat
to our economic security—and by
extension, to our national security.
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China poses to U.S. economic and national security
during a July 7, 2020 video event at the Hudson Institute
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As National Security Advisor O’Brien said
in his recent remarks
(https://www.whitehouse.gov/briefingsstatements/chinese-communist-partysideology-global-ambitions/), we cannot
close our eyes and ears to what China is
doing—and today, in light of the
importance of this threat, I will provide
more detail on the Chinese threat than the
FBI has ever presented in an open forum.
This threat is so significant that the
attorney general and secretary of state will
also be addressing a lot of these issues in
the next few weeks. But if you think these
issues are just an intelligence issue, or a
government problem, or a nuisance
largely just for big corporations who can
take care of themselves—you could not
be more wrong.
It’s the people of the United States who are the victims of what amounts to Chinese
theft on a scale so massive that it represents one of the largest transfers of wealth in
human history.
If you are an American adult, it is more likely than not that China has stolen your
personal data.
In 2017, the Chinese military conspired to hack Equifax and made off with the sensitive
personal information of 150 million Americans—we’re talking nearly half of the
American population and most American adults—and as I’ll discuss in a few moments,
this was hardly a standalone incident.
Our data isn’t the only thing at stake here—so are our health, our livelihoods, and our
security.
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We’ve now reached the point where the FBI is opening a new China-related
counterintelligence case about every 10 hours. Of the nearly 5,000 active FBI
counterintelligence cases currently underway across the country, almost half are related
to China. And at this very moment, China is working to compromise American health
care organizations, pharmaceutical companies, and academic institutions conducting
essential COVID-19 research.
But before I go on, let me be clear: This is not about the Chinese people, and it’s
certainly not about Chinese Americans. Every year, the United States welcomes more
than 100,000 Chinese students and researchers into this country. For generations,
people have journeyed from China to the United States to secure the blessings of
liberty for themselves and their families—and our society is better for their contributions.
So, when I speak of the threat from China, I mean the government of China and the
Chinese Communist Party.

The Chinese Regime and the Scope of Its
Ambitions
To understand this threat and how we must act to respond to it, the American people
should remember three things.
First: We need to be clear-eyed about the scope of the Chinese government’s ambition.
China—the Chinese Communist Party—believes it is in a generational fight to surpass
our country in economic and technological leadership.
That is sobering enough. But it’s waging this fight not through legitimate innovation, not
through fair and lawful competition, and not by giving their citizens the freedom of
thought and speech and creativity that we treasure here in the United States. Instead,
China is engaged in a whole-of-state effort to become the world’s only superpower by
any means necessary.

A Diverse and Multi-Layered Approach
https://www.fbi.gov/news/speeches/the-threat-posed-by-the-chinese-go…st-party-to-the-economic-and-national-security-of-the-united-states
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The second thing the American people need to understand is that China uses a diverse
range of sophisticated techniques—everything from cyber intrusions to corrupting
trusted insiders. They’ve even engaged in outright physical theft. And they’ve pioneered
an expansive approach to stealing innovation through a wide range of actors—including
not just Chinese intelligence services but state-owned enterprises, ostensibly private
companies, certain kinds of graduate students and researchers, and a whole variety of
other actors working on their behalf.

Economic Espionage
To achieve its goals and surpass America, China recognizes it needs to make leaps in
cutting-edge technologies. But the sad fact is that instead of engaging in the hard slog
of innovation, China often steals American intellectual property and then uses it to
compete against the very American companies it victimized—in effect, cheating twice
over. They’re targeting research on everything from military equipment to wind turbines
to rice and corn seeds.
Through its talent recruitment programs, like the so-called Thousand Talents Program,
the Chinese government tries to entice scientists to secretly bring our knowledge and
innovation back to China—even if that means stealing proprietary information or
violating our export controls and conflict-of-interest rules.
Take the case of scientist Hongjin Tan, for example, a Chinese national and American
lawful permanent resident. He applied to China’s Thousand Talents Program and stole
more than $1 billion—that’s with a “b”—worth of trade secrets from his former employer,
an Oklahoma-based petroleum company, and got caught. A few months ago, he was
convicted and sent to prison.
Or there’s the case of Shan Shi, a Texas-based scientist, also sentenced to prison
earlier this year. Shi stole trade secrets regarding syntactic foam, an important naval
technology used in submarines. Shi, too, had applied to China’s Thousand Talents
Program, and specifically pledged to “digest” and “absorb” the relevant technology in
the United States. He did this on behalf of Chinese state-owned enterprises, which
ultimately planned to put the American company out of business and take over the
market.
https://www.fbi.gov/news/speeches/the-threat-posed-by-the-chinese-go…st-party-to-the-economic-and-national-security-of-the-united-states
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In one of the more galling and egregious aspects of the scheme, the conspirators
actually patented in China the very manufacturing process they’d stolen, and then
offered their victim American company a joint venture using its own stolen technology.
We’re talking about an American company that spent years and millions of dollars
developing that technology, and China couldn’t replicate it—so, instead, it paid to have
it stolen.
And just two weeks ago, Hao Zhang was convicted of economic espionage, theft of
trade secrets, and conspiracy for stealing proprietary information about wireless devices
from two U.S. companies. One of those companies had spent over 20 years developing
the technology Zhang stole.
These cases were among more than a thousand investigations the FBI has into China’s
actual and attempted theft of American technology—which is to say nothing of over a
thousand more ongoing counterintelligence investigations of other kinds related to
China. We’re conducting these kinds of investigations in all 56 of our field offices. And
over the past decade, we’ve seen economic espionage cases with a link to China
increase by approximately 1,300 percent.
The stakes could not be higher, and the potential economic harm to American
businesses and the economy as a whole almost defies calculation.

Clandestine Efforts
As National Security Advisor O’Brien discussed in his June remarks, the Chinese
government is also making liberal use of hacking to steal our corporate and personal
data—and they’re using both military and non-state hackers to do it. The Equifax
intrusion I mentioned just a few moments ago, which led to the indictment of Chinese
military personnel, was hardly the only time China stole the sensitive personal
information of huge numbers of the American public.
For example, did any of you have health insurance through Anthem or one of its
associated insurers? In 2015, China’s hackers stole the personal data of 80 million of
that company’s current and former customers.
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Or maybe you’re a federal employee—or you used to be one, or you applied for a
government job once, or a family member or roommate did. Well, in 2014, China’s
hackers stole more than 21 million records from OPM, the federal government’s Office
of Personnel Management.
Why are they doing this? First, China has made becoming an artificial intelligence world
leader a priority, and these kinds of thefts feed right into China’s development of
artificial intelligence tools.
Compounding the threat, the data China stole is of obvious value as they attempt to
identify people for secret intelligence gathering. On that front, China is using social
media platforms—the same ones Americans use to stay connected or find jobs—to
identify people with access to our government’s sensitive information and then target
those people to try to steal it.
Just to pick one example, a Chinese intelligence officer posing as a headhunter on a
popular social media platform recently offered an American citizen a sizeable sum of
money in exchange for so-called “consulting” services. That sounds benign enough until
you realize those “consulting” services were related to sensitive information the
American target had access to as a U.S. military intelligence specialist.
Now that particular tale has a happy ending: The American citizen did the right thing
and reported the suspicious contact, and the FBI, working together with our armed
forces, took it from there. I wish I could say that all such incidents ended that way.

Threats to Academia
It’s a troublingly similar story in academia.
Through talent recruitment programs like the Thousand Talents Program I mentioned
just a few moments ago, China pays scientists at American universities to secretly bring
our knowledge and innovation back to China—including valuable, federally funded
research. To put it bluntly, this means American taxpayers are effectively footing the bill
for China’s own technological development. China then leverages its ill-gotten gains to
undercut U.S. research institutions and companies, blunting our nation’s advancement
and costing American jobs. And we are seeing more and more of these cases.
https://www.fbi.gov/news/speeches/the-threat-posed-by-the-chinese-go…st-party-to-the-economic-and-national-security-of-the-united-states
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In May alone, we arrested both Qing Wang, a former researcher with the Cleveland
Clinic who worked on molecular medicine and the genetics of cardiovascular disease,
and Simon Saw-Teong Ang, a University of Arkansas scientist doing research for
NASA. Both of these guys were allegedly committing fraud by concealing their
participation in Chinese talent recruitment programs while accepting millions of dollars
in American federal grant funding.
That same month, former Emory University professor Xiao-Jiang Li pled guilty to filing a
false tax return for failing to report the income he’d received through China’s Thousand
Talents Program. Our investigation found that while Li was researching Huntington’s
disease at Emory, he was also pocketing half a million unreported dollars from China.
In a similar vein, Charles Lieber, chair of Harvard’s Department of Chemistry and
Chemical Biology, was indicted just last month for making false statements to federal
authorities about his Thousand Talents participation. The United States has alleged that
Lieber concealed from both Harvard and the NIH his position as a strategic scientist at
a Chinese university—and the fact that the Chinese government was paying him,
through the Wuhan Institute of Technology, a $50,000 monthly stipend, more than
$150,000 in living expenses, and more than $1.5 million to establish a laboratory back
in China.

Malign Foreign Influence
There’s more. Another tool China and the Chinese Communist Party use to manipulate
Americans is what we call malign foreign influence.
Now, traditional foreign influence is a normal, legal diplomatic activity typically
conducted through diplomatic channels. But malign foreign influence efforts are
subversive, undeclared, criminal, or coercive attempts to sway our government’s
policies, distort our country’s public discourse, and undermine confidence in our
democratic processes and values.
China is engaged in a highly sophisticated malign foreign influence campaign, and its
methods include bribery, blackmail, and covert deals. Chinese diplomats also use both
open, naked economic pressure and seemingly independent middlemen to push
https://www.fbi.gov/news/speeches/the-threat-posed-by-the-chinese-go…st-party-to-the-economic-and-national-security-of-the-united-states
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China’s preferences on American officials.
Just take one all-too-common illustration: Let’s say China gets wind that some
American official is planning to travel to Taiwan—think a governor, a state senator, a
member of Congress. China does not want that to happen, because that travel might
appear to legitimize Taiwanese independence from China—and legitimizing Taiwan
would, of course, be contrary to China’s “One China” policy.
So what does China do? Well, China has leverage over the American official’s
constituents—American companies, academics, and members of the media all have
legitimate and understandable reasons to want access to Chinese partners and
markets. And because of the authoritarian nature of the Chinese Communist Party,
China has immense power over those same partners and markets. So, China will
sometimes start by trying to influence the American official overtly and directly. China
might openly warn that if the American official goes ahead and takes that trip to Taiwan,
China will take it out on a company from that official’s home state by withholding the
company’s license to manufacture in China. That could be economically ruinous for the
company, would directly pressure the American official to alter his travel plans, and the
official would know that China was trying to influence him.
That would be bad enough. But the Chinese Communist Party often doesn’t stop there;
it can’t stop there if it wants to stay in power—so it uses its leverage even more
perniciously. If China’s more direct, overt influence campaign doesn’t do the trick, they
sometimes turn to indirect, covert, deceptive influence efforts.
To continue with the illustration of the American official with travel plans that the
Chinese Communist Party doesn’t like, China will work relentlessly to identify the
people closest to that official—the people that official trusts most. China will then work
to influence those people to act on China’s behalf as middlemen to influence the official.
The co-opted middlemen may then whisper in the official’s ear and try to sway the
official’s travel plans or public positions on Chinese policy. These intermediaries, of
course, aren’t telling the American official that they’re Chinese Communist Party pawns
—and worse still, some of these intermediaries may not even realize they’re being used
as pawns, because they, too, have been deceived.
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Ultimately, China doesn’t hesitate to use smoke, mirrors, and misdirection to influence
Americans.
Similarly, China often pushes academics and journalists to self-censor if they want to
travel into China. And we’ve seen the Chinese Communist Party pressure American
media and sporting giants to ignore or suppress criticism of China’s ambitions regarding
Hong Kong or Taiwan. This kind of thing is happening over and over, across the United
States.
And I will note that the pandemic has unfortunately not stopped any of this—in fact, we
have heard from federal, state, and even local officials that Chinese diplomats are
aggressively urging support for China’s handling of the COVID-19 crisis. Yes, this is
happening at both the federal and state levels. Not that long ago, we had a state
senator who was recently even asked to introduce a resolution supporting China’s
response to the pandemic.
The punchline is this: All of these seemingly inconsequential pressures add up to a
policymaking environment in which Americans find themselves held over a barrel by the
Chinese Communist Party.

Threats to the Rule of Law
All the while, China’s government and Communist Party have brazenly violated wellsettled norms and the rule of law.
Since 2014, Chinese General Secretary Xi Jinping has spearheaded a program known
as “Fox Hunt.” Now, China describes Fox Hunt as some kind of international anticorruption campaign—it is not. Instead, Fox Hunt is a sweeping bid by General
Secretary Xi to target Chinese nationals whom he sees as threats and who live outside
China, across the world. We’re talking about political rivals, dissidents, and critics
seeking to expose China’s extensive human rights violations.
Hundreds of the Fox Hunt victims that they target live right here in the United States,
and many are American citizens or green card holders. The Chinese government wants
to force them to return to China, and China’s tactics to accomplish that are shocking.
For example, when it couldn’t locate one Fox Hunt target, the Chinese government sent
https://www.fbi.gov/news/speeches/the-threat-posed-by-the-chinese-go…st-party-to-the-economic-and-national-security-of-the-united-states
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an emissary to visit the target’s family here in the United States. The message they said
to pass on? The target had two options: return to China promptly, or commit suicide.
And what happens when Fox Hunt targets refuse to return to China? In the past, their
family members both here in the United States and in China have been threatened and
coerced, and those back in China have even been arrested for leverage.
I’ll take this opportunity to note that if you believe the Chinese government is targeting
you—that you’re a potential Fox Hunt victim—please reach out to your local FBI field
office.

Exploiting Our Openness
Understanding how a nation could engage in these tactics brings me to the third thing
the American people need to remember: that China has a fundamentally different
system than ours—and it’s doing all it can to exploit the openness of ours while taking
advantage of its own closed system.
Many of the distinctions that mean a lot here in the United States are blurry or almost
nonexistent in China—I'm talking about distinctions between the government and the
Chinese Communist Party, between the civilian and military sectors, and between the
state and the “private” sector.
For one thing, an awful lot of large Chinese businesses are state-owned enterprises—
literally owned by the government, and thus the Party. And even if they aren’t, China’s
laws allow its government to compel any Chinese company to provide any information it
requests—including American citizens’ data.
On top of that, Chinese companies of any real size are legally required to have
Communist Party “cells” inside them to keep them in line. Even more alarmingly,
Communist Party cells have reportedly been established in some American companies
operating in China as a cost of doing business there.
These kinds of features should give U.S. companies pause when they consider working
with Chinese corporations like Huawei—and should give all Americans pause, too,
when relying on such a company’s devices and networks. As the world’s largest
https://www.fbi.gov/news/speeches/the-threat-posed-by-the-chinese-g…st-party-to-the-economic-and-national-security-of-the-united-states
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telecommunications equipment manufacturer, Huawei has broad access to much that
American companies do in China. It’s also been charged in the United States with
racketeering conspiracy and has, as alleged in the indictment, repeatedly stolen
intellectual property from U.S. companies, obstructed justice, and lied to the U.S.
government and its commercial partners, including banks.
The allegations are clear: Huawei is a serial intellectual property thief, with a pattern
and practice of disregarding both the rule of law and the rights of its victims. I have to
tell you, it certainly caught my attention to read a recent article describing the words of
Huawei’s founder, Ren Zhengfei, about the company’s mindset. At a Huawei research
and development center, he reportedly told employees that to ensure the company’s
survival, they need to—and I quote—“surge forward, killing as you go, to blaze us a trail
of blood.” He’s also reportedly told employees that Huawei has entered, to quote, “a
state of war.” I certainly hope he couldn’t have meant that literally, but it’s hardly an
encouraging tone, given the company’s repeated criminal behavior.
In our modern world, there is perhaps no more ominous prospect than a hostile foreign
government’s ability to compromise our country’s infrastructure and devices. If Chinese
companies like Huawei are given unfettered access to our telecommunications
infrastructure, they could collect any of your information that traverses their devices or
networks. Worse still: They’d have no choice but to hand it over to the Chinese
government if asked—the privacy and due process protections that are sacrosanct in
the United States are simply non-existent in China.

Responding Effectively to the Threat
The Chinese government is engaged in a broad, diverse campaign of theft and malign
influence, and it can execute that campaign with authoritarian efficiency. They’re
calculating. They’re persistent. They’re patient. And they’re not subject to the righteous
constraints of an open, democratic society or the rule of law.
China, as led by the Chinese Communist Party, is going to continue to try to
misappropriate our ideas, influence our policymakers, manipulate our public opinion,
and steal our data. They will use an all-tools and all-sectors approach—and that
demands our own all-tools and all-sectors approach in response.
https://www.fbi.gov/news/speeches/the-threat-posed-by-the-chinese-g…st-party-to-the-economic-and-national-security-of-the-united-states

Page 11 of 13

The Threat Posed by the Chinese Government and the Chinese Commun…to the Economic and National Security of the United States — FBI

9/15/20, 12:06 PM

Our folks at the FBI are working their tails off every day to protect our nation’s
companies, our universities, our computer networks, and our ideas and innovation. To
do that, we’re using a broad set of techniques—from our traditional law enforcement
authorities to our intelligence capabilities.
And I will briefly note that we’re having real success. With the help of our many foreign
partners, we’ve arrested targets all over the globe. Our investigations and the resulting
prosecutions have exposed the tradecraft and techniques the Chinese use, raising
awareness of the threat and our industries’ defenses. They also show our resolve and
our ability to attribute these crimes to those responsible. It’s one thing to make
assertions—but in our justice system, when a person, or a corporation, is investigated
and then charged with a crime, we have to prove the truth of the allegation beyond a
reasonable doubt. The truth matters—and so, these criminal indictments matter. And
we’ve seen how our criminal indictments have rallied other nations to our cause—which
is crucial to persuading the Chinese government to change its behavior.
We’re also working more closely than ever with partner agencies here in the U.S. and
our partners abroad. We can’t do it on our own; we need a whole-of-society response.
That’s why we in the intelligence and law enforcement communities are working harder
than ever to give companies, universities, and the American people themselves the
information they need to make their own informed decisions and protect their most
valuable assets.
Confronting this threat effectively does not mean we shouldn’t do business with the
Chinese. It does not mean we shouldn’t host Chinese visitors. It does not mean we
shouldn’t welcome Chinese students or coexist with China on the world stage. But it
does mean that when China violates our criminal laws and international norms, we are
not going to tolerate it, much less enable it. The FBI and our partners throughout the
U.S. government will hold China accountable and protect our nation’s innovation, ideas,
and way of life—with the help and vigilance of the American people.
Thank you for having me here today.
Watch
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The Trump administration says it wants to ban the popular shortvideo app TikTok in the United States, because TikTok’s parent
company, ByteDance, is Chinese. Washington is worried that the
personal data of the many millions of Americans using the app
could be siphoned off to China and misused.
To some, that concern may seem excessive or its timing politically
opportunistic, but the danger posed by TikTok is real: In fact, it is
only a stand-in for far greater risks.
The problem isn’t just TikTok. The tech giant Huawei — which the
U.S. government blacklisted last year, calling it a threat to
America’s national security — is another company with close
connections to China. So is Zoom, the U.S.-based teleconferencing
service provider established by a billionaire Chinese immigrant,
which uses software partially developed in China.
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There are also the Confucius Institutes, purportedly just a vast
network of Chinese-language teaching centers but really also an
instrument of Beijing’s propaganda and pressure tactics.
And there are many more smaller, but no less dangerous, Chinese
entities or entities with strong Chinese backgrounds operating in
the United States.
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All are thoroughly embedded there, reaching deep into offices and
homes — shaping how Americans work, learn and play. Companies
with ties to China or its government now occupy critical choke
points of American society.
This is no accident. President Xi Jinping has a dream — a “Chinese
Dream” of global dominance — and his strategy for achieving that
has two main prongs.
The first is the traditional and tangible hard-power push to set up
military bases and seaports controlled by Chinese interests around
the world, and it has been much discussed by China observers.
A Chinese company now has a 99-year lease over the port of
Darwin in northern Australia — next to an Australian naval base
that hosts U.S. Navy warships. Among the tiny island republics in
the South Pacific, long regarded as Australia’s sphere of influence,
China has new supporters, won over largely through pocketbook
diplomacy.
Kiribati switched diplomatic recognition from Taiwan to China last
year, after China built a fish-processing plant there. For a time, the
government of the Solomon Islands was considering leasing out an
entire island to a Beijing-based company with ties to the Chinese
Communist Party: Meanwhile, according to Reuters, the Solomon
Islands government was seeking a $100 billion loan from “Chinese
interests” — about 70 times the country’s gross domestic product
in 2019.
Across the Indian Ocean, where historically India has held sway,
China now controls or helps manage ports, airfields, military bases
or observation stations, along the coast of Myanmar and in Sri
Lanka, the Maldives and Pakistan, all the way to Djibouti and
Kenya. It is also making forays right in America’s backyard, for
example, eyeing the Panama Canal.
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China’s move to establish physical footholds around the world is
easy enough to recognize as evidence of a coherent game plan, in
part because those perches are readily marked on a map and
because other major powers positioned themselves in much the
same way in the past. Beijing has also bragged about these
projects — and its intentions — by giving them grand monikers like
the Belt and Road Initiative.
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Not so with its soft-power ambitions, whose growth has been much
less noticed — at least until President Trump started picking a
fight with Beijing. And yet these are much more intrusive, and
potentially far more dangerous.
The Chinese government is essentially forward-deploying and
setting up various outposts within the United States and other
developed democratic countries, in classrooms, boardrooms and
bedrooms.
TikTok has vowed, “We have never provided user data to the
Chinese government, nor would we do so if asked.” But that’s a
useless, if not deliberately misleading, guarantee.
Since China adopted the National Intelligence Law in June 2017, all
Chinese citizens and companies have been under a legal obligation
to help the government gather intelligence (and keep any
cooperation secret). The law allows China’s intelligence services to
embed their people and devices or to requisition facilities in any
premise, anywhere, for that purpose.
The Constitution of the Chinese Communist Party also essentially
requires any company with at least three party members to form a
cell tasked with carrying out the party’s wishes.
Does TikTok — in which ByteDance, a Chinese company, is also
expected to remain heavily involved even if a sale to Oracle
currently under discussion goes through — really expect China to
write laws that create only theoretical possibilities?
The U.S. government has grasped the danger of Huawei — a
company it says has links to the Chinese military — as a leading
supplier of 5G equipment: Beijing could tap it to order a viral
attack that would incapacitate American homes and factories, or
the national power grid and other critical infrastructure. Recent
U.S. rules further restrict the sale of U.S.-made computer chips and
other components to the company.
Last month, the Trump administration also designated the
Washington-based center that oversees the network of Confucius
Institutes operating in the United States as a “foreign mission” of
the government of China, requiring more transparency in its
operations and funding.
Zoom, an American company, has not been placed under U.S.
sanctions, and it has said recently that it would no longer comply
with requests by the Chinese government to shut down meetings
or user accounts involving people outside China.
But because the C.E.O. and major shareholders have strong
Chinese backgrounds and the company has hundreds of employees
in China, it could nonetheless pose an even greater threat to
privacy than might TikTok — especially now that, thanks to the
coronavirus pandemic, so many American corporations rely on
Zoom for online conferencing, despite its questionable encryption
practices.
If the Chinese Communist Party wants one of its cells among
Zoom’s employees to snoop in on conversations within, say,
American high-tech firms, who is Zoom to say no?
To point this out is not to be paranoid. It is only to recognize that
the mind of a Chinese leader is strategic to the extreme.
Take Mao, whom Mr. Xi reveres. The strategy Mao used to further
his goal of a Marxist-Leninist world revolution in the 1960s was the
same he had used to vanquish his much stronger opponent, Chiang
Kai-shek, during China’s civil war from the late 1920s to 1950: win
over the countryside in order to surround the cities (鄉村包圍城
市). By analogy, the world’s advanced capitalist countries were the
cities, and less developed countries were its countryside. Mao
began courting Third World nations in earnest in the 1960s.
Mr. Xi is reaping the benefits today. The world’s countryside has
been won over, secured with physical choke points, and Mr. Xi is
now bringing the fight to the metropolises — the West — by
forward-deploying China’s virtual choke points. It is time to “dare
to draw the dazzling sword” (敢於亮劍), he and his government
have declared repeatedly.
The strategy-richness of Chinese thinking is not a Communist
invention. China’s imperial civil service examination system
included a physical test of martial skills and a written test in
classical military texts. But the Chinese government is now
doubling down on it, including in education.
The concept of “geopolitical choke points” — 關隘, literally, narrow
passes — has long been part of the vocabulary of primary school
students in China, who can readily rattle off, by way of simply
rhymed classical poems, the names of half a dozen such sites in
China, all marking the historical expansion of the country’s
boundaries into the homelands of so-called barbarians.
Chinese children also study “The Art of War” by Sun Tzu, which
has two chapters, “Terrain” and “The Nine Situations,” that deal
with strategic topography. In 2015, the text became required
reading in junior high schools. Some publishers have put out an
illustrated version for 7- to 14-year-olds.
The 14th-century novel “Romance of The Three Kingdoms,” which
chronicles the wars of the third century, is one of China’s most
popular fictional texts, especially among young people — and it has
inspired competitive internet games that involve attacking and
defending critical choke points.
The next generation is being reared to be no less strategic in its
thinking than the previous ones.
Yet even analysts who fear the Chinese Communist Party’s global
aspirations have underestimated some of its inroads. Western
governments have been on to China’s hard-power geopoliticalchoke-point strategy. But they are only just beginning to appreciate
its far more invasive soft-power strategy — and it might already be
too late.
Yi-zheng Lian, a commentator on Hong Kong and Asian affairs, is a professor of
economics and a contributing Opinion writer.
The Times is committed to publishing a diversity of letters to the editor. We’d like to hear
what you think about this or any of our articles. Here are some tips. And here’s our email:
letters@nytimes.com.
Follow The New York Times Opinion section on Facebook, Twitter (@NYTopinion) and
Instagram.
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Why Is TikTok Getting Banned? China’s National
Intelligence Law
There’s an easy answer to why TikTok has been banned in so many places and may well yet get
banned in the US: China’s “National Intelligence Law.
(http://cs.brown.edu/courses/csci1800/sources/2017_PRC_NationalIntelligenceLaw.pdf)”
China’s National Intelligence Law was enacted on June 27, 2017 and came into effect in July 2017.
The National Intelligence Law is part of a portfolio of statutes (including the Cybersecurity Law) that
gives the authoritarian Chinese Communist Party statutory authority that is unique in the world.
The statute is an actual legal requirement for all Chinese companies and citizens to cooperate with
China’s massive intelligence agencies.
The reason for the concern about TikTok is that the National Intelligence Law has broadly drafted and
poorly defined provisions that create gaping exposure for U.S. and other foreigners doing business or
studying in China, as well as their Chinese business partners, employees and colleagues.
Two parts of the Intelligence Law are particularly concerning, Article 7 and Article 14. Article 7
mandates that “any organization or citizen shall support, assist, and cooperate with state intelligence
work according to law” and Article 14 empowers State Security officials to demand this cooperation,
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stating that “state intelligence work organs, when legally carrying forth intelligence work, may
demand that concerned organs, organizations, or citizens provide needed support, assistance, and
cooperation.”
Other clauses are equally alarming. Article 16 authorizes State Security to interrogate any individual
and to search their reference materials and files. Article 17 authorizes police to seize and take over the
operation of communications equipment [aka TikTok], transportation, buildings, and other facilities
of both individuals and organizations.
This would be a good point to remind you that there is no 5th Amendment in China, either in law or
in concept. There is no right to remain silent. So understand that when this interrogation occurs it
may well happen in a back room of some State Police office. Commandeering of “communications
equipment” may well be at gun point. This is one of the issues for Hong Kong citizens.

You should also remember that the Chinese Communist Party controls many state owned enterprises.
There is quite a blurry line between an SOE and really any business based in China or that is a
“partnership” with the Chinese government (including companies like Alibaba and Tencent). It’s not
surprising, then, that “intelligence” in China is quite different than in the West and includes
commercial activities as stated in Article 2 of the Intelligence Law:
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National intelligence work adheres to the overall national security concept, provides intelligence reference
for major national decision making, provides intelligence support for preventing and defusing risks that
endanger national security, and safeguards state power, sovereignty, unity and territorial integrity, people’s
wellbeing, and economic and social Sustainable development and other important national
interests.
The concern is that Chinese law requires TikTok to turn over on demand any data it gathers on
TikTok users and even requires TikTok to allow the State Security police to take over the operation of
TikTok for intelligence gathering purposes on any aspect of the users’ lives. TikTok seems to have
capabilities well beyond what is necessary for its functionality, including snooping on your clipboard
(https://www.theweek.in/news/biz-tech/2020/06/26/tiktok-records-what-you-copy-paste-ios-14reveals-extend-of-clipboard-snooping.html) (which is how many people use strong passwords).
In a prescient 2017 Lawfare post (https://www.lawfareblog.com/beijings-new-national-intelligencelaw-defense-offense), Dr. Murray Scot Tanner cautioned:
The Intelligence Law itself grants officials general authority to demand “assistance” from private
organizations and access or use their “communications” facilities. But companies could face even more
serious burdens if the law is applied in concert with the new Cybersecurity Law, which accords
officials far more specific authority to access and regulate many features of corporate networks
that might be useful for intelligence-gathering. These include key business and personal data
(which must be stored in China), proprietary codes, and other intellectual property.And like the
Intelligence Law, the Cybersecurity Law broadly requires network operators to cooperate with public
security and state security officials.
FBI Director Christopher Wray told the Hudson Institute on July 7, 2020
(https://www.fbi.gov/news/speeches/the-threat-posed-by-the-chinese-government-and-thechinese-communist-party-to-the-economic-and-national-security-of-the-united-states):
We’ve now reached the point where the FBI is opening a new China-related counterintelligence case about
every 10 hours. Of the nearly 5,000 active FBI counterintelligence cases currently underway across the
country, almost half are related to China. And at this very moment, China is working to compromise
American health care organizations, pharmaceutical companies, and academic institutions conducting
essential COVID-19 research….
[L]et me be clear: This is not about the Chinese people, and it’s certainly not about Chinese Americans.
Every year, the United States welcomes more than 100,000 Chinese students and researchers into this
country. For generations, people have journeyed from China to the United States to secure the blessings of
liberty for themselves and their families—and our society is better for their contributions. So, when I speak
of the threat from China, I mean the government of China and the Chinese Communist Party….
China is using social media platforms—the same ones Americans use to stay connected or find
jobs—to identify people with access to our government’s sensitive information and then target
those people to try to steal it.
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When TikTok denies that they are handing over user data to the State Security police, they need to
also offer an explanation of exactly how Chinese law does not apply to them because the Intelligence
Law seems designed to apply to them exactly.
Personally, I simply don’t believe a word of it. And ask yourself this–if the FBI are opening a new
case every 10 hours that is China-related, do you think that none of those cases involve TikTok?
If Google is the Joe Camel of data, then TikTok is the Joe Camel of intelligence.

POSTED IN TIKTOK MELTDOWN.TAGGED CHINA NATIONAL INTELLIGENCE LAW,
CHRISTOPHER WRAY, FBI, MURRAY SCOT TANNER, TIKTOK.

Blog at WordPress.com.
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What’s the Over/Under on How the US Could
Shut Down TikTok the Massive Infringer?
[A version of this post previously appeared on Artist Rights Watch]
(https://artistrightswatch.com/2020/07/17/whats-the-over-under-on-how-the-us-could-shut-downtiktok-the-massive-infringer/)
TikTok seems more likely to be shut down in the US with every passing day. How could this actually
happen and what would “shut down” actually look like? Given that TikTok is a massive infringer,
we will lose no sleep if they find themselves in real trouble. Still, it won’t be easy, particularly since
the ACLU and Electronic Frontier Foundation (and other usual suspects who received Google and
Facebook largesse) will no doubt rush to their defense. I’ll do a little prognosticating with the
“over/under” that will necessarily entail some speculation about the future political environment.
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The Class Action/Cy Pres Scam
Here are a few ideas, but my bet is that if it happens at all, it will be a combination punch. One thing
we know for sure is that TikTok’s chief lobbyist in Washington, Michael Beckerman (the Shoe Man)
will be earning his millions. Here’s a look at the old jab jab cross.
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Isn’t this what all the guys wear in Sing Sing?
The Ghost Ship: If TikTok were determined to be a front for a foreign government (this time the
Chinese Communist Party), Americans could be prohibited from working for TikTok and advertisers
could be prohibited from doing business with the company under the International Emergency
Economic Powers Act (https://www.treasury.gov/resourcecenter/sanctions/Documents/ieepa.pdf) 50 U.S.C. § 1701. There are several different angles from
espionage to election meddling to compromising Hong Kong, Tibetan, Taiwan or Uyghur human
rights, or the decertification of Hong Kong.
If the shutdown is given effect under the International Emergency Economic Powers Act, it’s likely
that installed versions of the TikTok app would continue to work, but would gradually degrade in
user experience as the U.S. installed base could not lawfully be supported.
Over/Under: This approach would be a great opportunity for TikTok to launch a Napster-style PR
campaign. They would probably let themselves be sued by the U.S. Government and hope to drag
out the case to see if a more sympathetic Vice President Biden is elected (particularly given the recent
history (https://moguldom.com/235482/3-members-of-powerful-silicon-valley-cabal-on-board-
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obama-foundation-have-checkered-history/) of the Obama Foundation) and Big Tech’s jockeying for
position in the Biden campaign (https://www.vox.com/recode/2020/5/27/21271157/techbillionaires-joe-biden-reid-hoffman-laurene-powell-jobs-dustin-moskovitz-eric-schmidt).

Et Tu CFIUS? The US Government reviews significant asset sales to foreign investors (including state
owned enterprises) that implicate national security. This review is given effect in part through the
Committee on Foreign Investment (CFIUS). CFIUS is currently reviewing the acquisition of
Musical.ly by TikTok parent Bytedance, a process that began on November 1, 2019. It is possible that
an acquirer like Bytedance can ask for a pre-clearance from CFIUS and–are you ready? Bytedance did
not seek that pre-clearance, which requires explaining why the target’s business implicates national
security like handing over user data to China’s State Security agency. Which is the very thing that is
required by China’s National Intelligence Law (https://musictechpolicy.com/2020/07/10/why-istiktok-getting-banned-chinas-national-intelligence-law/) but that TikTok denies doing. And is also
probably the subject of at least one FBI counterintelligence investigation at this very moment.
Over/Under: This CFIUS investigation is ongoing, so will likely conclude. CFIUS can require that
the Musical.ly acquisition be unwound. That would mean that the government could force a sale of
TikTok (probably its US assets) or require TikTok to cease operations in the US. CFIUS has also forced
Chinese investors (https://techcrunch.com/2019/04/15/another-day-another-u-s-company-forcedto-divest-of-chinese-investors/)to divest from PatientsLikeMe and Grindr. The CFIUS option has
both precedent and is already in motion. I like this option as an opening gambit as it would happen
in the background as far as TikTok users are concerned. Since Facebook is already trying to get
licensed and also get in TikTok’s business, a sale would be relatively easy to accomplish.
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No TikTok IPO For Bytedance: Like the CFIUS review, there is already a process in play in the
Congress that will make a U.S. TikTok IPO much less attractive to Bytedance. The Holding Foreign
Companies Accountable Act (S. 945) (https://www.congress.gov/bill/116th-congress/senatebill/945?q=%7B%22search%22%3A%5B%22s945%22%5D%7D&s=1&r=1) that unanimously passed
the Senate on May 20 and was introduce in the House by Brad Sherman (D-CA) as H.R. 7000
(https://www.congress.gov/bill/116th-congress/house-bill/7000/actions) where it is also expected
to pass. It will be very interesting to see who votes against it.
It shouldn’t be surprising that China’s President-for-Life Xi Jinping doesn’t like his public companies
being audited by U.S. public accounting firms and held to the same standards as all the other public
companies. You know, Sarbanes Oxley and all that jazz.

For reasons that are difficult to fathom, China somehow managed to finagle a pass on SarBox
compliance in 2013–ahem–that has been decried far and wide (recently by Arthur Levitt, President
Clinton’s SEC chairman). According to Reuters (https://www.reuters.com/article/us-china-althusa-sec-idUSKBN20D2O9), “The audit-quality issue has been festering since 2011, when scores of
Chinese firms trading on U.S. exchanges were accused of accounting irregularities.”
According to Bloomberg (https://finance.yahoo.com/news/senate-passes-bill-delist-chinese174746681.html) the Holding Foreign Companies Accountable Act says:
If a company can’t show that it is not under [control of a foreign government] such control or the Public
Company Accounting Oversight Board, or PCAOB, isn’t able to audit the company for three consecutive
years to determine that it is not under the control of a foreign government, the company’s securities would
be banned from the exchanges.
Bloomberg also tells us:
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Stricter U.S. oversight could potentially affect the future listing plans of major private Chinese corporations
from Jack Ma’s Ant Financial to SoftBank-backed ByteDance Ltd. But since discussions on increased
disclosure requirements began last year, many other Chinese companies have either listed in Hong Kong
already or plan to do so, said James Hull, a Beijing-based analyst and portfolio manager with Hullx.
“All Chinese U.S.-listed entities are potentially impacted over the coming years,” he said. “Increased
disclosure may hurt some smaller companies, but there’s been risk disclosures around PCAOB for a while
now, so it shouldn’t be a shock to anyone.”
Why would they list on Hong Kong when they are already listed on NY? Because they anticipate
getting dumped from NY and they will still trade on the Hong Kong exchange for all the suckers.
Over/Under: TikTok could become the poster child for holding foreign companies accountable. HR
7000’s sponsor is Representative Brad Sherman who is a crack CPA and knows his way around this
issue. Representative Sherman is also Chair of the powerful House Financial Services Subcommittee
on Investor Protection, Entrepreneurship and Capital Markets so it’s likely that the legislation will
pass out of the House, although Mr. Beckerman and the vast network of CCP lobbyists
(https://www.theguardian.com/world/2020/jun/30/hong-kong-government-hires-london-pr-firmto-improve-image) and consultants will have their work cut out for them. Trump would sign this bill
faster than you can say “Rosatom”. By denying Bytedance (and Softbank) access to the U.S. capital
markets, it would weaken the incentive for TikTok to fight a ban in court as the legislation is
unrelated to a ban. Legislative action could not be easily reversed in a Biden Administration (who
was in the White House when China got the exemption that the bill would now fix).
Foreign Agents Registration Act: This approach would probably be directed more at the executives
who work for TikTok but could also be directed at TikTok or even upstream to Bytedance or Softbank
When a person or entity has a role acting or lobbying for a foreign government and engages in
political activities, such as lobbying Congress (looking at you, Mr. Beckerman), they begin sliding
down that slippery slope of being a foreign “agent” (as in agent-principal, not James Bond) that
requires registration under the Foreign Agents Registration Act. Here’s a few FARA guidelines (h/t
FARA.US (http://www.fara.us)) to think about with TikTok:
An “agent (https://www.justice.gov/nsd-fara/fara-index-and-act#611c)” is an individual or entity
that acts “within the United States” at the order, request, direction, or control
(https://www.govinfo.gov/content/pkg/CFR-2016-title28-vol1/pdf/CFR-2016-title28-vol1part5.pdf#page=5) of either: (1) a “foreign principal”; or (2) a person “any of whose activities are
directly or indirectly supervised, directed, controlled, financed, or subsidized in whole or in major
part by a “foreign principal.” (See, e.g., Attorney General of the United States v. Irish People, Inc., 796
F.2d 520 (D.C. Cir. 1994) per curiam (https://openjurist.org/796/f2d/520/attorney-general-of-unitedstates-v-irish-people-inc)). There are a number of exemptions (https://fara.us/advisory-opinions/)
which TikTok lobbyists are probably ill-suited for enjoying.
If the person or entity passes the agency test, then ask if they:
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Engaged in “Political Activities”—“Political activities (https://www.justice.gov/nsd-fara/fara-indexand-act#611o)” are activities intended to “in any way influence” either “any agency or official of the
Government of the United States” or “any section of the public within the United States,” with
reference to “the domestic or foreign policies of the United States or … the political or public
interests, policies, or relations of a government of a foreign country of a foreign political party.” This
is a broad term that probably covers traditional lobbying and PR, as well as someone like Julia Reda’s
recent testimony before the U.S. Senate when she failed to disclose her past relationship with the
Pirate Party in her biographical materials and never mentioned the name of the Pirate Party in her
testimony than I heard.
Provided Certain Public Relations or Politically Related Services
“Public Relations Counsel (https://www.justice.gov/nsd-fara/fara-index-and-act#611g)”—
Someone who informs, advises, or represents a foreign principal in a public-relations
matter involving the principal’s public or political interests, policies, or relations.
“Publicity Agent (https://www.justice.gov/nsd-fara/fara-index-and-act#611h)”—Someone
who publishes or disseminates information for a foreign principal.
“Information-Service Employee (https://www.justice.gov/nsd-fara/fara-index-andact#611i)”—Someone who furnishes, disseminates, or publishes information about a
foreign principal’s political, industrial, employment, economic, social, cultural, or other
benefits, advantages, facts or conditions.
“Political Consultant (https://www.justice.gov/nsd-fara/fara-index-and-act#611p)”—
Someone who informs or advises a foreign principal either about domestic or foreign
policies or about the principal’s political or public interests, policies, or relations.
Solicit, Collect, Disburse, or Dispense Money or Other Things of Value

Represent Interests before Any Agency or Official of the U.S. Government
The Over/Under: FARA punishments turn generally on whether the violation was willful and
come in two flavors, criminal or civil. Given the recent position of the Department of Justice, it’s
likely that there’s going to be more criminal prosecutions of corporate executives who may be
acting in the interest of the Chinese Communist Party. A company like TikTok that’s staffing up
on DC lobbyists looks like a target rich environment.
Here’s the relevant text from AG Barr (https://thefederalist.com/2020/07/16/read-attorneygeneral-barrs-speech-blasting-hollywood-big-tech-on-risks-of-corporate-collaboration-withchina/):
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America’s corporate leaders might not think of themselves as lobbyists. You might think, for example,
that cultivating a mutually beneficial relationship is just part of the “guanxi” — or system of influential
social networks—necessary to do business with the [People’s Republic of China]. But you should be
alert to how you might be used, and how your efforts on behalf of a foreign company or
government could implicate the Foreign Agents Registration Act. FARA does not prohibit any
speech or conduct. But it does require those who are acting as the “agents” of foreign
principals to publicly disclose that relationship and their political or other similar activities
by registering with the Justice Department, allowing the audience [and parents] to take into
account the origin of the speech when evaluating its credibility.
Criminal RICO: TikTok may well be determined to be a racketeering organization and a criminal
conspiracy for massive copyright infringement as a RICO predicate, not to mention potentially
violation of the Export Administration Regulations for exporting data to a foreign country with a
military purpose as evidenced by China’s National Intelligence Law. It would at least be worth
convening a grand jury to investigate.
Over/Under: There is no doubt that TikTok has plenty of RICO predicates and a high likelihood
of conspiracy to commit any one of a number of things including copyright infringement.
Under RICO (18 U.S.C. § 1961–1968) the racketeering predicate is defined thusly–so what do you
think?:
As used in this chapter—
(1)“racketeering activity” means (A) any act or threat involving murder, kidnapping, gambling, arson,
robbery, bribery, extortion, dealing in obscene matter, or dealing in a controlled substance or listed
chemical (as defined in section 102 of the Controlled Substances Act), which is chargeable under State
law and punishable by imprisonment for more than one year; (B) any act which is indictable under any
of the following provisions of title 18, United States Code: Section 201 (/uscode/text/18/201) (relating to
bribery), section 224 (/uscode/text/18/224) (relating to sports bribery), sections 471
(/uscode/text/18/471), 472 (/uscode/text/18/472), and 473 (/uscode/text/18/473) (relating to
counterfeiting), section 659 (/uscode/text/18/659) (relating to theft from interstate shipment) if the act
indictable under section 659 (/uscode/text/18/659) is felonious, section 664 (/uscode/text/18/664)
(relating to embezzlement from pension and welfare funds), sections 891–894 (relating to extortionate
credit transactions), section 1028 (/uscode/text/18/1028) (relating to fraud and related activity in
connection with identification documents), section 1029 (/uscode/text/18/1029) (relating to fraud and
related activity in connection with access devices), section 1084 (/uscode/text/18/1084) (relating to the
transmission of gambling information), section 1341 (/uscode/text/18/1341) (relating to mail fraud),
section 1343 (/uscode/text/18/1343) (relating to wire fraud), section 1344 (/uscode/text/18/1344)
(relating to financial institution fraud), section 1425 (/uscode/text/18/1425) (relating to the
procurement of citizenship or nationalization unlawfully), section 1426 (/uscode/text/18/1426) (relating
to the reproduction of naturalization or citizenship papers), section 1427 (/uscode/text/18/1427)
(relating to the sale of naturalization or citizenship papers), sections 1461–1465 (relating to obscene
matter), section 1503 (/uscode/text/18/1503) (relating to obstruction of justice), section 1510
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(/uscode/text/18/1510) (relating to obstruction of criminal investigations), section 1511
(/uscode/text/18/1511) (relating to the obstruction of State or local law enforcement), section
1512 (/uscode/text/18/1512) (relating to tampering with a witness, victim, or an informant),
section 1513 (/uscode/text/18/1513) (relating to retaliating against a witness, victim, or an
informant), section 1542 (/uscode/text/18/1542) (relating to false statement in application and use of
passport), section 1543 (/uscode/text/18/1543) (relating to forgery or false use of passport), section 1544
(/uscode/text/18/1544) (relating to misuse of passport), section 1546 (/uscode/text/18/1546) (relating to
fraud and misuse of visas, permits, and other documents), sections 1581–1592 (relating to peonage,
slavery, and trafficking in persons), section 1951 (/uscode/text/18/1951) (relating to interference
with commerce, robbery, or extortion), section 1952 (/uscode/text/18/1952) (relating to racketeering),
section 1953 (/uscode/text/18/1953) (relating to interstate transportation of wagering paraphernalia),
section 1954 (/uscode/text/18/1954) (relating to unlawful welfare fund payments), section 1955
(/uscode/text/18/1955)(relating to the prohibition of illegal gambling businesses), section 1956
(/uscode/text/18/1956) (relating to the laundering of monetary instruments), section 1957
(/uscode/text/18/1957) (relating to engaging in monetary transactions in property derived from
specified unlawful activity), section 1958 (/uscode/text/18/1958) (relating to use of interstate
commerce facilities in the commission of murder-for-hire), section 1960 (/uscode/text/18/1960)
(relating to illegal money transmitters), sections 2251 (/uscode/text/18/2251), 2251A
(/uscode/text/18/2251A), 2252 (/uscode/text/18/2252), and 2260 (/uscode/text/18/2260) (relating
to sexual exploitation of children), sections 2312 (/uscode/text/18/2312) and 2313
(/uscode/text/18/2313) (relating to interstate transportation of stolen motor vehicles), sections 2314
(/uscode/text/18/2314) and 2315 (/uscode/text/18/2315) (relating to interstate transportation of
stolen property), section 2318 (/uscode/text/18/2318) (relating to trafficking in counterfeit
labels for phonorecords, computer programs or computer program documentation or
packaging and copies of motion pictures or other audiovisual works), section 2319
(/uscode/text/18/2319) (relating to criminal infringement of a copyright), section 2319A
(/uscode/text/18/2319A) (relating to unauthorized fixation of and trafficking in sound
recordings and music videos of live musical performances), section 2320 (/uscode/text/18/2320)
(relating to trafficking in goods or services bearing counterfeit marks), section 2321
(/uscode/text/18/2321) (relating to trafficking in certain motor vehicles or motor vehicle parts), sections
2341–2346 (relating to trafficking in contraband cigarettes), sections 2421–24 (relating to white
slave traffic),sections 175–178 (relating to biological weapons), sections 229–229F (relating to
chemical weapons), section 831 (/uscode/text/18/831) (relating to nuclear materials), (C) any act
which is indictable under title 29, United States Code, section 186 (dealing with restrictions on
payments and loans to labor organizations) or section 501 (/uscode/text/18/501)(c)
(/uscode/text/18/usc_sec_18_00000501----000-#c) (relating to embezzlement from union funds), (D)
any offense involving fraud connected with a case under title 11 (except a case under section 157
(/uscode/text/18/157) of this title), fraud in the sale of securities, or the felonious manufacture,
importation, receiving, concealment, buying, selling, or otherwise dealing in a controlled substance or
listed chemical (as defined in section 102 of the Controlled Substances Act), punishable under any law of
the United States, (E) any act which is indictable under the Currency and Foreign Transactions
Reporting Act, (F) any act which is indictable under the Immigration and Nationality Act, section 274
https://musictechpolicy.com/2020/07/19/whats-the-over-under-on-how-the-us-could-shut-down-tiktok-the-massive-infringer/

Page 9 of 10

What’s the Over/Under on How the US Could Shut Down TikTok the Massive Infringer? – Music Technology Policy

9/15/20, 12:13 PM

(relating to bringing in and harboring certain aliens), section 277 (relating to aiding or assisting
certain aliens to enter the United States), or section 278 (relating to importation of alien for
immoral purpose) if the act indictable under such section of such Act was committed for the purpose of
financial gain, or (G) any act that is indictable under any provision listed in section 2332b
(/uscode/text/18/2332b)(g)(5)(B) (/uscode/text/18/usc_sec_18_00002332---b000-#g_5_B)…. (emphasis
mine)
POSTED IN TIKTOK MELTDOWN.TAGGED TIKTOK.
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TikTok Executive Orders

Office of the Press Secretary
FOR IMMEDIATE RELEASE
August 14, 2020

ORDER
- - - - - - REGARDING THE ACQUISITION OF MUSICAL.LY BY BYTEDANCE LTD.

By the authority vested in me as President by the
Constitution and the laws of the United States of America,
including section 721 of the Defense Production Act of 1950, as
amended (section 721), 50 U.S.C. 4565, it is hereby ordered as
follows:
Section 1.

Findings.

(a)

There is credible evidence that

leads me to believe that ByteDance Ltd., an exempted company with
limited liability incorporated under the laws of the Cayman
Islands ("ByteDance"), through acquiring all interests in
musical.ly, an exempted company with limited liability
incorporated under the laws of the Cayman Islands ("Musical.ly"),
might take action that threatens to impair the national security
of the United States.

As a result of the acquisition, ByteDance

merged its TikTok application with Musical.ly's social media
application and created a single integrated social media
application; and

(b)

Provisions of law, other than section 721 and the

International Emergency Economic Powers Act (50 U.S.C. 1701 et
seq.), do not, in my judgment, provide adequate and appropriate
authority for me to protect the national security in this matter.
Sec. 2.

Actions Ordered and Authorized.

On the basis of

the findings set forth in section 1 of this order, considering
the factors described in subsection (f) of section 721, as
appropriate, and pursuant to my authority under applicable law,
including section 721, I hereby order that:
(a)

The transaction resulting in the acquisition by

ByteDance of Musical.ly, to the extent that Musical.ly or any of
its assets is used in furtherance or support of, or relating to,
Musical.ly's activities in interstate commerce in the United
States ("Musical.ly in the United States"), is hereby prohibited,
and ownership by ByteDance of any interest in Musical.ly in the
United States, whether effected directly or indirectly through
ByteDance, or through ByteDance's subsidiaries, affiliates, or
Chinese shareholders, is also prohibited.
(b)

In order to effectuate this order, not later than 90

days after the date of this order, unless such date is extended
for a period not to exceed 30 days, on such written conditions as
the Committee on Foreign Investment in the United States (CFIUS)
may impose, ByteDance, its subsidiaries, affiliates, and Chinese
shareholders, shall divest all interests and rights in:
(i)

any tangible or intangible assets or property,

wherever located, used to enable or support ByteDance's operation
of the TikTok application in the United States, as determined by
the Committee; and

(ii)

any data obtained or derived from TikTok

application or Musical.ly application users in the United
States.

Immediately upon divestment, ByteDance shall certify in

writing to CFIUS that all steps necessary to fully and
permanently effectuate the actions required under sections 2(a)
and 2(b) have been completed.
(c)

Immediately upon divestment, ByteDance shall certify in

writing to CFIUS that it has destroyed all data that it is
required to divest pursuant to section 2(b)(ii), as well as all
copies of such data wherever located, and CFIUS is authorized to
require auditing of ByteDance on terms it deems appropriate in
order to ensure that such destruction of data is complete.
(d)

ByteDance shall not complete a sale or transfer under

section 2(b) to any third party:
(i)

until ByteDance notifies CFIUS in writing of the

intended recipient or buyer; and
(ii)

unless 10 business days have passed from the

notification in section 2(d)(i) and CFIUS has not issued an
objection to ByteDance.

Among the factors CFIUS may consider in

reviewing the proposed sale or transfer are whether the buyer or
transferee:

is a U.S. citizen or is owned by U.S. citizens; has

or has had a direct or indirect contractual, financial, familial,
employment, or other close and continuous relationship with
ByteDance, or its officers, employees, or shareholders; and can
demonstrate a willingness and ability to support compliance with
this order.

In addition, CFIUS may consider whether the proposed

sale or transfer would threaten to impair the national security

of the United States or undermine the purpose of this order, and
whether the sale effectuates, to CFIUS's satisfaction and in its
discretion, a complete divestment of all tangible or intangible
assets or property, wherever located, used to enable or support
the operation of the TikTok application in the United States.
(e)

From the date of this order until ByteDance provides a

certification of divestment to CFIUS pursuant to section 2(b),
ByteDance and TikTok Inc., a Delaware corporation, shall certify
to CFIUS on a weekly basis that they are in compliance with this
order and include a description of efforts to divest the
interests and rights described in section 2(b) and a timeline for
projected completion of remaining actions.
(f)

Any transaction or other device entered into or

employed for the purpose of, or with the effect of, evading or
circumventing this order is prohibited.
(g)

Without limitation on the exercise of authority by

any agency under other provisions of law, and until such time as
the divestment is completed and verified to the satisfaction of
CFIUS, CFIUS is authorized to implement measures it deems
necessary and appropriate to verify compliance with this order
and to ensure that the operations of the TikTok application are
carried out in such a manner as to ensure protection of the
national security interests of the United States.
may include the following:

Such measures

on reasonable notice to ByteDance and

TikTok Inc., employees of the United States Government, as
designated by CFIUS, shall be permitted access, for purposes of
verifying compliance with this order, to all premises and
facilities of ByteDance and TikTok Inc., and any of their
respective subsidiaries, operated in furtherance of the TikTok

application located in the United States:
(i)

to inspect and copy any books, ledgers,

accounts, correspondence, memoranda, and other records and
documents in the possession or under the control of ByteDance or
TikTok Inc., or any of their respective subsidiaries, that
concern any matter relating to this order;
(ii)

to inspect or audit any information systems,

networks, hardware, software, data, communications, or property
in the possession or under the control of ByteDance or TikTok
Inc., or any of their respective subsidiaries; and
(iii)

to interview officers, employees, or agents of

ByteDance or TikTok Inc., or any of their respective
subsidiaries, concerning any matter relating to this
order.

CFIUS shall conclude its verification procedures within

90 days after the certification of divestment is provided to
CFIUS pursuant to subsection (b) of this section.
(h)

If any provision of this order, or the application of

any provision to any person or circumstances, is held to be
invalid, the remainder of this order and the application of its
other provisions to any other persons or circumstances shall not
be affected thereby.

If any provision of this order, or the

application of any provision to any person of circumstances, is
held to be invalid because of the lack of certain procedural
requirements, the relevant executive branch officials shall
implement those procedural requirements.
(i)

The Attorney General is authorized to take any

steps necessary to enforce this order.

Sec. 3.

Reservation.

I hereby reserve my authority to

issue further orders with respect to ByteDance, Musical.ly,
Musical.ly in the United States, and TikTok Inc. as shall in my
judgment be necessary to protect the national security.
Sec. 4.

Publication and Transmittal.

(a)

This order shall

be published in the Federal Register.
(b)

I hereby direct the Secretary of the Treasury to

transmit a copy of this order to the appropriate parties named in
section 1 of this order.
DONALD J. TRUMP
THE WHITE HOUSE,
August 14, 2020.
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By the authority vested in me as President by the Constitution and the laws of the
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United States of America, including the International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.) (IEEPA), the National Emergencies
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Act (50 U.S.C. 1601 et seq.), and section 301 of title 3, United States Code,
I, DONALD J. TRUMP, President of the United States of America, find that
additional steps must be taken to deal with the national emergency with respect
to the information and communications technology and services supply chain
declared in Executive Order 13873 of May 15, 2019 (Securing the Information and
Communications Technology and Services Supply Chain). Specifically, the spread
in the United States of mobile applications developed and owned by companies in
the People’s Republic of China (China) continues to threaten the national security,
foreign policy, and economy of the United States. At this time, action must be
taken to address the threat posed by one mobile application in particular, TikTok.
TikTok, a video-sharing mobile application owned by the Chinese company
ByteDance Ltd., has reportedly been downloaded over 175 million times in the
United States and over one billion times globally. TikTok automatically captures
vast swaths of information from its users, including Internet and other network
activity information such as location data and browsing and search histories. This
data collection threatens to allow the Chinese Communist Party access to
Americans’ personal and proprietary information — potentially allowing China to
track the locations of Federal employees and contractors, build dossiers of
personal information for blackmail, and conduct corporate espionage.
TikTok also reportedly censors content that the Chinese Communist Party deems
politically sensitive, such as content concerning protests in Hong Kong and
China’s treatment of Uyghurs and other Muslim minorities. This mobile
application may also be used for disinformation campaigns that benefit the
Chinese Communist Party, such as when TikTok videos spread debunked
conspiracy theories about the origins of the 2019 Novel Coronavirus.
These risks are real. The Department of Homeland Security, Transportation
Security Administration, and the United States Armed Forces have already banned
the use of TikTok on Federal Government phones. The Government of India
recently banned the use of TikTok and other Chinese mobile applications
throughout the country; in a statement, India’s Ministry of Electronics and
Information Technology asserted that they were “stealing and surreptitiously
transmitting users’ data in an unauthorized manner to servers which have
locations outside India.” American companies and organizations have begun
banning TikTok on their devices. The United States must take aggressive action
against the owners of TikTok to protect our national security.
Accordingly, I hereby order:
Section 1. (a) The following actions shall be prohibited beginning 45 days after
the date of this order, to the extent permitted under applicable law: any
transaction by any person, or with respect to any property, subject to the
jurisdiction of the United States, with ByteDance Ltd. (a.k.a. Zìjié Tiàodòng),
Beijing, China, or its subsidiaries, in which any such company has any interest, as
identified by the Secretary of Commerce (Secretary) under section 1(c) of this
order.
(b) The prohibition in subsection (a) of this section applies except to the extent
provided by statutes, or in regulations, orders, directives, or licenses that may be
issued pursuant to this order, and notwithstanding any contract entered into or
any license or permit granted before the date of this order.
(c) 45 days after the date of this order, the Secretary shall identify the transactions
subject to subsection (a) of this section.
Sec. 2. (a) Any transaction by a United States person or within the United States
that evades or avoids, has the purpose of evading or avoiding, causes a violation
of, or attempts to violate the prohibition set forth in this order is prohibited.
(b) Any conspiracy formed to violate any of the prohibitions set forth in this order
is prohibited.
Sec. 3. For the purposes of this order:
(a) the term “person” means an individual or entity;
(b) the term “entity” means a government or instrumentality of such government,
partnership, association, trust, joint venture, corporation, group, subgroup, or
other organization, including an international organization; and
(c) the term “United States person” means any United States citizen, permanent
resident alien, entity organized under the laws of the United States or any
jurisdiction within the United States (including foreign branches), or any person in
the United States.
Sec. 4. The Secretary is hereby authorized to take such actions, including
adopting rules and regulations, and to employ all powers granted to me by IEEPA
as may be necessary to implement this order. The Secretary may, consistent with
applicable law, redelegate any of these functions within the Department of
Commerce. All departments and agencies of the United States shall take all
appropriate measures within their authority to implement this order.
Sec. 5. General Provisions. (a) Nothing in this order shall be construed to impair
or otherwise affect:
(i) the authority granted by law to an executive department, agency, or the head
thereof; or
(ii) the functions of the Director of the Office of Management and Budget relating
to budgetary, administrative, or legislative proposals.
(b) This order shall be implemented consistent with applicable law and subject to
the availability of appropriations.
(c) This order is not intended to, and does not, create any right or benefit,
substantive or procedural, enforceable at law or in equity by any party against the
United States, its departments, agencies, or entities, its officers, employees, or
agents, or any other person.
DONALD J. TRUMP
THE WHITE HOUSE,
August 6, 2020.
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CFIUS Laws and Guidance
CFIUS operates pursuant to section 721 of the Defense Production Act
of 1950, as amended (section 721), and as implemented by Executive
Order 11858, as amended, and the regulations at chapter VIII of title 31
of the Code of Federal Regulations.
CFIUS legislation, regulations, executive orders, guidance, and other policy documents can be found
below.

CFIUS LEGISLATION
The authority of the President to suspend or prohibit certain transactions was initially provided by the
addition of section 721 to the Defense Production Act of 1950 by a 1988 amendment commonly known as
the Exon-Florio amendment. Section 721 was substantially revised by the Foreign Investment and National
Security Act of 2007 (FINSA), which became e!ective October 24, 2007, and the Foreign Investment Risk
Review Modernization Act of 2018 (FIRRMA), which became e!ective August 13, 2018. Section 721 of the
Defense Production Act of 1950, as amended, is codified at 50 U.S.C. 4565.
The Foreign Investment Risk Review Modernization Act of 2018 (FIRRMA)
FIRRMA FAQs
Summary of FIRRMA's Key Provisions
The Foreign Investment and National Security Act of 2007 (FINSA), Public Law No. 110-49, 121 Stat. 246
(2007).
Summary of FINSA

CFIUS REGULATIONS
In Executive Order 11858, as amended, the President directs the Secretary of the Treasury to issue
regulations implementing section 721. The regulations governing the CFIUS review process are codified at
chapter VIII of title 31 of the Code of Federal Regulations (C.F.R.).
31 C.F.R. Part 800. Prior to February 13, 2020, the regulations at 31 C.F.R. part 800 focused on
transactions that could result in foreign control of any U.S. business. E!ective February 13, 2020, the
regulations at 31 C.F.R. part 800 implement changes that FIRRMA made to CFIUS’s jurisdiction and
process, including with respect to certain non-controlling “covered investments” that a!ord a foreign
person certain access, rights, or involvement in certain types of U.S. businesses.

Provisions Pertaining to Certain Investments in the United States by Foreign Persons (31 C.F.R.
part 800)
31 C.F.R. Part 801. As authorized by FIRRMA, the regulations at 31 C.F.R. part 801 implement a pilot
program covering certain transacting involving critical technologies and for which specified actions
occurred between November 10, 2018 and February 12, 2020.

Determination and Temporary Provisions Pertaining to a Pilot Program to Review Certain
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Transactions Involving Foreign Persons and Critical Technologies (31 C.F.R. part 801)
31 C.F.R. Part 802. The regulations at 31 C.F.R. part 802 implement CFIUS’s authorities, provided
under FIRRMA, with respect to certain real estate transactions by foreign persons in the United States.
The regulations become e!ective on February 13, 2020.

Provisions Pertaining to Certain Transactions by Foreign Persons Involving Real Estate in the
United States (31 C.F.R. part 802)
Definition of "Principal Place of Business" and Subpart K to 31 C.F.R. Part 800 and 31 C.F.R. Part
802. Subpart K to 31 C.F.R. part 800 and 31 C.F.R. part 802 establishes filing fees for formal written
notices of transactions filed with CFIUS on or a"er May 1, 2020.

International Monetary
Fund

FINAL RULE: Definition of "Principal Place of Business"; Filing Fees for Notices of Certain

Multilateral
Development Banks

Persons Involving Real Estate in the United States

Macroeconomic and
Foreign Exchange
Policies of Major
Trading Partners of the
United States

Foreign Persons and Certain Transactions by Foreign Persons Involving Real Estate in the United

Investments in the United States by Foreign Persons and Certain Transactions by Foreign
(31 C.F.R. parts 800 and 802)

INTERIM RULE: Filing Fees for Notices of Certain Foreign Investments in the United States by

States (31 C.F.R. part 800 and 31 C.F.R. part 802)
Additional resources:
Final FIRRMA Regulations – Fact Sheet

Exchange Rate Analysis

Final FIRRMA Regulations – FAQs

Standards and Codes

Final FIRRMA Regulations – Press Release

Small Business
Programs
Tribal A!airs

CFIUS EXECUTIVE ORDER
Executive Order 11858, wholly amended by Executive Order 13456 on January 23, 2008, defines the
relationship among CFIUS agencies and between CFIUS and the President.
Executive Order 11858, as amended
Summary of Executive Order 11858, as amended

CFIUS GUIDANCE
The Department of the Treasury, as CFIUS chair, published Guidance Concerning the National Security
Review Conducted by CFIUS in the Federal Register on December 8, 2008.
The guidance describes the purpose and nature of the CFIUS process, how CFIUS analyzes whether a
transaction poses national security risks, national security factors identified by FINSA, and the types of
transactions that CFIUS has reviewed that have presented national security considerations.
Guidance Concerning the National Security Review Conducted by CFIUS, 73 Fed. Reg. 74567 (Dec. 8,
2008)
Summary of Guidance

HISTORICAL REFERENCES
The documents listed below are provided solely for historical reference.
Executive Orders. Executive Order 11858 was first issued in 1975 and has been amended several times
since then by the executive orders listed below. The version linked above reflects Executive Order
11858 as currently in e!ect.
Executive Order 13456 (January 23, 2008)
Executive Order 13286 (February 28, 2003)
https://home.treasury.gov/policy-issues/international/the-committee-on-foreign-investment-in-the-united-states-cfius/cfius-laws-and-guidance
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Executive Order 12860 (September 3, 1993)
Executive Order 12661 (December 27, 1988)
Executive Order 11858, as initially issued (May 7, 1975)
Regulations. The original CFIUS regulations were amended by the final rule published at 73 Fed. Reg.
70702 (Nov. 21, 2008), which implemented provisions of FINSA and became e!ective on December 22,
2008. The regulations were further amended by the interim rule published at 83 Fed. Reg. 51316
(October 11, 2018), which primarily implemented the provisions of FIRRMA that became e!ective
immediately upon that statute’s enactment.
73 Fed. Reg. 70702 (November 21, 2008)
83 Fed. Reg. 51316 (October 11, 2018)
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The Committee on Foreign Investment in
the United States (CFIUS)
CFIUS is an interagency committee authorized to review certain
transactions involving foreign investment in the United States and
certain real estate transactions by foreign persons, in order to
determine the e!ect of such transactions on the national security of
the United States.
CFIUS operates pursuant to section 721 of the Defense Production Act of 1950, as amended (section 721),
and as implemented by Executive Order 11858, as amended, and the regulations at chapter VIII of title 31 of
the Code of Federal Regulations.

THE FOREIGN INVESTMENT RISK REVIEW MODERNIZATION ACT OF
2018 (FIRRMA)
FIRRMA was signed into law on August 13, 2018. FIRRMA strengthens and modernizes CFIUS to address
national security concerns more e!ectively, including by broadening the authorities of the President and
CFIUS to review and to take action to address any national security concerns arising from certain non-

The Committee on
Foreign Investment
in the United States
(CFIUS)

controlling investments and real estate transactions involving foreign persons.

FIRRMA REGULATIONS

CFIUS Overview

On January 13, 2020, the Department of the Treasury released two final regulations to implement the

CFIUS Contact
Information

changes that FIRRMA made to CFIUS’s jurisdiction and processes. The regulations, which were released

CFIUS Laws and
Guidance

information can be found on the CFIUS Laws and Guidance page.

CFIUS Monitoring and
Enforcement
CFIUS Filing Fees
CFIUS Case Management
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Voluntary Notice Filing
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Declaration Submission
Instructions (Part 800)
CFIUS Pilot Program
Instructions (Part 801)

in two parts, became effective on February 13, 2020. The full language of FIRRMA and related

FINAL RULE ON MANDATORY DECLARATIONS FOR CERTAIN
FOREIGN INVESTMENT TRANSACTIONS INVOLVING CRITICAL
TECHNOLOGIES (SEPTEMBER 2020)
The Department of the Treasury issued a final rule that modifies the mandatory declaration provision for certain foreign
investment transactions involving a U.S. business that produces, designs, tests, manufactures, fabricates, or develops
one or more critical technologies. The final rule also makes amendments to the definition of the term “substantial
interest” and a related provision, and makes one technical revision.

Provisions Pertaining to Certain Investments in the United States by Foreign Persons (31
C.F.R. part 800 )

CFIUS Real Estate
Instructions (Part 802)

SUBMISSION INFORMATION

CFIUS Excepted Foreign
States

On May 20, 2020, CFIUS released a new Case Management System (CMS), which allows easy
submission of all transaction-related information through a secure online portal. As of June 1, the CMS
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or 802. Additional resources, including instructions to register for the CMS, are available on the CFIUS

PAY.GOV INTEGRATION WITH CMS FOR FILING FEE PAYMENTS
On August 9, 2020, pay.gov was integrated with the CFIUS Case Management System (CMS) for
payment of CFIUS filing fees. This integration allows users to directly access pay.gov from the CMS portal
and will pre-populate pay.gov with required information.

CONTACT INFORMATION
Please see the CFIUS Contacts page for email addresses and telephone numbers to reach Department of
the Treasury staff for CFIUS-related matters.

CONFIDENTIALITY
Section 721 of the Defense Production Act of 1950, as amended, mandates confidentiality protections with
respect to information filed with the Committee. It prohibits the Committee from publicly disclosing any
information filed with the Committee, subject to limited exceptions. Information and documentary
material filed with the Committee are also exempt from disclosure under the Freedom of Information Act, 5
U.S.C. § 552. Consistent with section 721, the Committee does not publicly confirm or deny that a
transaction has been notified to CFIUS. If the parties themselves publicly disclose documentary material or
information filed with CFIUS, such documentary material or information may subsequently be reflected in

Small Business
Programs

the public statements of the Chairperson of CFIUS.
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MoneyGram And Ant Financial Announce
Termination Of Amended Merger Agreement

Investor Relations
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DALLAS and HANGZHOU, China, Jan. 2, 2018 /PRNewswire/ -- MoneyGram (NASDAQ: MGI) and Ant Financial
Services Group today announced that they have mutually agreed to terminate their Amended Merger Agreement
following the inability of the companies to obtain the required approval for the transaction from the Committee on
Foreign Investment in the United States ("CFIUS"), despite extensive efforts to address the Committee's concerns.
MoneyGram and Ant Financial also announced that they plan to work together on new strategic initiatives in the
remittance and digital payments markets that will help each company achieve its objective of enabling consumers
around the world to enjoy better money transfer services.
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Alex Holmes, Chief Executive Officer of MoneyGram, said, "The geopolitical environment has changed considerably
since we first announced the proposed transaction with Ant Financial nearly a year ago. Despite our best efforts to
work cooperatively with the U.S. government, it has now become clear that CFIUS will not approve this merger. We
are disappointed in the termination of this compelling transaction, which would have created significant value for our
stakeholders. The MoneyGram Board and management team greatly appreciate the significant time and energy that
so many of our colleagues have devoted to trying to complete the transaction."
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Under the new strategic business cooperation, MoneyGram and Ant Financial will explore and develop initiatives to
bring together their capabilities in remittance and digital payments to provide their respective customers with userfriendly, rapid-response and low-cost money transfer services into China, India and the Philippines, among other
Asian markets, as well as in the U.S. and other key regions around the world.
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Mr. Holmes continued, "While we are disappointed by this outcome, we are confident in the future of MoneyGram
and are excited about the benefits of our future cooperation with Ant Financial. By increasing access to digitally
enabled customer wallets on the receiving side, we will be able to reduce distribution costs and improve transaction
processing time. Together with Ant Financial, we hope to be the preferred money transfer option globally, and we
look forward to bringing the considerable benefits of this collaboration to all of our stakeholders, including
stockholders, customers, agents and employees."
Doug Feagin, President of Ant Financial International, said, "We remain excited and encouraged about Ant
Financial's future prospects around the world as we continue to establish new partnerships and pursue opportunities
that bring innovative services to our ecosystem. Establishing this new strategic cooperation with MoneyGram will
add a partner with global remittance capabilities to our ecosystem and, while Ant Financial won't have a direct
ownership relationship with MoneyGram, we look forward to working closely with the MoneyGram team to make our
platform even more accessible - particularly to unbanked and underserved communities globally - and create even
better experiences for our customers."
As previously announced on April 16, 2017, MoneyGram and Ant Financial entered into an amended merger
agreement under which Ant Financial would acquire all of the outstanding shares of MoneyGram for $18.00 per
share in cash. In accordance with the Merger Agreement, simultaneous with termination of the agreement, Ant
Financial paid MoneyGram a $30 million termination fee.
MoneyGram will provide additional financial and operational information during its fourth quarter 2017 earnings call.
About MoneyGram
MoneyGram is a global provider of innovative money transfer services and is recognized worldwide as a financial
connection to friends and family. Whether online, or through a mobile device, at a kiosk or in a local store, we
connect consumers any way that is convenient for them. We also provide bill payment services, issue money orders
and process official checks in select markets. More information about MoneyGram International, Inc. is available at
moneygram.com.
About Ant Financial
Ant Financial Services Group is focused on serving small and micro enterprises, as well as individuals. Ant Financial
is dedicated to bringing the world more equal opportunities through building a technology-driven open ecosystem
and working with other financial institutions to support the future financial needs of society. Businesses operated by
Ant Financial Services Group include Alipay, Ant Fortune, Zhima Credit and MYbank.
For more information on Ant Financial, please visit our website at www.antfin.com; or follow us on Twitter
@AntFinancial.
Forward-Looking Statements
This press release contains forward‐looking statements, which may include projections of future results of
operations, financial condition or business prospects. Actual results of operations, financial condition or business
prospects may differ from those expressed or implied in these forward‐looking statements for a variety of reasons,
including but not limited to the ability of MoneyGram and Ant Financial to successfully bring together and market to
customers capabilities in remittance and digital payments or realize material benefits from their strategic cooperation
efforts, the possibility of adverse impacts resulting from the termination of the merger agreement with Alipay (UK)
Limited, market demand, global economic conditions, adverse industry conditions, legal proceedings, the ability to
effectively identify and enter into new markets, governmental regulation, the ability to retain management and other
personnel, and other economic, business or competitive factors. Additional information concerning factors that could
cause results to differ materially from those in the forward-looking statements is contained from time to time in
MoneyGram'sSEC filings. The forward‐looking statements in this release reflect the current belief of MoneyGram as
of the date of this release. MoneyGram undertakes no obligation to update these forward‐looking statements for
events or circumstances that occur subsequent to such date.
MoneyGram Contact
Investor Relations:
Suzanne Rosenberg
214-979-1400
ir@moneygram.com
Media Relations:
Michelle Buckalew
+1 214-979-1418
media@moneygram.com
Michael Freitag / Joseph Sala / Viveca Tress
Joele Frank, Wilkinson Brimmer Katcher
Phone: +1 212-355-4449
Ant Financial Contact
USA: Sard Verbinnen & Co
Paul Kranhold / Reze Wong / Andrew Duberstein
+1 415 618 8750 / +1 212 687 8080
pkranhold@sardverb.com / rwong@sardverb.com / aduberstein@sardverb.com
China: Sard Verbinnen & Co
Rick Carew / Yin Ai
+852 3899 6630
rcarew@sardverb.com / yai@sardverb.com

View original content with multimedia:"http://www.prnewswire.com/news-releases/moneygram-and-antfinancial-announce-termination-of-amended-merger-agreement-300576618.html
SOURCE MoneyGram
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TikTok Divestment Deal

Statement on the Administration's Executive Order - Newsroom | TikTok
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Statement on the
Administration's
Executive Order
TikTok is a community full of creativity and passion, a home that brings joy to families and
meaningful careers to creators. And we are building this platform for the long term. TikTok
will be here for many years to come.
We are shocked by the recent Executive Order, which was issued without any due process.
For nearly a year, we have sought to engage with the US government in good faith to
provide a constructive solution to the concerns that have been expressed. What we
encountered instead was that the Administration paid no attention to facts, dictated terms
of an agreement without going through standard legal processes, and tried to insert itself
into negotiations between private businesses.
We made clear our intentions to work with the appropriate officials to devise a solution to
benefit our users, creators, partners, employees, and the broader community in the United
States. There has been, and continues to be, no due process or adherence to the law. The
text of the decision makes it plain that there has been a reliance on unnamed "reports"
with no citations, fears that the app "may be" used for misinformation campaigns with no
substantiation of such fears, and concerns about the collection of data that is industry
standard for thousands of mobile apps around the world. We have made clear that TikTok
has never shared user data with the Chinese government, nor censored content at its
request. In fact, we make our moderation guidelines and algorithm source code available
in our Transparency Center, which is a level of accountability no peer company has
committed to. We even expressed our willingness to pursue a full sale of the US business to
an American company.
This Executive Order risks undermining global businesses' trust in the United States'
commitment to the rule of law, which has served as a magnet for investment and spurred
decades of American economic growth. And it sets a dangerous precedent for the
concept of free expression and open markets. We will pursue all remedies available to us
in order to ensure that the rule of law is not discarded and that our company and our
users are treated fairly – if not by the Administration, then by the US courts.
We want the 100 million Americans who love our platform because it is your home for
expression, entertainment, and connection to know: TikTok has never, and will never,
waver in our commitment to you. We prioritize your safety, security, and the trust of our
community – always. As TikTok users, creators, partners, and family, you have the right to
express your opinions to your elected representatives, including the White House. You
have the right to be heard.

https://newsroom.tiktok.com/en-us/tiktok-responds

Page 1 of 3

TikTok’s Version of Term Sheet as of 9/22/20

Step 1: Pre-Merger
Bytedance, Ltd.
China HQ

TikTok Global
100% Bytedance
US HQ
U

$60 B pre-money valuation

Step 2 Merger Investment
Bytedance, Ltd.

TikTok Global
80% Bytedance
12.5% Oracle
7.5% Walmart

Bytedance Ltd. Board:
Zhang Yiming
William Ford (General Atlantic)
Arthur Dantchik (Susquehanna) Phillipe Laffont (Coatue)
Neil Shen (Sequoia China)

TikTok Global Board:
Zhang Yiming
William Ford (General Atlantic)
Arthur Dantchik (Susquehanna) Phillipe Laffont (Coatue)
Neil Shen (Sequoia China)
Doug McMillon (CEO Walmart)

--Oracle pays $7.5 billion
--Walmart pays $4.32 billion
--$72 B post-money valuation
Other issues:
$5 B “education” fund
No transfer of tech to Oracle

$5 B “tax” payment to US
Oracle may “check the source code of TikTok US”

TikTok’s Version of Term Sheet as of 9/22/20
US Version of the Deal
Oracle and Walmart own 20%, with another 33% owned by existing Bytedance U.S. based
investors, presumably General Atlantic. Unclear if this is new money, or shares Bytedance
investors are entitled to through pre-money ownership of Bytedance parent. Sequoia and
General Atlantic already own approximately 40% of Bytedance Ltd.
“Four out of five board members of TikTok Global will be Americans”. Based on TikTok’s
statement, there appear to be six board members, at least four of whom will be Americans.
Bytedance retains approximately 36% of TikTok Global, with 20% owned by Zhang.
Both Walmart and Oracle have said they would “possess” TikTok’s code according to reports.
President Trump has said that Walmart and Oracle would control the US company.
Future Events
IPO within a year. Unclear which company is to be registered Bytedance, TikTok Global or
another.
Will issuer comply with Sarbanes Oxley (especially disclosure of work papers as required by Sec.
106) or refuse to comply? Will issuer be barred from registering shares or eventually delisted
under Holding Foreign Companies Accountable Act, if passed?

Public Company Accounting Oversight Board, SOX
and Holding Foreign Companies Accountable Act
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China-Related Access Challenges
The Sarbanes-Oxley Act and the PCAOB's related rules impose obligations—consistently
and in the same manner—on all PCAOB-registered firms that elect to perform audit work
for public companies. Those obligations do not change based on the location of the firm or

Data About our China-Related
Access Challenges

the public company being audited. Those obligations include providing complete and
timely access for PCAOB inspections and investigations, bedrock functions of the
PCAOB's statutory mandate and mission.
We remain concerned about our lack of access in China and will continue to pursue
available options to support the interests of investors and the public interest through the
preparation of informative, accurate, and independent audit reports.
We work collaboratively with audit regulators in other jurisdictions. To build those
collaborative, working relationships, we have accommodated the specific legal
requirements of individual jurisdictions. We have done so, however, without altering core
principles fundamental to our statutory mandate and without sacrificing investor
protection. In jurisdictions where PCAOB-registered audit firms operate, we have, either
directly or together with other regulators, established arrangements that implement these
core principles:
1. the ability to conduct inspections and investigations consistent with our mandate;
2. the ability to select the audit work and potential violations to be examined; and
3. access to firm personnel, audit work papers, and other information or documents
deemed relevant by our teams.
We—and therefore investors—have benefited from our international counterparts'
cooperation on each of these principles.

Audits in Mainland China and Hong Kong
In the eighteen month period ended June 30, 2020, 17 PCAOB-registered firms in
mainland China and Hong Kong signed audit reports for 202 public companies with a
combined global market capitalization (U.S. and non-U.S. exchanges) of approximately
$1.8 trillion. The ten largest of these companies have a combined market capitalization of
approximately $1.3 trillion. It is not possible to estimate the exposure of U.S. institutional
and retail investors to these companies with precision for various reasons, including
because U.S. and non-U.S. investors may gain exposure to these companies through
U.S. and non-U.S. transactions and holdings. As a reference point, we note that, for the
ten largest of these companies, the average value of shares traded [1] for each company
on U.S. exchanges ranged from approximately 3% to 100% of the combined average
value of shares traded in the US, Hong Kong and China, and, on a combined basis,
trading value on U.S. exchanges was approximately 74%. In addition, certain Chinese
and Hong Kong firms perform audit work, commonly known as referred work, related to
the mainland-based operations of other public companies whose principal, signing auditor
is outside of China.
The PCAOB spent significant time and resources negotiating a Memorandum of
Understanding (MOU) with the Chinese authorities for enforcement cooperation.
Unfortunately, since signing the MOU in 2013, Chinese cooperation has not been
sufficient for the PCAOB to obtain timely access to relevant documents and testimony
necessary to carry out our mission consistent with the core principles identified above, nor
have consultations undertaken through the MOU resulted in improvements.
We continue to address these issues with Chinese regulators, and whether we will obtain
equivalent access remains an open issue.
We encourage investors and others to review the following links:
List of Public Companies and Auditors Affected by Local Authorities' Denial of
Access to PCAOB
Emerging Market Investments Entail Significant Disclosure, Financial Reporting and
Other Risks; Remedies are Limited
Statement on the Vital Role of Audit Quality and Regulatory Access to Audit and
Other Information Internationally—Discussion of Current Information Access
Challenges with Respect to U.S.-listed Companies with Significant Operations in
China
Staff Q&A: Audits of Mainland China Issuers by Registered Firms Outside of
Mainland China

Data About our China-Related Access Challenges

[1]

Daily trading value in the common stock for each issuer was calculated using the

closing price multiplied by the number of shares traded that day on each exchange
where a company’s shares are listed. Average daily trading value includes daily trading
values from July 1, 2019 to June 30, 2020. Hong Kong and China trading occurs in
Hong Kong dollar and Chinese yuan, respectively. For purposes of comparison, Hong
Kong trading values are converted from Hong Kong dollars to US dollars, and Chinese
trading values are converted from Chinese yuan to US dollars using their respective
daily closing exchange rates. Data source: Closing price, number of shares traded and
exchange rates were obtained from S&P Capital IQ.
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116 STAT. 764

PUBLIC LAW 107–204—JULY 30, 2002
care should have known, of such suspension or bar, to
permit such an association, without the consent of the
Board or the Commission.
(d) REPORTING OF SANCTIONS.—
(1) RECIPIENTS.—If the Board imposes a disciplinary sanction, in accordance with this section, the Board shall report
the sanction to—
(A) the Commission;
(B) any appropriate State regulatory authority or any
foreign accountancy licensing board with which such firm
or person is licensed or certified; and
(C) the public (once any stay on the imposition of
such sanction has been lifted).
(2) CONTENTS.—The information reported under paragraph
(1) shall include—
(A) the name of the sanctioned person;
(B) a description of the sanction and the basis for
its imposition; and
(C) such other information as the Board deems appropriate.
(e) STAY OF SANCTIONS.—
(1) IN GENERAL.—Application to the Commission for review,
or the institution by the Commission of review, of any disciplinary action of the Board shall operate as a stay of any such
disciplinary action, unless and until the Commission orders
(summarily or after notice and opportunity for hearing on the
question of a stay, which hearing may consist solely of the
submission of affidavits or presentation of oral arguments) that
no such stay shall continue to operate.
(2) EXPEDITED PROCEDURES.—The Commission shall establish for appropriate cases an expedited procedure for consideration and determination of the question of the duration of
a stay pending review of any disciplinary action of the Board
under this subsection.

15 USC 7216.

SEC. 106. FOREIGN PUBLIC ACCOUNTING FIRMS.

(a) APPLICABILITY TO CERTAIN FOREIGN FIRMS.—
(1) IN GENERAL.—Any foreign public accounting firm that
prepares or furnishes an audit report with respect to any issuer,
shall be subject to this Act and the rules of the Board and
the Commission issued under this Act, in the same manner
and to the same extent as a public accounting firm that is
organized and operates under the laws of the United States
or any State, except that registration pursuant to section 102
shall not by itself provide a basis for subjecting such a foreign
public accounting firm to the jurisdiction of the Federal or
State courts, other than with respect to controversies between
such firms and the Board.
(2) BOARD AUTHORITY.—The Board may, by rule, determine
that a foreign public accounting firm (or a class of such firms)
that does not issue audit reports nonetheless plays such a
substantial role in the preparation and furnishing of such
reports for particular issuers, that it is necessary or appropriate, in light of the purposes of this Act and in the public
interest or for the protection of investors, that such firm (or
class of firms) should be treated as a public accounting firm
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PUBLIC LAW 107–204—JULY 30, 2002

116 STAT. 765

(or firms) for purposes of registration under, and oversight
by the Board in accordance with, this title.
(b) PRODUCTION OF AUDIT WORKPAPERS.—
(1) CONSENT BY FOREIGN FIRMS.—If a foreign public
accounting firm issues an opinion or otherwise performs material services upon which a registered public accounting firm
relies in issuing all or part of any audit report or any opinion
contained in an audit report, that foreign public accounting
firm shall be deemed to have consented—
(A) to produce its audit workpapers for the Board
or the Commission in connection with any investigation
by either body with respect to that audit report; and
(B) to be subject to the jurisdiction of the courts of
the United States for purposes of enforcement of any
request for production of such workpapers.
(2) CONSENT BY DOMESTIC FIRMS.—A registered public
accounting firm that relies upon the opinion of a foreign public
accounting firm, as described in paragraph (1), shall be
deemed—
(A) to have consented to supplying the audit
workpapers of that foreign public accounting firm in
response to a request for production by the Board or the
Commission; and
(B) to have secured the agreement of that foreign public
accounting firm to such production, as a condition of its
reliance on the opinion of that foreign public accounting
firm.
(c) EXEMPTION AUTHORITY.—The Commission, and the Board,
subject to the approval of the Commission, may, by rule, regulation,
or order, and as the Commission (or Board) determines necessary
or appropriate in the public interest or for the protection of investors, either unconditionally or upon specified terms and conditions
exempt any foreign public accounting firm, or any class of such
firms, from any provision of this Act or the rules of the Board
or the Commission issued under this Act.
(d) DEFINITION.—In this section, the term ‘‘foreign public
accounting firm’’ means a public accounting firm that is organized
and operates under the laws of a foreign government or political
subdivision thereof.
SEC. 107. COMMISSION OVERSIGHT OF THE BOARD.

15 USC 7217.

(a) GENERAL OVERSIGHT RESPONSIBILITY.—The Commission
shall have oversight and enforcement authority over the Board,
as provided in this Act. The provisions of section 17(a)(1) of the
Securities Exchange Act of 1934 (15 U.S.C. 78q(a)(1)), and of section
17(b)(1) of the Securities Exchange Act of 1934 (15 U.S.C. 78q(b)(1))
shall apply to the Board as fully as if the Board were a ‘‘registered
securities association’’ for purposes of those sections 17(a)(1) and
17(b)(1).
(b) RULES OF THE BOARD.—
(1) DEFINITION.—In this section, the term ‘‘proposed rule’’
means any proposed rule of the Board, and any modification
of any such rule.
(2) PRIOR APPROVAL REQUIRED.—No rule of the Board shall
become effective without prior approval of the Commission in
accordance with this section, other than as provided in section
103(a)(3)(B) with respect to initial or transitional standards.
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Exhibit 12.1
Certification by the Principal Executive Officer
Pursuant to Section 302 of the Sarbanes-Oxley Act of 2002
I, Daniel Yong Zhang, Chief Executive Officer of Alibaba Group Holding Limited (the “Company”), certify that:
1.

I have reviewed this annual report on Form 20-F of the Company;

2.

Based on my knowledge, this report does not contain any untrue statement of a material fact or omit to state a material fact necessary to
make the statements made, in light of the circumstances under which such statements were made, not misleading with respect to the period
covered by this report;

3.

Based on my knowledge, the financial statements, and other financial information included in this report, fairly present in all material
respects the financial condition, results of operations and cash flows of the Company as of, and for, the periods presented in this report;

4.

The Company’s other certifying officer and I are responsible for establishing and maintaining disclosure controls and procedures (as
defined in Exchange Act Rules 13a-15(e) and 15d-15(e)) and internal control over financial reporting (as defined in Exchange Act
Rule 13a-15(f) and 15d-15(f)) for the Company and have:

5.

a.

designed such disclosure controls and procedures, or caused such disclosure controls and procedures to be designed under our
supervision, to ensure that material information relating to the Company, including its consolidated subsidiaries, is made known to us
by others within those entities, particularly during the period in which this report is being prepared;

b.

designed such internal control over financial reporting, or caused such internal control over financial reporting to be designed under
our supervision, to provide reasonable assurance regarding the reliability of financial reporting and the preparation of financial
statements for external purposes in accordance with generally accepted accounting principles;

c.

evaluated the effectiveness of the Company’s disclosure controls and procedures and presented in this report our conclusions about the
effectiveness of the disclosure controls and procedures, as of the end of the period covered by this report based on such evaluation; and

d.

disclosed in this report any change in the Company’s internal control over financial reporting that occurred during the period covered
by the annual report that has materially affected, or is reasonably likely to materially affect, the Company’s internal control over
financial reporting; and

The Company’s other certifying officer and I have disclosed, based on our most recent evaluation of internal control over financial
reporting, to the Company’s auditors and the audit committee of the Company’s board of directors (or persons performing the equivalent
functions):
a.

all significant deficiencies and material weaknesses in the design or operation of internal control over financial reporting which are
reasonably likely to adversely affect the Company’s ability to record, process, summarize and report financial information; and

b.

any fraud, whether or not material, that involves management or other employees who have a significant role in the Company’s
internal control over financial reporting.

Dated:

July 9, 2020

By:

/s/ Daniel Yong Zhang
Name: Daniel Yong Zhang
Title: Chairman and Chief Executive Officer

Exhibit 12.2
Certification by the Principal Financial Officer
Pursuant to Section 302 of the Sarbanes-Oxley Act of 2002
I, Maggie Wei Wu, Chief Financial Officer of Alibaba Group Holding Limited (the “Company”), certify that:
1.

I have reviewed this annual report on Form 20-F of the Company;

2.

Based on my knowledge, this report does not contain any untrue statement of a material fact or omit to state a material fact necessary to
make the statements made, in light of the circumstances under which such statements were made, not misleading with respect to the period
covered by this report;

3.

Based on my knowledge, the financial statements, and other financial information included in this report, fairly present in all material
respects the financial condition, results of operations and cash flows of the Company as of, and for, the periods presented in this report;

4.

The Company’s other certifying officer and I are responsible for establishing and maintaining disclosure controls and procedures (as
defined in Exchange Act Rules 13a-15(e) and 15d-15(e)) and internal control over financial reporting (as defined in Exchange Act
Rule 13a-15(f) and 15d-15(f)) for the Company and have:

5.

a.

designed such disclosure controls and procedures, or caused such disclosure controls and procedures to be designed under our
supervision, to ensure that material information relating to the Company, including its consolidated subsidiaries, is made known to us
by others within those entities, particularly during the period in which this report is being prepared;

b.

designed such internal control over financial reporting, or caused such internal control over financial reporting to be designed under
our supervision, to provide reasonable assurance regarding the reliability of financial reporting and the preparation of financial
statements for external purposes in accordance with generally accepted accounting principles;

c.

evaluated the effectiveness of the Company’s disclosure controls and procedures and presented in this report our conclusions about the
effectiveness of the disclosure controls and procedures, as of the end of the period covered by this report based on such evaluation; and

d.

disclosed in this report any change in the Company’s internal control over financial reporting that occurred during the period covered
by the annual report that has materially affected, or is reasonably likely to materially affect, the Company’s internal control over
financial reporting; and

The Company’s other certifying officer and I have disclosed, based on our most recent evaluation of internal control over financial
reporting, to the Company’s auditors and the audit committee of the Company’s board of directors (or persons performing the equivalent
functions):
a.

all significant deficiencies and material weaknesses in the design or operation of internal control over financial reporting which are
reasonably likely to adversely affect the Company’s ability to record, process, summarize and report financial information; and

b.

any fraud, whether or not material, that involves management or other employees who have a significant role in the Company’s
internal control over financial reporting.

Dated:

July 9, 2020

By:

/s/ Maggie Wei Wu
Name: Maggie Wei Wu
Title: Chief Financial Officer

Exhibit 13.1
Certification by the Principal Executive Officer
Pursuant to Section 906 of the Sarbanes-Oxley Act of 2002
I, Daniel Yong Zhang, Chairman and Chief Executive Officer of Alibaba Group Holding Limited (the “Company”), hereby certify, pursuant to
18 U.S.C. Section 1350, as adopted pursuant to Section 906 of the Sarbanes-Oxley Act of 2002, that to the best of my knowledge:
a.

the Company’s annual report on Form 20-F for the fiscal year ended March 31, 2020 (the “Report”) fully complies with the
requirements of Section 13(a) or 15(d) of the Securities Exchange Act of 1934; and

b.

the information contained in the Report fairly presents, in all material respects, the financial condition and results of operations of the
Company for the periods presented therein.

Dated:

July 9, 2020

By:

/s/ Daniel Yong Zhang
Name: Daniel Yong Zhang
Title: Chairman and Chief Executive Officer

Exhibit 13.2
Certification by the Principal Financial Officer
Pursuant to Section 906 of the Sarbanes-Oxley Act of 2002
I, Maggie Wei Wu, Chief Financial Officer of Alibaba Group Holding Limited (the “Company”), hereby certify, pursuant to 18 U.S.C.
Section 1350, as adopted pursuant to Section 906 of the Sarbanes-Oxley Act of 2002, that to the best of my knowledge:
a.

the Company’s annual report on Form 20-F for the fiscal year ended March 31, 2020 (the “Report”) fully complies with the
requirements of Section 13(a) or 15(d) of the Securities Exchange Act of 1934; and

b.

the information contained in the Report fairly presents, in all material respects, the financial condition and results of operations of the
Company for the periods presented therein.

Dated:

July 9, 2020

By:

/s/ Maggie Wei Wu
Name: Maggie Wei Wu
Title: Chief Financial Officer

Exhibit 15.1
CONSENT OF INDEPENDENT REGISTERED PUBLIC ACCOUNTING FIRM
We hereby consent to the incorporation by reference in the Registration Statements on Form S-8 (No. 333-199133, No. 333214595, No. 333-219292, No. 333-226521 and No. 333-233794) and Form F-3 (No. 333-221742 and 333-234662) of Alibaba Group
Holding Limited of our report dated July 9, 2020 relating to the financial statements and the effectiveness of internal control over
financial reporting, which appears in this Form 20-F.
/s/ PricewaterhouseCoopers
PricewaterhouseCoopers
Hong Kong, July 9, 2020

Exhibit 15.2

FANGDA PARTNERS
上海 Shanghai·北京 Beijing·深圳 Shenzhen·香港 Hong Kong 广州 Guangzhou
http://www.fangdalaw.com

中国北京市朝阳区光华路1号
北京嘉里中心北楼27层
邮政编码：100020

电子邮件E-mail:
电 话Tel.:
传 真Fax:

email@fangdalaw.com
86-10-5769-5600
86-10-5769-5788

27/F, North Tower, Beijing Kerry Centre
1 Guanghua Road, Chaoyang District
Beijing 100020, PRC
July 9, 2020
Alibaba Group Holding Limited
c/o Alibaba Group Services Limited
26/F Tower One, Times Square
1 Matheson Street, Causeway Bay
Hong Kong
Dear Sirs,
We consent to the references to our firm under “Item 3. Key Information—D. Risk Factors—Risks Related to our
Corporate Structure—If the PRC government deems that the contractual arrangements in relation to our variable interest
entities do not comply with PRC governmental restrictions on foreign investment, or if these regulations or the interpretation
of existing regulations changes in the future, we could be subject to penalties or be forced to relinquish our interests in those
operations”, “Item 4. Information on the Company—C. Organizational Structure—Contracts that Enable Us to Receive
Substantially All of the Economic Benefits from the Variable Interest Entities, which would materially and adversely affect
our business, financial results and the trading price of our ADSs and/or Shares”, “Item 6. Directors, Senior Management and
Employees—B. Compensation—Employment Agreements” and “Item 10. Additional Information—E. Taxation” in Alibaba
Group Holding Limited’s Annual Report on Form 20-F for the year ended March 31, 2020 (the “Annual Report”), which is
filed with the Securities and Exchange Commission (the “SEC”) on July 9, 2020. We also consent to the filing with the SEC
of this consent letter as an exhibit to the Annual Report.
In giving such consent, we do not thereby admit that we come within the category of persons whose consent is
required under Section 7 of the Securities Act of 1933, or under the Securities Exchange Act of 1934, in each case, as
amended, or the regulations promulgated thereunder.
Yours faithfully,
/s/ Fangda Partners
Fangda Partners

Exhibit 15.3
Our ref

MHY/604743-000001/17848564v1

Alibaba Group Holding Limited
c/o Alibaba Group Services Limited
26/F Tower One, Times Square
1 Matheson Street, Causeway Bay
Hong Kong
9 July, 2020
Alibaba Group Holding Limited

We have acted as legal advisors as to the laws of the Cayman Islands to Alibaba Group Holding Limited, an exempted
limited liability company incorporated in the Cayman Islands (the "Company"), in connection with the filing by the
Company with the United States Securities and Exchange Commission of an annual report on Form 20-F for the fiscal
year ended March 31, 2020.
We hereby consent to the reference of our name under the heading "Item 10. Additional Information E. Taxation –
Cayman Islands Taxation" in the Form 20-F.
Yours faithfully
/s/ Maples and Calder (Hong Kong) LLP
Maples and Calder (Hong Kong) LLP
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issuers to disclose to the Securities and Exchange Commission information regarding foreign jurisdictions that
prevent the Public Company Accounting Oversight Board
from performing inspections under that Act, and for
other purposes.

2
1

Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,
3
4

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘‘Holding Foreign Com-

5 panies Accountable Act’’.
6
7

SEC. 2. DISCLOSURE REQUIREMENT.

Section 104 of the Sarbanes-Oxley Act of 2002 (15

8 U.S.C. 7214) is amended by adding at the end the fol9 lowing:
10
11

‘‘(i) DISCLOSURE REGARDING FOREIGN JURISDICTIONS

THAT PREVENT INSPECTIONS.—

12

‘‘(1) DEFINITIONS.—In this subsection—

13

‘‘(A) the term ‘covered issuer’ means an

14

issuer that is required to file reports under sec-

15

tion 13 or 15(d) of the Securities Exchange Act

16

of 1934 (15 U.S.C. 78m, 78o(d)); and

17

‘‘(B) the term ‘non-inspection year’ means,

18

with respect to a covered issuer, a year—

19

‘‘(i) during which the Commission

20

identifies the covered issuer under para-

21

graph (2)(A) with respect to every report

22

described in subparagraph (A) filed by the

23

covered issuer during that year; and

24

‘‘(ii) that begins after the date of en-

25

actment of this subsection.
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3
1
2

‘‘(2) DISCLOSURE

TO COMMISSION.—The

Com-

mission shall—

3

‘‘(A) identify each covered issuer that, with

4

respect to the preparation of the audit report

5

on the financial statement of the covered issuer

6

that is included in a report described in para-

7

graph (1)(A) filed by the covered issuer, retains

8

a registered public accounting firm that has a

9

branch or office that—

10

‘‘(i) is located in a foreign jurisdic-

11

tion; and

12

‘‘(ii) the Board is unable to inspect or

13

investigate completely because of a position

14

taken by an authority in the foreign juris-

15

diction described in clause (i), as deter-

16

mined by the Board; and

17

‘‘(B) require each covered issuer identified

18

under subparagraph (A) to, in accordance with

19

the rules issued by the Commission under para-

20

graph (4), submit to the Commission docu-

21

mentation that establishes that the covered

22

issuer is not owned or controlled by a govern-

23

mental entity in the foreign jurisdiction de-

24

scribed in subparagraph (A)(i).
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4
1
2

‘‘(3) TRADING

PROHIBITION AFTER 3 YEARS OF

NON-INSPECTIONS.—

3

‘‘(A) IN

GENERAL.—If

the Commission de-

4

termines that a covered issuer has 3 consecutive

5

non-inspection years, the Commission shall pro-

6

hibit the securities of the covered issuer from

7

being traded—

8

‘‘(i) on a national securities exchange;

9

or

10

‘‘(ii) through any other method that is

11

within the jurisdiction of the Commission

12

to regulate, including through the method

13

of trading that is commonly referred to as

14

the ‘over-the-counter’ trading of securities.

15

‘‘(B)

REMOVAL

OF

INITIAL

PROHIBI-

16

TION.—If,

17

hibition on a covered issuer under subpara-

18

graph (A), the covered issuer certifies to the

19

Commission that the covered issuer has re-

20

tained a registered public accounting firm that

21

the Board has inspected under this section to

22

the satisfaction of the Commission, the Com-

23

mission shall end that prohibition.

24

after the Commission imposes a pro-

‘‘(C) RECURRENCE

25

YEARS.—If,

† S 945 ES

OF

NON-INSPECTION

after the Commission ends a prohi-

5
1

bition under subparagraph (B) or (D) with re-

2

spect to a covered issuer, the Commission deter-

3

mines that the covered issuer has a non-inspec-

4

tion year, the Commission shall prohibit the se-

5

curities of the covered issuer from being trad-

6

ed—

7

‘‘(i) on a national securities exchange;

8

or

9

‘‘(ii) through any other method that is

10

within the jurisdiction of the Commission

11

to regulate, including through the method

12

of trading that is commonly referred to as

13

the ‘over-the-counter’ trading of securities.

14

‘‘(D) REMOVAL

OF SUBSEQUENT PROHIBI-

15

TION.—If,

16

ginning on the date on which the Commission

17

imposes a prohibition on a covered issuer under

18

subparagraph (C), the covered issuer certifies to

19

the Commission that the covered issuer will re-

20

tain a registered public accounting firm that

21

the Board is able to inspect under this section,

22

the Commission shall end that prohibition.

23

‘‘(4) RULES.—Not later than 90 days after the

24

date of enactment of this subsection, the Commis-

25

sion shall issue rules that establish the manner and

† S 945 ES

after the end of the 5-year period be-

6
1

form in which a covered issuer shall make a submis-

2

sion required under paragraph (2)(B).’’.

3
4

SEC. 3. ADDITIONAL DISCLOSURE.

(a) DEFINITIONS.—In this section—

5

(1) the term ‘‘audit report’’ has the meaning

6

given the term in section 2(a) of the Sarbanes-Oxley

7

Act of 2002 (15 U.S.C. 7201(a));

8
9

(2) the term ‘‘Commission’’ means the Securities and Exchange Commission;

10

(3) the term ‘‘covered form’’—

11

(A) means—

12

(i) the form described in section

13

249.310 of title 17, Code of Federal Regu-

14

lations, or any successor regulation; and

15

(ii) the form described in section

16

249.220f of title 17, Code of Federal Reg-

17

ulations, or any successor regulation; and

18

(B) includes a form that—

19

(i) is the equivalent of, or substan-

20

tially similar to, the form described in

21

clause (i) or (ii) of subparagraph (A); and

22

(ii) a foreign issuer files with the

23

Commission under the Securities Exchange

24

Act of 1934 (15 U.S.C. 78a et seq.) or

25

rules issued under that Act;

† S 945 ES

7
1

(4) the terms ‘‘covered issuer’’ and ‘‘non-inspec-

2

tion year’’ have the meanings given the terms in

3

subsection (i)(1) of section 104 of the Sarbanes-

4

Oxley Act of 2002 (15 U.S.C. 7214), as added by

5

section 2 of this Act; and

6

(5) the term ‘‘foreign issuer’’ has the meaning

7

given the term in section 240.3b–4 of title 17, Code

8

of Federal Regulations, or any successor regulation.

9

(b) REQUIREMENT.—Each covered issuer that is a

10 foreign issuer and for which, during a non-inspection year
11 with respect to the covered issuer, a registered public ac12 counting firm described in subsection (i)(2)(A) of section
13 104 of the Sarbanes-Oxley Act of 2002 (15 U.S.C. 7214),
14 as added by section 2 of this Act, has prepared an audit
15 report shall disclose in each covered form filed by that
16 issuer that covers such a non-inspection year—
17

(1) that, during the period covered by the cov-

18

ered form, such a registered public accounting firm

19

has prepared an audit report for the issuer;

20

(2) the percentage of the shares of the issuer

21

owned by governmental entities in the foreign juris-

22

diction in which the issuer is incorporated or other-

23

wise organized;

24

(3) whether governmental entities in the appli-

25

cable foreign jurisdiction with respect to that reg-

† S 945 ES

8
1

istered public accounting firm have a controlling fi-

2

nancial interest with respect to the issuer;

3

(4) the name of each official of the Chinese

4

Communist Party who is a member of the board of

5

directors of—

6

(A) the issuer; or

7

(B) the operating entity with respect to the

8

issuer; and

9

(5) whether the articles of incorporation of the

10

issuer (or equivalent organizing document) contains

11

any charter of the Chinese Communist Party, in-

12

cluding the text of any such charter.
Passed the Senate May 20, 2020.
Attest:

Secretary.
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I believe there are only two public policy issues that President Trump and Vice
President Biden agree upon: The status quo of Section 230 of the 1996
Telecommunication Act is no longer acceptable; TikTok is a threat to our cyber
and national security.
Interesting enough, these two issues are interlinked. Section 230 of the
Communications Decency Act (CDA 230) gives free reign to Internet platforms
operating in the United States to act with impunity as it relates to user generated
content. Predictably, this has led to unintended and destructive consequences. But,
left unsaid is what Big Tech doesn’t want anybody to realize – CDA 230 also
unwittingly shields China as America’s top geopolitical adversary challenges U.S.
national and economic security right here at home.
According to Bloomberg, Chinese-controlled “ByteDance/TikTok, led by Zhang Yiming, is
becoming a viable rival to the dominant American online behemoths, Facebook Inc. and
Alphabet Inc..” Last year, TikTok’s net profit was approximately $3 billion and the company
estimates that it has about 80 million monthly active users in the United States, 60% of
whom are female and 80% fall between the ages of 16 and 34. Of particular concern is that
60% of TikTok users are Gen Z, which is the largest generational cohort in American history
and will include 74 million people next year.
As a champion of free markets, I would normally be among the first to applaud an upstart
bringing a competitive “A” game to challenge dominant incumbent players no matter where
they are based. But we have learned from experience that homegrown social networking
companies like Facebook/Instagram, Google, and Twitter exert dominant and controversial
influence in U.S. public policy debates – what sort of foreign influence should we expect
TikTok to exert on this year’s election.
Lately, I’ve found myself asking should I really be concerned?
A recent article by Larry Magid was the tipping point for me in this debate. The headline of
the article was, “How A 51-Year-Old Grandmother and Thousands of Teens Used TikTok to
Derail A Trump Rally & Maybe Save Lives.” Magid lays out the series of events illustrating
how attendance at a Trump rally was manipulated by a viral video of a grandmother from
Iowa. It sounds innocent enough until you realize that the inflated numbers of expected
attendees started when fans of K-pop, the popular Korean music genre, ordered free rally
tickets from the Trump campaign with no intention of actually attending. Next, according to
the article, the “grandmother from Iowa” posted a video on TikTok urging her mostly young
viewers to “Google two phrases, ‘Juneteenth’ and ‘Black Wall Street,’” before also
suggesting that they register for two free tickets to the Trump rally. Her video post went viral
and motivated young TikTok users to request hundreds of thousands of tickets.
After reading this, I was left with a simple question: Whether Trump or Biden, doesn’t it
bother anyone else that a Chinese-controlled social network was used to interfere with an
American presidential campaign event at the same time that tensions between our two
countries are escalating? Even Vice President Biden has banned TikTok from campaign
phones and computers. As Mr. Magid’s article acknowledges, “(i)t’s long been known that
social media can have a huge impact on politics. That’s why Russia tasked a state-run
agency to flood social media with posts and ads to get Donald Trump elected.”
Two additional facts build on the story told by Magid. Another recent article, titled
“Anonymous Hackers Target TikTok: ‘Delete This Chinese Spyware Now,” states that
TikTok is “a data collection service that is thinly veiled as a social network. If there is an
API to get information on you, your contacts, or your device, they're using it.” The other fact
to connect is that the key driver for algorithms and artificial intelligence, especially when
dealing with human behavior, is vast data on human interaction. It is one of the main reasons
that Microsoft is so interested in buying TikTok.
So now we are confronted with a Chinese based “social networking” site growing more
rapidly than any homegrown US competitor and collecting more data on our youngest and
most easily influenced demographic at the same time that China, Russia, and Iran are using
social networks to undermine our democracy. Let’s not forget that this social networking site
has been proven not to be secure and agreed to pay $5.7 million to settle Federal Trade
Commission (FTC) allegations that it illegally collected personal information from children,
the largest civil penalty ever obtained by the FTC in a children’s privacy case.
But most alarming is that TikTok is protected by CDA 230 and cannot be held accountable
for the actions of its "users" even if those "users" happen to be foreign governments. For
example, if the Chinese government is leveraging TikTok for its own strategic advantage,
the US government has no recourse against TikTok for these activities. The impunity
provided by CDA 230 to TikTok, as well as Chinese and other hostile governments, directly
threatens our democratic process. Even more troubling is the fact that TikTok, along with
Facebook and other social networking sites, cannot be held responsible for illegal conduct
occurring on their platforms – even when they know about it.
Besides the potential of interfering with our elections, TikTok also continues to facilitate the
sale of illegal drugs. Below are three screenshots of illicit activity being perpetrated on
TikTok. The first two images show illegal drug sales of opioids and the other shows illegal
drug sales of steroids. Remember, TikTok’s core demographic and the intended audience for
these posts consists primarily of members of Gen Z, those born between 1995 and 2012 –
our children.
(Screenshots Provided by Eric Feinberg)

I will leave you with a quote from a recent speech at the Hudson Institute by FBI Director
Christopher Wray. He stated, “[t]he Chinese government is engaged in a broad, diverse
campaign of theft and malign influence, and it can execute that campaign with authoritarian
efficiency. They’re calculating. They’re persistent. They’re patient. And they’re not subject
to the righteous constraints of an open, democratic society or the rule of law… China, as led
by the Chinese Communist Party, is going to continue to try to misappropriate our ideas,
influence our policymakers, manipulate our public opinion, and steal our data. They will use
an all-tools and all-sectors approach—and that demands our own all-tools and all-sectors
approach in response.”
For addressing this clear and present danger, the United States must modify CDA 230 and
ensure that we have all the tools necessary to hold TikTok accountable for criminal activity
that occurs by “others” on their platform. Importantly, this includes illegal actions taken by
the Chinese government to misappropriate the site, and the massive amounts of data it
collects, in order to inflict harm on the US and its allies. Finally, we must avoid
inadvertently making this problem worse by spreading the excessively broad and antiquated
immunity of CDA 230 through trade agreements with other countries.
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Statement of Organizations Promoting a Safe, Secure, and Sustainable Internet for All
in Support of the Petition for Rulemaking
Introduction
In adding Section 230 to the Communications Act, Congress sought to encourage online
platforms to affirmatively combat harmful use of the Internet as a way of minimizing the need for
regulation. Yet as applied by the courts, Section 230 fuels victimization of the public by shielding
platforms even when they do too little—or nothing—to combat abuse of their services. If platforms
are receiving the liability protection quid without adequately providing the content moderation
quo, Section 230 is not meeting Congress’ objective.
Until Congress reforms Section 230, the FCC should do all it can to prevent platforms from
receiving liability protection when they don’t take reasonable steps to prevent their users from
harming others. With more and more commerce and communication moving from the accountable
brick-and-mortar world to the unaccountable online world, failure of both Congress and the FCC
to act would be an abdication of the government’s responsibility to protect its citizens.
Section 230 Was Meant to Encourage Affirmative Steps by Platforms
Congress inserted Section 230 into the Communications Act hoping to encourage Internet
platforms to protect children and adults from inappropriate or unwelcomed behavior online.
Congress endeavored to do so by protecting platforms from liability for moderating harmful or
undesirable content posted by their users. Thus, Section 230(c)(2) provides that:
No provider or user of an interactive computer service shall be held liable on
account of … any action voluntarily taken in good faith to restrict access to or
availability of material that the provider or user considers to be obscene, lewd,

lascivious, filthy, excessively violent, harassing, or otherwise objectionable,
whether or not such material is constitutionally protected.” 1
Congress was prompted to add Section 230 to the Communications Act by the 1995
decision in Stratton Oakmont v. Prodigy. In that case, a New York trial court ruled that because
Prodigy undertook to prevent or remove crass, harassing, and harmful posts, Prodigy could be held
accountable for one of its user’s allegedly defamatory statements that slipped through, even though
Prodigy had not been aware of the statement. 2
According to the court, Prodigy’s content moderation constituted editorial discretion. As a
result, the court concluded that Prodigy was a “publisher” under traditional libel law. Subject to
certain First Amendment protections, publishers (such as companies that produce newspapers and
books) can be held accountable for libel—even when they are unaware that the works they publish
contain statements that are defamatory—because they have control over the content. 3 By contrast,
“distributors” (such as newstands and bookstores) have no editorial control over the content they
make available, and so cannot be held accountable for libel unless they knew, or had reason to
know, that a work they distributed contains statements that are defamatory. 4
Worried that the Prodigy decision would discourage Internet platforms from moderating
content, Congress included Section 230 in the 1996 amendments to the Communications Act to
overturn the case. As the legislative history explains, “[o]ne of the specific purposes of this Section
is to overrule Stratton-Oakmont v. Prodigy and any other similar decisions which have treated
such providers and users as publishers or speakers of content that is not their own because they

1

47 U.S.C. §§ 230(c)(2), (c)(2)(A).
Stratton Oakmont v. Prodigy, 1995 WL 323710 (N.Y. Sup. Ct. May 24, 1995).
3
See W. PAGE KEETON ET AL., PROSSER AND KEETON ON TORTS § 113, at 803, 810 (5th ed.
1984).
4
See id., at 810-11.
2

2

have restricted access to objectionable material.”5 Thus, Congress intended Section 230 to prevent
platforms from being treated as “publishers or speakers” in situations where they affirmatively
“restricted access to objectionable material.”
Section 230, as Construed by the Courts, Has Failed to Meet Congress’ Objective
Despite Congress’ goal, Section 230 today does not encourage platforms to take affirmative
steps to protect the public from abuse of the platforms’ services. In fact, adding injury to insult, it
actually puts Internet uses in harm’s way. It does so because courts have ruled that Section 230
immunizes platforms against virtually any claim stemming from content originating with their
users, regardless whether they took adequate—or any—steps to combat inappropriate or
unwelcomed behavior by their users.6 Courts have come to that conclusion not based on the content
moderation safe harbor in subsection (c)(2), but by construing (c)(1), which states that “[n]o
provider or user of an interactive computer service shall be treated as the publisher or speaker of
any information provided by another information content provider.” 7
This construction has the effect of eliminating for Internet platforms the legal duty of care
that most brick-and-mortar businesses have of taking reasonable steps to prevent their services
from being used to harm others.8 Because platforms understand that they cannot be found culpable
for the harmful activity of their users, they have no legal incentive to incur costs to stop abuse.
Rather, they have an economic incentive to spend less. Some even profit—either through willful

5

TELECOMMUNICATIONS ACT OF 1996, S. Rep. 104-230, at 194 (1996) (Conf Rep.) (emphasis
added).
6
See, e.g., Zeran v. AOL, 129 F.3d 327 (4th Cir. 1997).
7
47 U.S.C. § 230(c)(1).
8
See Prepared Testimony of Neil Fried, Joint Remote Hearing on “Disinformation Online
and a Country in Crisis” before the House Energy and Commerce Subcommittees on
Communications & Technology and Consumer Protection & Commerce, at 4 (June 24, 2020),
https://digitalfrontiersadvocacy.com/6-24-20-sec-230-testimony.
3

blindness or by design—from advertising revenue, subscription fees, or the collection of valuable
data around harmful and sometimes illegal activity. No wonder, then, that we are seeing explosive
growth in the use of online platforms to perpetrate illegal acts, such as identity theft, fraud, housing
and employment discrimination, cyberattacks, sale of defective or counterfeit products,
harassment, unlawful sale of steroids, opioids and other drugs, revenge porn, distribution of child
sexual abuse materials, sale of endangered species, espionage, and terrorism.
Alarmingly, a recent study by the Internet Association suggests that 91 percent of cases
dismissed under Section 230 are dismissed pursuant to subsection (c)(1), not the subsection (c)(2)
language that protects platforms for moderating content. 9 That means that 9 out of every 10 cases
dismissed under Section 230 are not contingent on the platforms taking any steps to prevent harm
by their users. Section 230, then, is not encouraging affirmative acts by Good Samaritans, but
protecting the carelessness of Bad Samaritans—carelessness for which their brick-and-mortar
counterparts could rightfully be held accountable.
The Answer is to Require Platforms to Take Reasonable Steps to Combat Unlawful Acts
If the goal was and is to encourage platforms to affirmatively combat abuse of their
services, Section 230 should be applied in a way that immunizes Internet platforms only when they
take reasonable steps to prevent unlawful use of their services. 10

9

See Neil Fried, IA Study Shows Sec 230 Reform Would Have Impact Only Where Needed,
DIGITALFRONTIERS ADVOCACY: BLOGS & OP EDS (Aug. 3, 2020) (analyzing study by the
Internet Association of cases from the last decade and concluding that 198 out the 217 cases
dismissed under Section 230 were dismissed under subsection (c)(1)),
https://digitalfrontiersadvocacy.com/blogs-%26-op-eds-1/f/ia-study-shows-sec-230-reformwould-have-impact-only-where-needed.
10
See Testimony of Prof. Danielle Citron, Joint Hearing on “Fostering a Healthier Internet
to Protect Consumers” before the House Energy and Commerce Subcommittees on
Communications & Technology and Consumer Protection & Commerce (Oct. 16, 2019),
https://energycommerce.house.gov/sites/democrats.energycommerce.house.gov/files/documents/

4

Despite claims, this would not chill innovation or harm the growth of smaller Internet
platforms. The reasonableness standard is what applies to most other businesses, and in rendering
judgment courts factor in the size of the company, the foreseeability of the harm, and the costs of
prevention. In addition, even if a platform failed to take reasonable steps, it would lose the Section
230 shield, but not necessarily be subject to any liability. Plaintiffs would still have the burden of
making and proving a legal case.
Defining “unlawful acts” in advance would not be necessary, since courts have adequate
precedent in applying the reasonableness standard today. Requiring courts to make a finding of
specific illegal activity before a platform must take action would also be inappropriate. The whole
point of Section 230 is to promote affirmative action to avoid harm, not to require reactive
measures after the harm has occurred. Victims do not have the resources or time to bring actions
over each and every instance of abusive behavior before the platforms can be expected to take
action, and people should not be required to become victims or to continue to be victimized as a
prerequisite to platform activity.
Nor would this approach prevent Internet platforms from continuing to serve as avenues of
free expression. The reasonableness requirement would focus on illegal behavior and commerce,
not protected speech, and courts would still be beholden to the First Amendment in their decisions.
Platforms would also still have the benefit of the subsection (c)(2) safe harbor as long as they take
reasonable steps to combat unlawful behavior. That means they could continue to carry and
moderate user-generated content without liability.

Testimony_Citron.pdf; Testimony of Neil Fried, Joint Remote Hearing on “Disinformation
Online and a Country in Crisis” before the House Energy and Commerce Subcommittees on
Communications & Technology and Consumer Protection & Commerce (June 24, 2020),
https://digitalfrontiersadvocacy.com/6-24-20-sec-230-testimony.
5

Undesirable but Constitutionally Protected Speech Can Be Addressed Through Terms of Service
The First Amendment prevents the government from encroaching on free speech. It also
protects the right of Internet platforms to decide what content to carry, even if distasteful to some,
as well as what content to exclude, even if that feels discriminatory to others. As a result, the best
way to address concerns over hate-speech, bias, and fake news is likely through transparency,
enforcement of a platform’s terms of service, and application of the “good faith” language in
Section 230.
Potential users of a platform who want to know what is expected of participants—and how
alleged breaches of those expectations are to be raised, rebutted, reviewed, and remedied—can
look to a platform’s terms of service before signing up. If the platform does not live up to those
terms, a user could seek to bring a contract claim in court or an unfair or deceptive acts or practices
complaint before the FTC. Section 230 should not be an impediment to such enforcement.
Where the complaint is over a failure to take down content, Section 230(c)(1) would not
be at issue because the complaint would not be treating the platform as a publisher or speaker, but
alleging that the platform failed to honor its commitments. Nor would Section 230(c)(2) be at
issue, since the concern would not be about “restrict[ing] access.”
Where the complaint is over improper removal, Section 230(c)(1) would not be at issue
because the complaint would not be about what is published or spoken, but about what isn’t. And
Section 230(c)(2) would not be a valid defense, even though the claim would be about “restrict[ing]
access,” because the platform would arguably be in violation of the “good faith” requirement.
The FCC Has Authority Under Section 201(b) to Construe Section 230 as Outlined Above
Section 201(b) of the Communications Act provides, in relevant part, that the FCC “may
prescribe such rules and regulations as may be necessary in the public interest to carry out the

6

provisions of this chapter.”11 Section 201 resides in chapter 5 of the Communications Act, as does
Section 230.12 The U.S. Supreme Court has held that Section 201(b) grants the FCC authority to
adopt rules implementing provisions found in the Communications Act, including provisions
Congress subsequently adds to the Communications Act, such as through the Telecommunications
Act of 1996,13 which is precisely how Congress inserted Section 230. 14
In addition, in implementing Section 230, the FCC is not bound by prior court
interpretations. In fact, the Supreme Court has previously held that the FCC may adopt rules in
direct conflict with a prior court ruling, so long as the FCC’s interpretation is a reasonable
construction of ambiguous statutory language it has authority to implement. 15
The FCC can and should use this authority to construe Section 230 in a way that limits the
ability of platforms to claim immunity when they have not taken reasonable steps to combat illicit
activity by their users. Doing so would better effectuate Congress’ goal of promoting affirmative
actions by platforms to protect children and adults from harmful activity online.
Nothing in Section 230 requires the broad interpretation by prior courts that subsection
(c)(1) precludes holding platforms liable for causes of action stemming from content originating
with its users. Section 230(c)(1) says only that platforms cannot be treated as the “publisher or
speaker” of information provided by their users. It would not be unreasonable for the FCC to
conclude that holding platforms culpable for failing to stop unlawful activity by their users is not
treating the platforms like a publisher or speaker of their users’ information, but rather is just

11

47 U.S.C. § 201(b).
See 47 U.S.C. ch. 5, “Wire or Radio Communication” (including both section 201 and
section 230 in part I of subchapter II), https://www.govinfo.gov/content/pkg/USCODE-2009title47/html/USCODE-2009-title47-chap5.htm.
13
See AT&T v. Iowa Utilities Board, 525 U.S. 366, 377-78 (1999).
14
See Pub. L. No. 104–104, sec. 509, 110 Stat. 56, 137-39.
15
See NCTA v. Brand X, 545 U.S. 967 (2005).
12

7

assessing liability for a failure to meet the legal duty of care that requires most businesses to take
reasonable steps to prevent harm to their customers.
Conclusion
Internet users are increasingly being victimized by unlawful activity online that Internet
platforms could reasonably be expected to prevent, but from which they instead blindly or
intentionally collect advertising revenue, subscription fees, and valuable data. Ideally, Congress
will amend Section 230 to explicitly require platforms to take reasonable steps to combat unlawful
activity by their users as a condition of receiving Section 230’s protection. Until Congress does,
however, the FCC can do something about this growing problem. It can exercise its authority under
Section 201(b) to implement Section 230 in a way that makes clear that Section 230 does not bar
holding platforms liable under the legal duty of care that ordinarily requires businesses to prevent
harmful use of their services. Doing so would better meet Congress’ goals of promoting affirmative
acts by platforms to protect all Internet users from harmful activity online, while still upholding
Congress’s goal of promoting growth of the Internet as a forum for commerce and free expression.

Rick Lane
Online Safety and Security Advocate on behalf of the following groups and individuals
Gretchen Peters, Alliance to Counter Crime Online
Taina Bien-Aimé, Coalition Against Trafficking in Women
Donna Rice Hughes, Enough Is Enough
Marian Hatcher, Child Safety Advocate
Patrick A, Trueman, Esq., National Center on Sexual Exploitation
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Professor Penny Venetis, Director, Rutgers International Human Rights Clinic
Autumn Burris, Survivors for Solutions
Lauren Hersh, World Without Exploitation

9

House Committee on Energy and Commerce
Testimony of Tim Kendall
Thank you, Chairpersons Pallone and Schakowsky, for inviting me to speak today.
When I started working in technology, my hope was to build products that brought people
together in new and productive ways. I wanted to improve the world we all lived in.
Instead, the social media services that I and others have built over the past 15 years have
served to tear people apart with alarming speed and intensity. At the very least, we have
eroded our collective understanding—at worst, I fear we are pushing ourselves to the brink
of a civil war.
I feel ashamed by this outcome. And I am deeply concerned. And to that end, I am
compelled to talk to you about what we can do to limit further damage—and maybe even
undo some of it.
My path in technology started at Facebook where I was the first Director of Monetization. I
thought my job was to figure out the business model for the company, and presumably one
that sought to balance the needs of its stakeholders -- its advertisers, its users and its
employees. Instead, we sought to mine as much attention as humanly possible and turn into
historically unprecedented profits.
To do this, we didn’t simply create something useful and fun. We took a page from Big
Tobacco’s playbook, working to make our offering addictive at the outset.
Tobacco companies initially just sought to make nicotine more potent. But eventually that
wasn’t enough to grow the business as fast as they wanted. And so they added sugar and
menthol to cigarettes so you could hold the smoke in your lungs for longer periods. At
Facebook, we added status updates, photo tagging, and likes, which made status and
reputation primary and laid the groundwork for a teenage mental health crisis.
Allowing for misinformation, conspiracy theories, and fake news to flourish were like Big
Tobacco’s bronchodilators, which allowed the cigarette smoke to cover more surface area of
the lungs. But that incendiary content alone wasn’t enough. To continue to grow the user
base and in particular, the amount of time and attention users would surrender to Facebook,
they needed more.
Tobacco companies added ammonia to cigarettes to increase the speed with which nicotine
traveled to the brain. Extreme, incendiary content—think shocking images, graphic videos,
and headlines that incite outrage—sowed tribalism and division. And this result has been
unprecedented engagement -- and profits.

Facebook’s ability to deliver this incendiary content to the right person, at the right time, in
the exact right way... that is their ammonia.
Social media preys on the most primal parts of your brain. The algorithm maximizes your
attention by hitting you repeatedly with content that triggers your strongest emotions— it
aims to provoke, shock, and enrage.
When you see something you agree with, you feel compelled to defend it. When you see
something you don’t agree with, you feel compelled to attack it. People on the other side of
the issue have the same impulses. The cycle continues with the algorithm in the middle
happily dealing arms to both sides in an endless war of words and misinformation. All the
while, the technology is getting smarter and better at provoking a response from you.
These algorithms have brought out the worst in us. They’ve literally rewired our brains so
that we’re detached from reality and immersed in tribalism.
This is not by accident. It’s an algorithmically optimized playbook to maximize user
attention -- and profits.
And there are limited checks and balances.
In 2016, internal analysis at Facebook found 64% of all extremist group joins were due to
their own recommendation tools. Yet repeated attempts to counteract this problem were
ignored or shut down.
As you know, Section 230 of the 1996 Communications Decency Act shields Internet
companies from liability for third-party content. I can think of few industries that enjoy such
broad immunity and none that have profited so greatly from this lack of basic regulation. I’m
not a lawyer or legislator but I can't imagine where we'd be if we hadn't held tobacco
companies accountable for making so many people sick. And yet, that is what we have
allowed these companies to do. It has to change.
When it comes to misinformation, these companies hide behind the First Amendment and
say they stand for free speech. At the same time, their algorithms continually choose whose
voice is actually heard. In truth, it is not free speech they revere. Instead, Facebook and their
cohorts worship at the altar of engagement and cast all other concerns aside, raising the
voices of division, anger, hate and misinformation to drown out the voices of truth, justice,
morality, and peace.

When it comes to spreading extremist views and propaganda, these services have content
moderation tools—but the tools can never seem to keep up, despite these companies having
billions of dollars at their disposal.
Without accountability for the platforms, we can only expect the problem to continue and
get worse.
As these platforms continue to addict us and make us more vulnerable, we are going to get
more depressed and anxious. Our judgement will continue to weaken and our susceptibility
to radicalization will only increase. A Princeton study found that watching 2 minutes of a
conspiracy theory video can make people less willing to help others and reduces their belief
in established scientific facts.
On a personal level, I’m aware that I’ve benefited from these addictive business models and
this deepens my sense of responsibility for where we are and my sense of obligation to help
us improve things.
I am not sure I could have ever known at the time where the work that I contributed to
would lead. But for my role, I do bear some responsibility. And I regret that. One thing I can
do now, however, is what I am doing: dedicate all my time and resources to undo as much
damage as I can.
To be clear, social media is not the root cause of every problem we’re facing. But I believe it
may be the most powerful accelerant in history.
These services are making us sick. These services are dividing us. It’s time we take account of
the damage. It’s time we put in place the necessary measures to protect ourselves—and our
country.

TikTok Copyright Infringment

BUYER BEWARE: WHAT
DOES THE LEGAL FUTURE
HOLD FOR TIKTOK?
COPYRIGHT INFRINGEMENT
ISSUES

Licenses TikTok Needs to Legally
Incorporate Music
■ Sound Recordings
– Master Use Licenses with the label(s)/distributor(s) which
own/control the sound recording
■ Musical Compositions
– Public Performance Licenses with ASCAP, BMI, SESAC and GMR
– Sync Licenses with the publisher(s)/publishing administrators(s)
which own/control the musical compositions

TikTok’s Functionality  Infringement
Issues
■ Users uploading videos to TikTok which contain masters and
embodied musical compositions from TikTok’s library of
music.
■ When creating a video using TikTok, one can touch the
“sound” icon on the screen, search through the TikTok
music library for music, and add the music to the video.
Then the user can upload the video to the platform for
anyone to see.

TikTok’s Licenses
■ Labels
– Universal Music Group, Sony Music and Warner Music Group
■ Publishers
– The NMPA in late July entered into a multi-year license with
TikTok, which its members may opt-into
– Before, TikTok did not have a license in place with Universal
Music Group Publishing
– The NMPA threatening copyright infringement lawsuits
presumably brought these parties to the table to solidify a deal
■ Aggregators such as CD Baby, Tunecore and Distrokid have
agreements with TikTok

BUT…
■ TikTok’s music library includes a MASSIVE amount of
songs controlled by songwriters/independent
publishers without any deal in place
■ There must be sync licenses in place between TikTok
and these songwriters/independent publishers
■ Neither the PROs nor HFA can issue sync licenses

Can TikTok Rely on 17 U.S. Code § 512
(DMCA safe harbor)?
■ The DMCA safe harbor offers protection to online service providers
from copyright infringement claims in connection with infringement by
third parties (in certain circumstances)
■ The Online Service Provider must have a notice and takedown
procedure in place
– 10,625 takedown notices from January 1, 2020-June 30, 2020
■ 89.6% rate at which TikTok removed the content

– The DMCA safe harbor DOES NOT shield Online Service Providers
that directly infringe

History Repeats Itself
■ Napster – peer to peer file sharing platform which enabled anyone to download
music for free. Napster could not benefit from the DMCA safe harbor because it
engaged in contributory copyright infringement.
■ Spotify – failed to secure mechanical licenses in connection with millions of songs,
and instead submitted millions of NOIs to the Copyright Office. Lawsuit settled ->
Music Modernization Act and the new blanket mechanical license.
■ Peloton – failed to secure sync licenses with music publishers. Lawsuit settled.
……………
■ Here, TikTok is providing the library of music for users to use in connection with their
videos.

Copyright Act of Canada
https://laws-lois.justice.gc.ca/eng/acts/c-42/
Non-commercial User-generated Content
Non-commercial user-generated content
29.21 (1) It is not an infringement of copyright for an individual to use an existing work or other
subject-matter or copy of one, which has been published or otherwise made available to the
public, in the creation of a new work or other subject-matter in which copyright subsists and for
the individual — or, with the individual’s authorization, a member of their household — to use
the new work or other subject-matter or to authorize an intermediary to disseminate it, if
(a) the use of, or the authorization to disseminate, the new work or other subject-matter is done
solely for non-commercial purposes;
(b) the source — and, if given in the source, the name of the author, performer, maker or
broadcaster — of the existing work or other subject-matter or copy of it are mentioned, if it is
reasonable in the circumstances to do so;
(c) the individual had reasonable grounds to believe that the existing work or other subjectmatter or copy of it, as the case may be, was not infringing copyright; and
(d) the use of, or the authorization to disseminate, the new work or other subject-matter does not
have a substantial adverse effect, financial or otherwise, on the exploitation or potential
exploitation of the existing work or other subject-matter — or copy of it — or on an existing or
potential market for it, including that the new work or other subject-matter is not a substitute for
the existing one.
Definitions
(2) The following definitions apply in subsection (1).
intermediary means a person or entity who regularly provides space or means for works or other
subject-matter to be enjoyed by the public. (intermédiaire)
use means to do anything that by this Act the owner of the copyright has the sole right to do,
other than the right
to authorize anything. (utiliser)
2012, c. 20, s. 22.
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UNITED STATES DISTRICT COURT

15

FOR THE CENTRAL DISTRICT OF CALIFORNIA

16
17
18
19

DAVID LOWERY, individually and on
behalf of himself and all others
similarly situated,
Plaintiffs,

20
21
22
23

v.

Case No.:

CLASS ACTION COMPLAINT FOR
DAMAGES AND INJUNCTIVE
RELIEF

SPOTIFY USA INC., a Delaware
corporation,

24

Defendant.

25
26

Plaintiff David Lowery, individually and on behalf of himself and all those

27

similarly situated (each, a “Class Member” and, collectively, the “Class”) allege as

28

follows:

1
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NATURE OF THE ACTION

1
2

1.

This is a class action brought by Plaintiff, on behalf of himself and the

3

numerous other similarly-situated holders of mechanical rights in copyrighted

4

musical works that Defendant Spotify USA Inc. (“Spotify” or “Defendant”) has used

5

without mechanical licenses in an egregious, continuous and ongoing campaign of

6

deliberate copyright infringement.

7

2.

Specifically, Spotify has — and continues to — unlawfully reproduce

8

and/or distribute copyrighted musical compositions (the “Works”) to more than 75

9

million users via its interactive commercial music streaming service, as well as its

10

offline listening service. Spotify reproduces and/or distributes the Works despite its

11

failure to identify and/or locate the owners of those compositions for payment or to

12

provide them with notice of Spotify’s intent to reproduce and/or distribute the Works.

13

3.

Spotify’s infringement of Plaintiff’s and the Class Members’ mechanical

14

rights is knowing and willful. Indeed, Spotify has publicly admitted its failures to

15

obtain licenses for the musical works it distributes or reproduces or to pay royalties to

16

copyright owners for its use of their Works. Moreover, Plaintiff is informed and

17

believes that Spotify has created a reserve fund of millions of dollars wherein the

18

royalty payments Spotify wrongfully withholds from artists are held. The existence

19

of this fund reflects Spotify’s practice and pattern of copyright infringement, wherein

20

Spotify reproduces and/or distributes the Works without first obtaining appropriate

21

authorization or license. Such use of the Works creates substantial harm and injury

22

to the copyright holders, and diminishes the integrity of the Works.
JURISDICTION AND VENUE

23
24

4.

This action is a civil action over which this court has original

25

jurisdiction under 28 U.S.C. §§ 1331 and 1338 in that the claims herein arise under

26

federal copyright law (17 U.S.C. § 101, et seq.) (the “Copyright Act”). Jurisdiction

27

also exists pursuant to 28 U.S.C. § 1332(d)(2) because the matter in controversy

28

exceeds the sum or value of $5,000,000 (exclusive of interest and costs), is a class
2
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1

action in which a member of the proposed class, including Plaintiff, is a citizen of a

2

state different from Defendant Spotify, and the number of members of the proposed

3

class exceeds 100.

4

5.

Venue in this District is proper under 28 U.S.C. § 1391(b) and/or 28

5

U.S.C. § 1400(a).

On information and belief, a substantial part of the acts of

6

infringement complained of herein occurs or has occurred in this District, and

7

Defendant is subject to personal jurisdiction in this District.
THE PARTIES

8
9

6.

Plaintiff and the Class are individuals and entities residing in the United

10

States and each of whom, during the Class Period (as defined herein), own the

11

reproduction and distribution rights of copyrighted musical works reproduced and

12

distributed by Defendant Spotify USA Inc.

13

7.

Plaintiff David Lowery is an individual who is a resident of Georgia.

14

8.

Defendant Spotify USA Inc. is a Delaware corporation with its principal

15

place of business at 45 W. 18th Street, 7th Floor, New York, New York 10011.

16

Spotify is duly qualified to do and is doing business in California. Through its

17

interactive Internet-based services, Defendant enters into commercial transactions,

18

contracts and other arrangements with residents of California.

19

various of Defendant’s contracts results in the knowing and repeated unlicensed

20

reproduction and distribution of musical works over the Internet to California

21

residents.

22

computers of residents in California, including Class Members.

Defendant’s online activities knowingly and purposely interact with
FACTUAL BACKGROUND

23
24

Performance of

9.

Plaintiff David Lowery has been a fixture of the music industry for

25

decades, and like the members of the class, has made his livelihood creating and

26

performing music. Mr. Lowery is a prolific songwriter and producer, and is the

27

author or co-author of more than 150 songs for his popular groups Cracker and

28

Camper Van Beethoven.
3
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1

10.

Mr. Lowery and the Class are the copyright owners or owners of

2

exclusive rights in numerous copyrighted compositions in the United States, and have

3

the mechanical rights to these works of music.

4

11.

Pursuant to the Copyright Act, Plaintiff and the Class possess exclusive

5

rights regarding the reproduction and/or distribution of the copyrighted Works,

6

including the associated licensing rights to such activities.

7

12.

Plaintiff and the Class distribute, sell and/or license the Works in the

8

form of CDs, cassettes, and other tangible media throughout the United States,

9

including in California. Plaintiff and the Class reproduce, distribute, sell, and/or

10

license the Works in the form of digital audio files delivered and performed via the

11

Internet.

12
13
14

13.

Plaintiff and the Class have invested and continue to invest substantial

money, energy, time, effort and creative talent to create and develop the Works.
14.

Spotify is an interactive commercial music streaming service (among

15

other services) that operates an Internet website (www.spotify.com) permitting users

16

to customize listening choices for recorded music and to create Internet “radio

17

stations.” Its Internet services are downloadable to computers and handheld devices

18

(via mobile applications) making its streaming capabilities widely available to

19

millions of users. Indeed, Spotify has optimized its website for use on iOS and

20

Android-based devices thereby reaching vast markets of users. Spotify claims to

21

have played over 25 billion listening hours of music since its launch seven years ago.

22

(See, Spotify’s announcement, “Say hello to the most entertaining Spotify ever”,

23

attached hereto as Exhibit A).

24

15.

Spotify offers its services to the public on both a free non-subscription

25

and “premium” paid subscription basis. Paid subscribers enjoy numerous benefits

26

unavailable to users of Spotify’s free service, including but not limited to,

27

commercial-free listening privileges, “high quality audio,” fully customizable play

28

lists, and enhanced features such as “unlimited skips,” “listen offline” and “play any
4
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1

track.” (See, www.spotify.com.) Spotify’s “premium” service is offered to users for

2

a monthly fee of $9.99. (See, www.spotify.com.)

3

16.

Spotify’s website is currently one of the most frequently visited and used

4

interactive streaming music sites on the Internet and boasts a library of “millions of

5

tracks” available to users so that “the right music is always at your fingertips.” (See,

6

www.spotify.com.) As of June 10, 2015, Spotify claimed to have 75 million active

7

users (and 20 million paid subscribers). (See, Spotify’s announcement, “20 Million

8

Reasons To Say Thanks” attached hereto as Exhibit B).

9

17.

Spotify further claims that, “We have now paid more than $3 billion

10

USD in royalties, including more than $300 million in the first three months of 2015

11

alone. That’s good for music, good for music fans . . . and good for music makers.”

12

(See Exhibit B.) Consequently, Spotify earns millions of dollars in revenues for its

13

services, including from residents of California.

14

18.

Plaintiff and the Class are informed and believe and thereupon allege

15

that Spotify sells the right to advertise to users on its website and mobile applications

16

to earn revenue above and beyond paid subscriptions.

17

19.

Spotify’s Internet music service is intended to and does promote

18

Spotify’s services in a manner designed to attract users and paid subscribers of its

19

services.

20

20.

Spotify regularly reproduces and/or distributes to listeners and users of

21

its services Plaintiff’s and Class Members’ musical compositions, and has done so

22

repeatedly for at least the past three years. In the course of rendering its streaming

23

services to users and subscribers, Spotify reproduces and/or distributes Plaintiff’s and

24

Class Members’ musical compositions numerous times.

25

21.

Spotify has not licensed Plaintiff’s and the Class Members’ musical

26

compositions or otherwise received authorization from them to reproduce or

27

distribute such works to its users and subscribers.

28

5
CLASS ACTION COMPLAINT
SF23463

Case 2:15-cv-09929-BRO-RAO Document 1 Filed 12/28/15 Page 6 of 38 Page ID #:6

22.

1

Spotify’s unlawful reproduction and/or distribution of Plaintiff’s and

2

Class Members’ copyrighted works has substantially harmed and continues to harm

3

Plaintiff and the Class Members.
23.

4

A non-exhaustive and illustrative list of Plaintiff’s Works that Spotify

5

has illegally reproduced and/or distributed for its users, includes, but is not limited to

6

the following (among others):

7

PAu003764032; “Get On Down the Road”, Copyright Registration No.

8

PAu003745342; “King of Bakersfield”, Copyright Registration No. PAu003745341;

9

and “Tonight I Cross the Border”, Copyright Registration No. PAu003745338.

10

Plaintiff has received Certificates of Copyright Registration from the Register of

11

Copyrights for the Works.
24.

12

“Almond Grove”, Copyright Registration No.

Spotify’s egregious and willful violations of Plaintiff’s and the Class

13

Members’ rights are highlighted in Spotify’s recent admissions regarding its failure

14

to: (1) obtain licenses for the musical works it distributes and reproduces (thereby

15

infringing multiple copyrighted works); and (2) compensate copyright owners for its

16

use of their Works. For example, in Spotify’s May 23, 2014 Comments to the United

17

States Copyright Office’s Notice of Inquiry in connection with that Office’s Music

18

Licensing Study (hereinafter, “Comments”, attached hereto as Exhibit C), Spotify

19

admitted that in some instances “Spotify may not be able to identify the copyright

20

owners from the sound recordings provided to Spotify.” (Comments, at 5.) Spotify

21

failed to pay songwriter royalties to a publishing company approximately 21% of the

22

time. See Ethan Smith, Songwriters Lose Out on Royalties, WALLSTREET JOURNAL,

23

Oct. 14, 2015.
25.

24

The Copyright Act provides statutory penalties to discourage Spotify’s

25

infringement, including statutory damages awards of between $750 and $30,000 for

26

each infringed work, and up to $150,000 for a willful infringement.

27

///

28

///
6
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CLASS ALLEGATIONS

1
2

26.

Plaintiff Lowery brings this action on behalf of himself and on behalf of

3

all other similarly situated owners of mechanical rights for registered musical

4

compositions, which rights were improperly infringed by Spotify’s unlicensed and/or

5

unauthorized reproduction and/or distribution of those compositions. The proposed

6

class is comprised of and defined as follows:

7

All owners of mechanical distribution and reproduction rights in

8

musical compositions registered under United States federal law,

9

which compositions were reproduced or distributed by Spotify
without license or authorization since December 28, 2012.

10
11

27.

This action may be properly brought and maintained as a class action

12

because there is a well-defined community of interest in the litigation and the

13

members of the proposed class are clearly and easily ascertainable and identifiable.

14

28.

The class for whose benefit this action is brought is so numerous that

15

joinder of all class members is impracticable. Plaintiff is informed and believes that

16

there are hundreds or thousands of class members and that those class members can

17

be readily ascertained from Spotify’s database files and records, and via discovery in

18

this action.

19

reproduces or distributes.

20

notified of this action.

21

29.

Spotify should maintain records of the musical compositions it
The Class Members can also be readily located and

The claims of Plaintiff Lowery are typical of the claims of the members

22

of the class, and his interests are consistent with and not antagonistic to those of the

23

other class members he seeks to represent. Plaintiff Lowery holds the rights to

24

multiple musical compositions which Spotify has reproduced and/or distributed

25

without license and without providing notification to Mr. Lowery. Plaintiff and all

26

members of the class have sustained actual pecuniary loss and face irreparable harm

27

arising out of Spotify’s continued infringement as complained of herein.

28

7
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1

30.

Plaintiff Lowery has no interests that are adverse to, or which conflict

2

with, the interests of the absent members of the class and is able to fairly and

3

adequately represent and protect the interests of such a class. Plaintiff Lowery has

4

raised a viable copyright infringement claim of the type reasonably expected to be

5

raised by members of the class, and will vigorously pursue those claims.

6

necessary, Plaintiff Lowery may seek leave of the Court to amend this Complaint to

7

include additional class representatives to represent the class or additional claims as

8

may be appropriate. Plaintiff Lowery is represented by experienced, qualified and

9

competent counsel who are committed to prosecuting this action.

10

31.

If

Common questions of fact and law exist as to all members of the class

11

that predominate over any questions affecting only individual members of the class.

12

These common legal and factual questions, which do not vary from class member to

13

class member, and which may be determined without reference to the individual

14

circumstances of any class member include, without limitation, the following:

15

(A) Whether Spotify reproduced or distributed or otherwise exploited

16

via its service registered musical compositions without first

17

obtaining a license or other required authorization;

18

(B) Whether Spotify’s reproduction, distribution or other exploitation

19

of registered musical compositions without first obtaining a

20

license or other required authorization constitutes a violation of

21

the Copyright Act, 17 U.S.C. §§ 106 and 501;

22

(C) Whether Spotify’s unauthorized reproduction, distribution or

23

other exploitation of registered musical compositions was done

24

willfully, thereby entitling the members of the class to increased

25

statutory damages;
(D) Whether Spotify made accurate royalty payments for the musical

26

compositions it reproduced or distributed;

27
28

8
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1

(E) Whether Spotify’s violation of California Business & Professions

2

Code § 17200 is continuing, thereby entitling Class Members to

3

injunctive or other relief;
(F) The basis and method for determining and computing damages;

4

and

5

(G) Whether Spotify’s conduct is continuing, thereby entitling the

6

members of the class to injunctive or other relief.

7
8

32.

A class action is superior to other available methods for the fair and

9

efficient adjudication of this controversy since individual litigation of the claims of

10

all class members is impracticable. The claims of the individual members of the

11

class may range from smaller sums to larger sums, depending upon the number of

12

infringements. Thus, for those class members with smaller claims, the expense and

13

burden of individual litigation may not justify pursuing the claims individually. And

14

even if every member of the class could afford to pursue individual litigation—which

15

is highly unlikely in the independent artist community—the court system could not.

16

It would be unduly burdensome to the courts in which individual litigation of

17

numerous cases would proceed. Individualized litigation would also present the

18

potential for varying, contradictory, or inconsistent judgments and would magnify the

19

delay and expense to all parties and to the court system resulting from multiple trials

20

of the same factual issues. On the other hand, the maintenance of this action as a

21

class action presents few management difficulties, conserves the resources of the

22

parties and of the court system, and protects the rights of each member of the class.

23

Plaintiffs anticipate no difficulty in the management of this action as a class action.

24

COUNT ONE

25

(Direct Copyright Infringement - 17 U.S.C. §§ 106 and 501)

26

33.

Plaintiff and the Class reallege and incorporate by reference each and

27

every allegation contained in paragraphs 1 through 32 of the Complaint with the

28

same force and effect as if fully set for that length herein.
9
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1

34.

Spotify, without license, permission, or consent of Plaintiff and the

2

Class, has made unauthorized reproductions and/or engaged in unauthorized

3

distribution of Plaintiff’s and Class Members’ copyrighted musical compositions,

4

including but not limited to, those compositions listed in paragraph 23 infra. Such

5

conduct constitutes infringement of Plaintiff’s and Class Members’ registered

6

copyrights in violation of 17 U.S.C. §§ 106, et seq. and 501.

7
8
9
10
11

35.

The infringement of Plaintiff’s and Class Members’ rights in each of

their copyrighted compositions constitutes a separate and distinct act of infringement.
36.

Spotify’s conduct is willful, intentional, purposeful, in disregard of and

indifferent to the rights of Plaintiff and Class Members.
37.

As a direct and proximate result of Spotify’s willful and infringing

12

conduct, Plaintiff and Class Members are entitled to the maximum statutory damages

13

or to their actual damages and Defendant’s profits, whichever are higher, against

14

Defendant pursuant to 17 U.S.C. § 504(b). Plaintiff and Class Members will elect

15

whether or not to seek statutory damages prior to final judgment. Plaintiff and Class

16

Members are also entitled to attorney’s fees and costs by virtue of Defendant’s

17

infringement pursuant to 17 U.S.C. § 505.

18

38.

Defendant’s acts have caused and will continue to cause irreparable

19

harm and injury to Plaintiff and Class Members for which they have no adequate

20

remedy at law. Pursuant to 17 U.S.C. § 502, Plaintiff and Class Members are

21

therefore entitled a preliminary injunction and a permanent injunction prohibiting

22

infringement of Plaintiff’s and Class Members’ copyrights and exclusive rights under

23

United States law.

24

COUNT TWO

25

(Unfair Business Practices – Cal. Bus. & Prof. Code § 17200, et seq.)

26

39.

Plaintiff realleges and incorporates by reference each and every

27

allegation contained in paragraphs 1 through 38 of the Complaint with the same force

28

and effect as if fully set for that length herein.
10
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1

40.

On information and belief, Plaintiff alleges that Spotify: (a) depresses

2

the value of the royalties owed to Plaintiff and the Class Members’ for use of their

3

Works through an arbitrary and non-negotiated payment structure; and (b) captures

4

and holds funds which are otherwise distributable and earns interest thereon, thereby

5

profiting off its own unlawful conduct. These business practices are unlawful and

6

unfair pursuant to California Business & Professions Code § 17200.

7

41.

As a direct and proximate result of Spotify’s conduct alleged herein,

8

Plaintiff and the Class Members are entitled to recover all proceeds and other

9

compensation received or to be received by Spotify for its failure to pay royalties.

10

This includes any interest accrued on the royalty funds inappropriately withheld from

11

Plaintiff and the Class Members.

12

damaged, and Spotify has been unjustly enriched, in an amount that is not as yet fully

13

ascertained but which Plaintiff is informed and believes is not less than

14

$150,000,000, according to proof at trial.

15

42.

Plaintiff and the Class Members have been

Unless the Court enjoins and restrains Spotify’s conduct, Plaintiff and

16

the Class Members will continue to endure great and irreparable harm that cannot be

17

fully compensated or measured in monetary value alone. Accordingly, Plaintiff and

18

the Class Members are entitled to temporary, preliminary and permanent injunctions,

19

prohibiting further acts of unfair competition pursuant to California Business &

20

Professions Code § 17203.

21

PRAYER FOR RELIEF

22
23
24

WHEREFORE, Plaintiff, on behalf of himself and on behalf of all other
persons similarly situated, respectfully prays for relief against Defendant as follows:

25

1.

Certify this matter as a class action;

26

2.

Enter an order appointing Plaintiff Lowery as class representative and

27
28

Plaintiff’s counsel as class counsel;
3.

Enter judgment in favor of Plaintiff and the Class;
11
CLASS ACTION COMPLAINT

SF23463

Case 2:15-cv-09929-BRO-RAO Document 1 Filed 12/28/15 Page 12 of 38 Page ID #:12

4.

1

Enter injunctive and/or declaratory relief as is necessary to protect the

2

interests of Plaintiff and the Class (17 U.S.C. § 502), including enjoining Defendant

3

from continued copyright infringement and violations of the relevant provisions of

4

the Copyright Act;
5.

5

A temporary, preliminary, and permanent injunction enjoining and

6

restraining Spotify, and its respective agents, servants, directors, officers, principals,

7

employees, representatives, subsidiaries and affiliated companies, successors,

8

assigns, and those acting in concert with them or at their direction, from further

9

violations of California Business & Professions Code § 17200;
6.

10

Injunctive relief that requires Spotify to pay for the services of a third

11

party auditor to identify the owners of Works reproduced and/or distributed by

12

Spotify despite Spotify’s failure to first obtain a mechanical license prior to

13

reproducing and/or distributing the Works, and further requiring Spotify to remove

14

all such Works from its services until it obtains proper licenses for them;
7.

15
16

profits;
8.

17
18

Restitution of Spotify’s unlawful proceeds, including Defendants’ gross
Award compensatory damages to Plaintiff and the Class in an amount to

be ascertained at trial;
9.

19

Award statutory damages to Plaintiff and the Class according to proof,

20

including but not limited to all penalties authorized by the Copyright Act (17 U.S.C.

21

§§ 504(c)(1), 504(c)(2));

22

10.

Award reasonable attorneys’ fees and costs (17 U.S.C. § 505);

23

11.

Award Plaintiff and the Class pre- and post-judgment interest to the

24

extent allowable; and

25

///

26

///

27

///

28

///
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1
2

12.

Award such other and further relief that the Court may deem just and

proper.

3
4

Dated: December 28, 2015

MICHELMAN & ROBINSON LLP

5

By

6

Sanford L. Michelman
Mona Z. Hanna
David C. Lee
Ilse C. Scott
Melanie Natasha Howard
Attorneys for Plaintiff and Proposed Class

7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
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Before the
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)
)
Music Licensing Study: Notice and )
Request for Public Comment
)
)

Docket No. 2014-03

COMMENTS OF SPOTIFY USA INC.

James Duffett-Smith
Spotify USA Inc.
45 W. 18th Street, 7th Floor
New York, N.Y. 10011
Head of Licensing Business Affairs,
Spotify USA Inc.
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Introduction and Summary
Spotify USA Inc. (“Spotify”) respectfully submits these comments in response to the
Copyright Office’s Notice of Inquiry (the “NOI”) for a Music Licensing Study: Notice and Request
for Public Comment, published in the Federal Register on March 17, 2014. 78 Fed. Reg. 14739
(Mar. 17, 2014). We appreciate the opportunity to participate in the Copyright Office’s evaluation
of the effectiveness of existing methods of licensing music for the purposes of preparing a report to
Congress on potential revisions to the United States Copyright Laws (the “Copyright Laws”).
Spotify is the largest interactive streaming music service in the United States, offering
consumers the ability to receive digital audio transmissions of sound recordings and the musical
works embodied therein on an interactive and noninteractive basis from a library that is currently
over 20 million songs (the “Spotify Service”). Worldwide, the Spotify Service has more than 40
million active users, of whom 10 million are paying subscribers.
To operate the Spotify Service, Spotify needs to secure multiple rights from multiple
copyright owners. These rights include, among others, the right to reproduce sound recordings and
the musical works embodied therein, the right to distribute sound recordings and the musical works
embodied therein, and the right to publicly perform sound recordings and the musical works
embodied therein by means of digital audio transmissions.
Spotify secures the right to reproduce, distribute, and publicly perform sound recordings
either from individual sound recording copyright owners or distributors (record labels and
aggregators). It has in the past in the case of noninteractive digital audio transmissions of sound
recordings where only the reproduction and public performance rights of sound recording copyright
owners are implicated secured rights pursuant to the statutory licenses set forth in Sections 112 and
114 of the United States Copyright Act (the “Copyright Act”). Spotify secures the right to
reproduce and distribute the musical works embodied in sound recordings either from musical work
copyright owners (typically music publishers) through its licensing administrator Harry Fox or
pursuant to the statutory license set forth in Section 115 of the Copyright Act. Spotify secures the
right to publicly perform the musical works embodied in sound recordings from the three performing
rights organizations (“PROs”) in the United States (i.e., ASCAP, BMI, and SESAC).
All of these licenses are secured pursuant to the legal regime created by the Copyright Act,
which has a significant impact on how Spotify operates the Spotify Service. Globally, Spotify pays
out around 70% of all money that it recieves to rightsholders which from launch of the service to
date has amounted to over $1bn.The process of securing all of these rights is time consuming,
expensive, and often inefficient. Spotify’s parent company had already been operating a version of
the Spotify Service outside of the United States for 3 years before launching in the United States on
14 July 2011, with the U.S.-delay resulting from the difficulty of securing enough rights from
copyright owners such that a sufficiently compelling music product could be offered to the
consumer.
Spotify welcomes the Copyright Office’s inquiry into the effectiveness of the current means
for licensing the rights to music in the United States. Spotify believes that should there be changes
made to the Copyright Laws in no circumstances should they be amended in a way that creates more
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inefficiencies, more uncertainty, and more impediments to innovation that has rewarded creators,
consumers, and entrepreneurs.
Spotify strives to offer American consumers a compelling product. The company also
believes that authors, artists, and copyright owners deserve to be paid fair compensation for their
creative efforts. The Copyright Laws are balanced at the moment and, while in need of
modernisation in some relatively small respects, do allow Spotify to conduct its business for the
benefit of American consumers, authors, and creators. We would hope that through this study effort,
the Copyright Office will take into account the competing – but co-dependent - interests of authors
and creators, licensees, and the public and not to disturb the current balance of the Copyright Laws.
Spotify’s specific responses to certain of the Copyright Office’s questions are set forth
below. As a general matter, however, Spotify believes that any reforms to the Copyright Laws
should ensure the following:
•
•

•

•
•

•

Authors and performers receive fair compensation for their creative works.
Royalties payable for “music” – sound recordings and the musical works embodied therein –
have a rational relationship to one another so that the fees established for the use of one
copyrighted work take into consideration the fees paid for the use of the other.
Section 115 is modernized so that there is an efficient mechanism for licensing large numbers
of musical works, the ownership of which is often split among multiple parties. This could
involve licensing on a blanket basis, whether voluntary or compulsory.
Collective action by rights owners continues to be subject to government oversight and
regulation so that competitors may not act in concert to harm competition.
Collective licensors are obligated to disclose in a transparent and real-time basis the
copyrighted works and the sound recordings in which they are embodied that they are
authorized to license and those to which they have lost the right to license within the past 3
months.
The current balance in the Copyright Laws between the interests of authors, creators,
licensees and the public remains.
Musical Works

1.
Please assess the current need for and effectiveness of the Section 115 statutory
license for the reproduction and distribution of musical works.
The section 115 statutory license is an indispensable component to facilitating a vibrant
marketplace for making millions of sound recordings available to the public on commercially
reasonable terms.
Today’s on-demand streaming services compete not only on functionality but also on, among
other things, the breadth of catalog made available to consumers. That most often requires a service
to offer content that suits the demands and expectations of all users – from those who want today’s
-3Exhibit C - Page 24
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top hits to those interested in the longest of the long tail. This means licensing the rights to millions
of individual sound recordings and the musical works embodied therein.
Spotify’s catalog of available music is dynamic, in that it may increase and decrease on a
day-to-day basis. Those changes are driven by whether the rights to particular works – both the
sound recordings and the musical works embodied therein – have been secured for reproduction,
distribution, and public performance in the United States (and such other territories in which the
Spotify Service is made available to the public). Securing the rights to sound recordings – while
challenging in its own right – is not constrained by two things that make securing rights in
compositions challenging: split interests in copyrights and the difficulty of identification.
The rights to a sound recording are almost always owned by a single entity, typically a record
label. The rights to musical works, however, are often split among numerous parties, typically
music publishers that represent the rights of individual songwriters. Although the Copyright Laws
provide that a nonexclusive licensee of a co-author of a joint work may not be sued for copyright
infringement1, custom and practice in the music industry has developed such that each co-author of a
musical work only licenses its proportionate share in the underlying work. This means that in order
to avoid liability for copyright infringement – and the crushing statutory damages available under the
Copyright Laws – Spotify must obtain licenses from each co-author owning a share in an individual
work, no matter how small that co-author’s interest might be
Identifying and locating the co-authors of each of millions of copyrighted musical works is a
daunting task that is hampered significantly by, among other things, the lack of a modern and
publicly searchable database identifying the current owners of musical works and the contact
information for such copyright owners. In instances where it is either not possible or economically
feasible to identify each co-author of a copyrighted musical work, the Section 115 statutory license
provides a critical mechanism for securing rights while also ensuring the payment of royalties to the
owners of the copyrighted works.
As the Copyright Office knows, however, in order to avail oneself of the benefits of the
Section 115 license, a statutory licensee must provide the copyright owner of a particular musical
work with notice of use prior to a reproduction and distribution of the copyright work to the public.2
Although this approach may have made sense at a time when the Section 115 license was most often
utilized by record companies manufacturing and distributing phonorecords – where record labels had
long-established relationships with music publishers – this approach no longer makes sense in a
world where principal licensees under the Section 115 license are streaming services that are
licensing millions of copyrighted musical works as opposed to 10-15 works per phonorecord for
several hundred phonorecords to be manufactured and distributed to the public each year.

1

See Davis v. Blige, 505 F. 3d 90, 100 (2d Cir. 2007); see also 1 Melville B. Nimmer & David
Nimmer, Nimmer on Copyright § 6.10[A][2] (2013).
2

17 U.S.C. § 115(b)(1).
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In the case of Spotify, the company has had to secure the rights to millions of individual
copyrighted works, many of which were secured pursuant to the Section 115 license. But when
doing so, Spotify first had to be able to identify the copyright owners of each work, had to obtain
contact information for those owners, and then ensure that a notice of use was provided to such
owners prior to first use. To do this, Spotify had to rely upon the services of third party rights
administrators, who themselves often struggle with securing the necessary information to submit a
compliant notice of pursuant to the statutory license.
These problems are particularly magnified when dealing with new releases, which consumers
expect a service such as Spotify to have available on the day of public release. Where a record label
licenses Spotify to use a new release on the Spotify Service to coincide with the “street date” of such
release, Spotify may only make the sound recordings from that release available on the Spotify
Service if Spotify has secured licenses to the underlying musical works. In some cases Spotify may
have a direct license in place, via its administrator with some of the copyright owners that own an
interest in the musical works embodied in the sound recordings on the new release. But where its
administrator does not obtain a direct licence, Spotify has to obtain a license pursuant to Section 115.
A Section 115 license can only be secured, however, where Spotify can identify the
copyright owners of the musical works embodied in that release. Record label licensors of Spotify
are not prepared to notify Spotify of such ownership interests and Spotify may not be able to identify
the copyright owners from the sound recordings provided to Spotify. Thus, new releases that record
labels and artists want to have widespread distribution may not be made publicly available on the
Spotify Service due to a lack of information that enables Spotify to avail itself of the Section 115
license.
The requirement that a rightsholder be identified before a Section 115 licence can take effect
also creates strange effects when looked at in conjunction with the blanket licences provided by the
PROs. Where a copyright owner is not known by Spotify’s licensing administrator Harry Fox
(“HFA”), HFA conducts copyright research to try and identify them. One source that HFA uses is
the databases of the PROs, but they are considered by HFA to be secondary sources, which means
that HFA will write to the person listed as the owner to confirm the accuracy of the information and
the share of the copyright owned. If that person does not respond to HFA then it will not be able to
comply with the formalities required for the Section 115 licence so that work will not have a
mechanical licence to be made available on Spotify’s services. On the other hand, if the work is
listed in the PRO database then it will be covered by Spotify’s blanket licence from the PRO. This
means that in some cases, Spotify will be licensed for performing, but not mechanical rights in the
same composition. This would not be an issue if there were a blanket licence available for
mechanical rights, or if there were a database that could be relied on in order to comply with Section
115.
An additional inefficiency of the Section 115 license arises from the fact that each copyright
owner of each work has to be notified in advance prior to first use by each licensee. But if the intent
of the license is to facilitate licensing and provide copyright owners with compensation for use, then
it seems unnecessary to require streaming services to provide individual copyright owners with
notice prior to use. Copyright owners are presumably already placed on notice of a use by the record
labels that are manufacturing and distributing phonorecords to the public. As a result, the
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requirement that a notice of intent to use a musical work be served before a distribution by a service
provider seems redundant. It would be better if a notice could be sent within a reasonable time after
distribution (say, two weeks) to allow for efficiencies in getting new releases live. If this were
coupled with a definitive register of all musical works legitimately available, then the process would
be much smoother for licensees and licensors.
Alternatively, Spotify believes that the effectiveness of the Section 115 license can be
ensured if uses of musical works were covered pursuant to a blanket license, in a manner similar to
the Section 114 license. Under Section 114 of the Copyright Act, a noninteractive service may
publicly perform by means of a digital audio transmission any sound recording that has been
released to the public with the consent of the copyright owner.3 If sound recordings are going to be
licensable pursuant to a statutory license on a blanket basis, then Spotify respectfully suggests that it
is inefficient and counterproductive to require licensing of the musical works embodied in such
sound recordings on any basis other than a blanket basis. In this event though it is important that the
current Section 801(b)(1) remains the standard for rate setting.
The Section 115 license could, in Spotify’s view, be modified to permit the use of any
musical work that has been released to the public with the consent of the copyright owner on a
blanket basis. The analog for such a model already exists in Section 114 of the Copyright Act.
Additional questions would need to be answered if such a new licensing regime were created – such
as to whom would payments be made, either the Copyright Office or one or more licensing
collectives – but figuring out who should be paid should not interfere with the adoption of a system
that would clearly be more efficient than the system that exists today.
– 2. Please assess the effectiveness of the royalty ratesetting process and standards
under Section 115.
Spotify has not participated in any previous ratesetting process pursuant to Section 115 and
therefore takes no position on the process at this time, although it does reserve the right to provide
additional comments or suggestions in response to the comments filed by other parties in response to
the NOI during the reply comments phase of the proceeding.
As to the ratesetting standard, Spotify believes that the current standard set forth in
Section 801(b)(1) of the Copyright Act is probably appropriate.4 The four factors set forth in

3

17 U.S.C. § 114(d)(2)(C)(vii).

4

17 U.S.C. § 801(b)(1)(A)-(D) instructs the Copyright Royalty Judges to set rates according to
the following objectives:
(A) To maximize the availability of creative works to the public.
(B) To afford the copyright owner a fair return for his or her creative work and the copyright
user a fair income under existing economic conditions.
(C) To reflect the relative roles of the copyright owner and the copyright user in the product
made available to the public with respect to relative creative contribution, technological contribution,
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Section 801(b)(1) do appear to properly balance the need to compensate copyright owners fairly
while incentivizing the creation of new works with the need of licensees to earn a fair income. The
801(b)(1) standard also allows the Copyright Royalty Board (“CRB”) to consider factors other than
evidence of what might happen in a hypothetical free market.
Spotify has followed with interest the disputes that have arisen following determinations of
the CRB (and its predecessor, Copyright Arbitrary Royalty Panels (“CARPs”)) in Section 114
ratesetting proceedings. In those proceedings where rates have been established pursuant to the
willing buyer/willing seller standard,5 litigation has inevitably followed and Congress has all too
frequently been required to step in to provide alternative options to the rates established by a CARP
or the CRB.6
While we expect other parties with more experience in those ratesetting proceedings to
comment in response to the NOI and give the Copyright Office the benefit of their experiences,
Spotify believes that any effort to establish rates that reflect what would result from hypothetical
negotiations between willing buyer/willing sellers is misguided. Such rates are likely to lead to rates
that are too high as they are often premised on the agreements entered into by only the largest of
licensors – who have the resources to participate in a ratesetting proceeding – and where such
licensors often demand “Most Favored Nations” provisions to ensure that only the highest rates are
utilized in the market as opposed to rates that would arise from true free market negotiations.
Spotify therefore supports the continued use of the Section 801(b)(1) standard for the
establishment of rates pursuant to Section 115.
3.
Would the music marketplace benefit if the Section 115 license were updated to
permit licensing of musical works on a blanket basis by one or more collective licensing entities,
rather than on a song-by-song basis? If so, what would be the key elements of any such system?
As noted above, Spotify believes that the Section 115 license is currently inefficient for a
world in which consumers are increasingly consuming music via streaming or access than through
the purchase of physical or digital phonorecords. In such an environment, a blanket license would

capital investment, cost, risk, and contribution to the opening of new markets for creative expression
and media for their communication.
(D) To minimize any disruptive impact on the structure of the industries involved and on
generally prevailing industry practices.
5

“In establishing rates and terms for transmissions by eligible non-subscription services and new
subscription services, the Copyright Royalty Judges shall establish rates and terms that most clearly
represent the rates and terms that would have been negotiated in the marketplace between a willing
buyer and a willing seller. In determining such rates and terms, the Copyright Royalty Judges shall
base their decision on economic, competitive and programming information presented by the
parties…” 17 U.S.C. § 114(f)(2)(B).
6

See the Webcaster Settlement Acts, supra note 1.
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clearly be more beneficial to both copyright owners and licensees. A blanket license would ensure
that payment is made for all uses of musical works while providing licensees with an effective
mechanism for securing rights.
If Congress has already determined that certain uses of musical works are covered by a
statutory license, then it would seem unnecessary to provide each and every copyright owner with
notice of use in advance of such use so long as the copyright owner is being paid for a use. For
example, Section 114 does not require a noninteractive streaming service to notify each sound
recording copyright owner of a use of a sound recording. Rather, a single Notice of Use of Sound
Recordings Under Statutory License is filed with the United States Copyright Office.7 Spotify sees
no reason why notice to copyright owners under Section 115 should be different than notice to
copyright owners under Section 114.
The provisioning of a single notice of use for operation under the Section 115 license would
clearly be the most significant improvement that could be made to that license. The second most
significant change and improvement would be the designation of a single entity for the payment of
statutory royalties. The entity designated to receive payments could be the Copyright Office or a
private organization, similar to SoundExchange, Inc.
In the first webcaster rate proceeding, the CARP established, and the Librarian of Congress
adopted, a model whereby there would be a single “Receiving Agent” that would receive payments
from statutory licensees.8 That single Receiving Agent was then required to distribute royalties to
two “Designated Agents,” which would then be responsible for distributing royalties to individual
copyright owners.9
Spotify believes that such a system would work well in the context of the Section 115
statutory license. Where split ownership has arisen from the practices of the participants in the
music publishing industry, Spotify believes that music publishers themselves – and not licensees –
are in the best position to figure out who owns what interests in what musical works and how
royalties paid for the use of musical works should be allocated. Consequently, Spotify believes that
music publishers are in the best position to identify a potential receiving agent and possible, multiple
designated agents.
Alternatively, if music publishers are unable to identify such entities, then Spotify would
recommend that the Section 115 statutory license be modified to adopt a regime similar to that
utilized in both Sections 111 and 119 of the Copyright Act, where statutory licensees make payments
under those respective statutory licenses to a single entity, the Copyright Office, which then
distributes royalties to copyright owners following either negotiation or litigation among the
7

37 C.F.R. § 370.2.

8

See Determination of Reasonable Rates and Terms for the Digital Performance of Sound
Recordings and Ephemeral Recordings; Final Rule, in Docket No. 2000-9 CARP DTRA 1&2, 67
Fed. Reg. 45240, 45266-45268 (July 8, 2002).
9

Id.
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interested parties for a determination of allocation of funds. We see no reason why such a model
would not work under Section 115.
Providing for payment to a single entity would also exclude statutory licensees from any
competing claims amongst parties claiming inconsistent ownership interests in the same work. This
would avoid the situation where the claimed ownership interests of copyright owners exceed 100%
of a copyrighted work.
Spotify takes no position on the elements of Section 115 reform that would govern how the
royalties would be allocated among musical work copyright owners, beyond the general principles
that such allocation and distribution should be fair, timely and transparent. It is important for
Spotify that these principles are respected because otherwise Spotify can find itself in a position
where it is criticised for not paying royalties, when in fact it has done so but they have not been
properly distributed. As long as these principles are respected, though, we believe the parties entitled
to those royalties should make such allocation and distribution decisions.
To that end, Spotify believes that any Section 115 reform that establishes a blanket licence
should include the following general terms, with the specifics thereof to be established through
negotiations among interested parties, either through a notice and comment rulemaking or a
proceeding before either the CRB or the Copyright Office:
•

Notice of Use – a statutory licensee should be permitted to file a single Notice of Use
of Musical Works with the Copyright Office. If material information in the Notice of
Use should change (e.g., the contact information for the licensee), then the licensee
should be obligated to file an Amended Notice of Use with the Copyright Office.

•

Payments / Receiving Agent – payments by licensees operating under Section 115
should be made to a single entity – the Receiving Agent – which then assumes the
obligation to allocate royalties among one or more Designated Agents.

•

Designated Agents – Designated Agents will assume responsibility for allocating
royalties among all copyright owners whose works were utilized during the period for
which royalties were paid. Copyright owners should be free to affiliate with the
Designated Agent of their choice, with a single Designated Agent assuming
responsibility for allocating and distributing royalties to copyright owners who fail to
affirmatively affiliate with another Designated Agent.

•

Allocation and Distribution Principles – Distribution from the Receiving Agent to
Designated Agents, allocation between the Designated Agents and onward payment
to copyright owners should be done in a fair, timely and transparent manner.

•

Standards for Payment and Reporting – standards should be established that
provide for a single method of calculating liabilities and for reporting uses of
copyrighted works. Currently, each copyright owner from whom a licensee may
obtain a license may require its own form of reporting. Standardization of reporting
-9Exhibit C - Page 30
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should be required, similar to the manner in which reporting is required under Section
114.10
•

Audits – the Receiving Agent should be authorized to conduct audits of statutory
licensees under generally accepted auditing principles (e.g., no more than one audit
per year, no period may be audited more than once, etc.). If there are multiple
Designated Agents, then a Designated Agent should be permitted to conduct an audit,
but an audit by one Designated Agent should serve as a valid audit for the purposes of
all Designated Agents such that a licensee would not be subject to multiple audits by
multiple Designated Agents.11

4.
For uses under the Section 115 statutory license that also require a public
performance license, could the licensing process be facilitated by enabling the licensing of
performance rights along with reproduction and distribution rights in a unified manner? How
might such a unified process be effectuated?
A licensing regime in which public performance rights and mechanical reproduction rights
could be obtained from a single source or pursuant to a single license is an interesting idea and could
in theory lead to efficiencies. However, the current system where the PROs are subject to regulation
via the consent decrees is working well so reform may not be necessary. In the event that a unified
public performance and mechanical reproduction licence is made available, it is important the the
rate setting standard under 801(b)(1) continues to be respected.
5.
Please assess the effectiveness of the current process for licensing the public
performances of musical works.
Spotify believes that the process for licensing the public performance of musical works is
largely effective and efficient, at least with respect to ASCAP and BMI. By submitting a consent
decree license request to those two entities, Spotify is entitled to publicly perform all of the works in
those two entities’ repertories. Upon executing a license with either ASCAP or BMI, Spotify is
further entitled to public perform all of the works in those two entities’ repertories as of the time the
license was executed for the duration of such license.
These blanket licenses are highly efficient, even though having to secure licenses from
multiple PROs is, itself, inefficient. Similar efficiencies could be achieved if SESAC, the smallest
of the U.S. PROs, was itself subject to a consent decree.
In contrast to the Section 115 license, music publishers have recognized that public
performance rights are efficiently administered through collective licensing. Copyright owners of
musical works are not required to join a PRO but they overwhelmingly choose to do (at least for
now) because collective licensing reduces transaction costs, results in the sharing of administration

10

37 C.F.R. § 370.4.

11

Id. § 380.6.
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and enforcement, and permits a licensee to use large numbers of works through payments to a single
entity.
If music publishers exercise any right to withdraw from a PRO in the entirety, then Spotify
believes it is imperative that both the withdrawing publisher and the PRO from which the publisher
withdrew provide immediate transparency as to the musical works that are no longer subject to
license by the respective PRO. Only by ensuring transparency can a party previously licensed by a
PRO ensure that it will not be subject to a claim of copyright infringement and the crushing statutory
damages that can arise therefrom.
Publishers have already tried to deny certain licensees of the right to know which works have
been withdrawn from a PRO.12 Therefore, music publishers authorized or permitted to act
collectively should be required to disclose those works that are removed from the repertory of a
PRO. The PRO should also be required to make available through an online portal all of the works
that have been removed in an easily determinable manner. This would mean on a bulk basis by
licensor or by date, and not pursuant to queries on a work-by-work basis.
Spotify would oppose any amendments to the Copyright Laws that would undermine the
collective licensing of public performance of musical works and believes that the current system
where public performance rights are aggregated in the PROs and the PROs are subject to consent
decrees works well.
6.
Please assess the effectiveness of the royalty ratesetting process and standards
applicable under the consent decrees governing ASCAP and BMI, as well as the impact, if any, of
17 U.S.C. 114(i), which provides that “[l]icense fees payable for the public performance of sound
recordings under Section 106(6) shall not be taken into account in any administrative, judicial, or
other governmental proceeding to set or adjust the royalties payable to copyright owners of
musical works for the public performance of their works.”
Spotify has not previously participated in any ratesetting process under the consent decrees
governing ASCAP and BMI and therefore is reluctant to comment on the effectiveness of those
processes.
However, Spotify does believe that the royalty fees to be paid by digital music services
should not be set in a vacuum. By this we mean that Spotify should not be subject to one rate setting
process where it could be subject to a royalty rate of, say 50% of revenue, while subsequently or
simultaneously being subject to another rate setting process where it could also be subject to a
royalty rate of, say 50%. Such a system would clearly not work as it would result in no service
being able to survive.
No matter how farfetched the example in the above paragraph might seem, it is not
necessarily far from reality. For example, under the Section 114 statutory license, the CRB

12

See In re Pandora Media, Inc., Nos. 12 Civ. 8035 (S.D.N.Y. Dec. 13, 2013).
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established royalty rates only on a per performance basis.13 Pandora Media, Inc., a public company,
that would be subject to the CRB’s per performance royalty rates had it not been able to elect
alternative rates pursuant to the Webcaster Settlement Act of 2009,14 reports its content acquisition
costs as a percentage of its total revenue, with the vast majority of its content acquisition costs
allocated to the fees payable for the right to publicly perform sound recordings. According to
Pandora’s SEC filings for the period ending March 31, 2014, the company’s content acquisition
costs (mostly fees for sound recordings) consumed 75% total revenues for the three-month period
ending March 31, 2013 and 56% of the company’s total revenues for the three-month period ending
March 31, 2014.15
If Pandora had been required to pay the CRB-established royalty rates versus those available to a
“pureplay” webcaster, its content acquisitions would have increased by approximately 75% as the
per performance rates would have increased from $0.0012 per performance to $0.0021 in 2013 and
from $0.0013 to $0.0023 in 2014. This would have resulted in the company paying approximately
125% of total revenues for content acquisition costs for the three-month period ending March 31,
2013 and approximately 94% of total revenues for content acquisition costs for the three-month
period ending March 31, 2014.
Reasonable people would probably conclude that no company could long survive if it were
paying out more than 100% of its revenues. Yet music publishers are asking for “parity” for

13

A “performance” is defined as “each instance in which any portion of a sound recording is
publicly performed to a listener by means of a digital audio transmission (e.g., the delivery of any
portion of a single track from a compact disc to one listener) but excluding the following:
(1) A performance of a sound recording that does not require a license (e.g., a sound recording
that is not copyrighted);
(2) A performance of a sound recording for which the service has previously obtained a license
from the Copyright Owner of such sound recording; and
(3) An incidental performance that both:
(i) Makes no more than incidental use of sound recordings including, but not limited to,
brief musical transitions in and out of commercials or program segments, brief performances during
news, talk and sports programming, brief background performances during disk jockey
announcements, brief performances during commercials of sixty seconds or less in duration, or brief
performances during sporting or other public events and
(ii) Other than ambient music that is background at a public event, does not contain an entire
sound recording and does not feature a particular sound recording of more than thirty seconds (as in
the case of a sound recording used as a theme song).” 37 C.F.R. § 380.2.
14

Webcaster Settlement Act of 2009, Pub. L. 111-136; 123 Stat. 1926 (June 30, 2009).

15

Pandora Media, Inc. Form 10-Q for the quarterly period ending March 31, 2014, at 27.
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performance royalties for musical works to those of sound recordings.16 We do not know exactly
what the publishers mean by “parity” – whether they mean the same percentage of revenue paid for
the public performance of musical works as is paid for the public performance of sound recordings–
or something else, but clearly parity between sound recording and musical work royalty rates does
not work where the rates established for the use of one work are already equal to or greater than 50%
on an effective basis. Spotify USA Inc. currently pays around 70% of its revenue to rightsholders,
with payments for the right to make available compositions receiving about 21% of the amount that
the record labels get in accordance with the statutory rate. If “parity” means paying the same to
publishers as it does to record labels, Spotify will be paying out more than 100% of its revenues to
rightsholders, which is clearly unsustainable.
We therefore believe that the fees to be paid for both musical works and sound recordings
should not be set in a vacuum. There is only such much revenue that can be paid by a licensee for
the use of “music” – which encompasses both sound recordings and the musical works embodied
therein. Spotify notes that the largest musical work and sound recording copyright owners are also
often under common ownership (e.g., Universal Music Group and Universal Music Publishing
Group, Warner Music Group and Warner/Chappell Music Publishing, etc.). Spotify values both
compositions and sound recordings but is not in a position to comment on whether one set of rights
is worth more than another.
7.
Are the consent decrees serving their intended purpose? Are the concerns that
motivated the entry of these decrees still present given modern market conditions and legal
developments? Are there alternatives that might be adopted?
Spotify believes that the consent decrees that ASCAP and BMI have each entered into with
the United States Department of Justice are generally serving their intended purpose. The consent
decrees permit any licensee to obtain a license to all of the works in the respective PROs’ repertory.
This is a pro-competitive benefit of the decree.
Simultaneously, the consent decrees limit the ability of music publishers to act collectively in
a manner that harms competition by charging supra-competitive rates. Nothing should be done to
undermine the restraints that the consent decrees place on anticompetitive acts of the publishers.
Although technology may have changed methods of consumption and distribution of music since the
time in which the consent decrees were entered into, the fundamental underlying considerations
relating to concerted actions by competitors still remain the same, and it is still an important
objective of public policy to ensure that anti-competitive behaviour is constrained. Spotify believed
that the consent

16

See Yinka Adegoke, Martin Bandier: The 2014 Billboard Power 100, Billboard, available at
http://www.billboard.com/biz/5869773/martin-bandier-the-2014-billboard-power-100 (Jan. 15,
2014) (quoting Sony/ATV Music Publishing chairman Bandier as saying “My biggest concern…is
we wanted a fair price, that the words and music were equally as important as the recording.”)
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Spotify supports the Copyright Office’s effort to provide Congress with recommendations for
reforming the Copyright Laws to improve the market for licensing sound recordings and musical
works, and we look forward to continued participation in that effort.
Respectfully submitted,

James Duffett-Smith
Spotify USA Inc.
45 W. 18th Street, 7th Floor
New York, N.Y. 10011
Head of Licensing Business Affairs
Spotify USA Inc.
May 23, 2014

-14Exhibit C - Page 35

TikTok Child Endangerment: Illinois Class Action
and FTC COPPA Settlement

Case: 1:20-cv-02889 Document #: 1 Filed: 05/13/20 Page 1 of 14 PageID #:1

IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION
L.B., a minor, by and through his or her legal
guardian, MOLLY JANIK, individually, and
on behalf of all others similarly situated,

Case No.

Plaintiff,
v.
TIKTOK, INC., and BYTEDANCE, INC.,
Defendants.

JURY TRIAL DEMANDED
CLASS ACTION COMPLAINT

Plaintiff L.B., a minor, by and through his or her legal guardian, MOLLY JANIK,
individually, and on behalf of all others similarly situated, by and through counsel, brings this
action against Defendants TIKTOK, INC. and BYTEDANCE, INC. (collectively “Defendants”),
and alleges as follows based on information and belief, except as to allegations specifically
pertaining to Plaintiff, which are made upon personal knowledge:
INTRODUCTION
1.

Defendants own and operate the popular video-sharing social media application

“TikTok,” an app that allows users to make and share short videos.
2.

Despite only becoming available in the United States in late 2018, TikTok was the

seventh most-downloaded app of the 2010s,1 and was the most-downloaded app in the United
States in January 2020, having been downloaded 7.7 million times that month.2

1

See Alison DeNisco Rayome, 10 Most-Downloaded Apps of the 2010s: Facebook Dominates the Decade,
CNET (Dec. 16, 2019), available at: https://www.cnet.com/news/10-most-downloaded-apps-of-the-decadefacebook-dominated-2010-2019.
2
See TikTok is No. 1! Beats Facebook, Instagram to Become Most Downloaded App in US, BUSINESS
TODAY (Feb. 27, 2020), available at: https://www.businesstoday.in/latest/trends/tiktok-is-no1-beatsfacebook-instagram-to-become-most-downloaded-app-in-us/story/397056.html
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3.

TikTok is especially popular with teenagers and young adults. Approximately half

of all users on Apple devices, and approximately 60% of users on Android devices, are between
13 and 24 years old.3
4.

Part of the reason for TikTok’s popularity, particularly with younger users such as

Plaintiff, are the filters and other effects users can apply to their own videos, as well as those
uploaded by others. In order to utilize many of these effects, Defendants scan users’ faces and
“face geometry” to capture their biometric data, as well as to determine the user’s age using an
algorithm.
5.

In collecting and utilizing Plaintiff’s and the Class’ biometric identifiers4 and

biometric information5 (referred to collectively at times as “biometrics”), Defendants fail to: (1)
warn users that the app captures, collects, and stores their biometric data; (2) inform users of the
purpose or length of time that they collect, store, and use biometric data; (3) obtain users’ written
consent to capture their biometric data; and (4) implement and/or make publicly available a written
policy disclosing to users its practices concerning the collection, use, and destruction of their
biometric information in violation of the Illinois Biometric Information Privacy Act (“BIPA”),
740 ILCS 14/1, et seq.
6.

The Illinois General Assembly found that “[b]iometrics are unlike other unique

identifiers that are used to access finances or other sensitive information.” 740 ILCS 14/5(c).
“For example, social security numbers, when compromised, can be changed.

Biometrics,

however, are biologically unique to the individual; therefore, once compromised, the individual

3

See Sahil Patel, Hearst now has both Seventeen and Cosmo on up-and-coming app Musical.ly, DIGIDAY
(Mar. 7, 2018), available at: https://digiday.com/media/seventeen-hearst-brings-cosmopolitan-musical-ly.
4
A “biometric identifier” is any personal feature that is unique to an individual, including fingerprints, iris
scans, DNA and “face geometry”, among others. See 740 ILCS 14/10.
5
“Biometric information” is any information captured, converted, stored or shared based on a person’s
biometric identifier used to identify an individual. See 740 ILCS 14/10.

2
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has no recourse, is at heightened risk for identity theft, and is likely to withdraw from biometricfacilitated transactions.” Id.
7.

In recognition of these concerns over the security of individuals’ biometrics, the

Illinois General Assembly enacted BIPA, which provides, inter alia, that private entities like
Defendants may not obtain and/or possess an individual’s biometrics unless it: (1) informs that
person in writing that biometric identifiers or information will be collected or stored, see id. at
14/15(b); (2) informs that person in writing of the specific purpose and length of term for which
such biometric identifiers or biometric information is being collected, stored and used, see id.;
(3) receives a written release from the person for the collection of his or her biometric identifiers
or information, see id.; and (4) publishes publically available written retention schedules and
guidelines for permanently destroying biometric identifiers and biometric information, see 740
ILCS 14/15(a).
8.

Accordingly, Plaintiff, individually, and on behalf of all others similarly situated,

brings this action to enjoin, and recover damages stemming from, Defendants’ BIPA violations.
JURISDICTION AND VENUE
9.

This Court has subject matter jurisdiction of this action pursuant to 28 U.S.C.

§ 1332(d)(2), the Class Action Fairness Act of 2005, because: (i) there are 100 or more Class
members, (ii) there is an aggregate amount in controversy exceeding $5,000,000, exclusive of
interest and costs, and (iii) there is minimal diversity because at least one plaintiff and one
defendant are citizens of different States. This Court has supplemental jurisdiction over the state
law claim pursuant to 28 U.S.C. § 1367.
10.

This Court has personal jurisdiction over Defendants because Defendant

ByteDance is registered to do business in Illinois, Defendants have purposefully availed

3
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themselves of the benefits and protections of Illinois by continuously and systematically
conducting substantial business in this judicial district, and have significant, continuous, and
pervasive contacts with the State of Illinois. Plaintiff’s cause of action arises out of Defendants’
contacts with the State of Illinois.
11.

Venue is proper in this judicial district pursuant to 28 U.S.C. § 1391 because

Defendants transact business in this District, are subject to personal jurisdiction in this District,
and a substantial part of the events giving rise to the claims occurred in this District.
PARTIES
12.

Plaintiff L.B., a minor, is and was at all relevant times an Illinois resident.

Plaintiff’s Guardian, MOLLY JANIK, was also, at relevant times, and is through the date of this
filing an Illinois resident. Defendants scanned Plaintiff’s facial geometry through Plaintiff’s use
of the TikTok app.
13.

Plaintiff L.B. is a 17-year-old minor and has, within the applicable statute of

limitations, uploaded and posted videos to TikTok that include images of his or her face, and his
or her face has appeared in other users’ uploaded videos. Plaintiff has uploaded videos, and/or
Plaintiff's face has appeared in videos uploaded by other users, employing TikTok's face sticker,
face filter, and face tracker lens technology.
14.

Through these videos, Defendants have collected and stored Plaintiff's unique

biometric identifiers or biometric information. Upon information and belief, Defendants have
disclosed and/or disseminated these biometric identifiers or biometric information to third parties.
15.

Defendant BYTEDANCE, INC. is a Delaware corporation with its principal place

of business located at 3000 El Camino Real, Building 2, Suite 400, Palo Alto, California 94306.

4
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16.

Defendant TIKTOK, INC. is a California corporation with its principal place of

business located at 5800 Bristol Pkwy, Culver City, California 90230.
GENERAL FACTUAL ALLEGATIONS
Illinois Biometric Information Privacy Act
17.

The global market for biometric technologies is growing at an exponential rate due

to the increasing penetration of biometric-enabled consumer devices such as smartphones, tablets,
speakers, and applications among consumers worldwide.
18.

Biometrics also have become an integral part of application-based entertainment.

Hundreds of smartphone apps utilize augmented reality (AR) technology to enhance the user
experience, and apps that allow users to experience or add AR-related visual effects to photographs
and videos utilize biometric identifiers such as scans of users’ face geometry in connection with
those features.
19.

Despite the growing use of biometrics, “the full ramifications of biometric

technology are not fully known.” 740 ILCS 14/5(f).
20.

As such, the Illinois Legislature enacted BIPA in 2008 to regulate the “collection,

use, safeguarding, handling, storage, retention, and destruction of biometric identifiers and
information[,]” 740 ILCS 14/5(g), which includes a “scan of . . . face geometry.” 740 ILCS 14/10.
21.

Biometric information includes “any information, regardless of how it is captured,

converted, stored, or shared, based on an individual’s biometric identifier used to identify an
individual.” 740 ILCS 14/10.
22.

BIPA requires that any private entity in possession of biometric identifiers or

biometric information develop and make publicly available a written policy regarding the retention
and permanent destruction of biometric identifiers and biometric information. Biometric

5
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identifiers and biometric information must be permanently destroyed “when the initial purpose for
collecting or obtaining such identifiers or information has been satisfied or within 3 years of the
individual’s last interaction with the private entity, whichever occurs first.” 740 ILCS 14/15(a).
23.

BIPA further obligates any private entity that collects, captures, purchases,

receives, or otherwise obtains a person’s biometric identifiers or biometric information, first to
1) inform the person or their legally authorized representative that biometric identifiers or
biometric information is being collected; 2) inform the person or their legally authorized
representative of the specific purpose and length of time that the biometric identifiers or biometric
information is collected, stored, and used; and 3) obtain written consent from the person or their
legally authorized representative to collect, capture, receive, store, and use the person’s biometric
identifiers or biometric information, 740 ILCS 14/15(b), and to store, transmit, and protect from
disclosure biometric identifiers or information in conformity with the reasonable standard of care
for the industry, and in the same or more protected manner that it stores, transmits, and protects
other confidential and sensitive information. 740 ILCS 14/15(e).
24.

BIPA also prohibits private entities from selling, leasing, trading, or otherwise

profiting from, 740 ILCS 14/15(c), and from disclosing, redisclosing, or otherwise disseminating
a person’s biometric identifiers or biometric information without obtaining informed, written
consent from that person or their legally authorized representative. 740 ILCS 14/15(d)(1).
25.

In recognition of the sanctity and critical importance its citizens’ biometric

information, the Illinois General Assembly expressly authorized a private right of action for any
person aggrieved by a violation of BIPA, and entitles the party to recover 1) the greater of actual
damages or $1,000 per negligent violation; 2) the greater of actual damages or $5,000 per

6
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intentional or reckless violation; 3) attorneys’ fees and costs; and 4) injunctive relief. 740 ILCS
14/20.
The TikTok App
26.

TikTok, originally called Douyin, is an app created by ByteDance and first made

available in China in 2016.
27.

In November 2017, ByteDance purchased the app “musical.ly” for more than $1.1

billion. Musical.ly, which was a social media application that allowed users to share short lipsynching videos, was first available in the United States in 2014. In 2018, Defendants merged the
TikTok and musical.ly apps into a single application under the TikTok name.
28.

In order to create and send videos, an individual must create a TikTok profile. In

order to create a TikTok profile, the user must register the profile using either his or her phone
number or email address, or through the user’s Facebook, Google, or Twitter account.
29.

Users can create videos up to 1 minute in length, and share the videos with other

users through the TikTok app.
30.

By default, TikTok profiles are set to “public,” which allows anyone to see the

user’s profile, username, and videos. Users can set their TikTok profile to “private” to ensure their
private profiles and videos do not appear in searches of TikTok content. However, a user with a
private profile may access all of TikTok’s functions and features, and can share videos directly
with friends through the app.
31.

Users also may utilize numerous features, or “effects,” that Defendants made

available within the application. The features and effects for videos range from simply slowing
the speed of the video, to replacing the user’s face with animated emojis that replicate the motions
of the user’s face.
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32.

Many of the features and effects require scanning the user’s face geometry in order

to place effects over the user’s face, swap the user’s face for an emoji or other individual’s faces,
or enhance aspects of their facial features.
33.

But Plaintiff and similarly situated users place themselves at risk when they utilize

TikTok features that require access to users’ biometric identifiers and/or information. TikTok
acknowledges that it shares personal information that it collects from users with third parties,
including entities in China.6 Multiple U.S. military branches and the Transportation Security
Administration have banned use of TikTok due to privacy and cybersecurity concerns.7
34.

TikTok, and its predecessor musical.ly, also have a long history of exploiting the

millions of minors that make up the lion’s share of TikTok’s user base. In 2019, the Federal Trade
Commission settled a case against TikTok and musical.ly for violating the Children’s Online
Privacy Protection Act by improperly collecting personal information from children under 13 years
old without their parents’ consent.8 The FTC fined Defendants $5.7 million, the largest COPPA
fine in the FTC’s history.
35.

In response to complaints regarding children under 13 years old using the app,

TikTok implemented a feature that scans the user’s face to determine if he or she appears to be 13
years old or younger. TikTok compares the geometry and features of the individual’s face to an
algorithm to determine his or her age.

6

See Rebecca Jennings, What’s going on with TikTok, China, and the US Government?, VOX (Dec. 16,
2019), available at: https://www.vox.com/open-sourced/2019/12/16/21013048/tiktok-china-nationalsecurity-investigation.
7
See Mary Meisenzahl, US Government Agencies are Banning TikTok, the Social Media App Teens are
Obsessed with, over Cybersecurity Fears, BUSINESS INSIDER (Feb. 25, 2020), available at:
https://www.businessinsider.com/us-government-agencies-have-banned-tiktok-app-2020-2.
8
See Lesley Fair, Largest FTC COPPA Settlement Requires Musical.ly to Change its Tune, FEDERAL
TRADE COMMISSION (Feb. 27, 2019), available at: https://www.ftc.gov/news-events/blogs/businessblog/2019/02/largest-ftc-coppa-settlement-requires-musically-change-its.
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36.

Additionally, many of TikTok’s features and video effects require scanning the

user’s face to superimpose filters or effects over the user’s face. For example, by scanning the
user’s face, TikTok can replace the user’s face with an emoji that moves the emoji’s mouth when
the user talks and blinks when the user blinks, swap a user’s face with another user’s face, or place
digital stickers over the user’s face that move when the user moves.
37.

Defendants collect, capture, and otherwise obtain Plaintiff’s and Class members’

biometric identifiers and biometric information in connection with these practices.
38.

In contravention of BIPA, however, Defendants failed and continue to fail to

implement and/or make publicly available a written policy regarding the purpose(s) for which they
collect or obtain users’ biometric identifiers or biometric information, or their schedule for the
retention and permanent destruction of users’ biometric identifiers or biometric information.
39.

Defendants also failed and continue to fail to inform users that Defendants collect,

capture, obtain, use, and store users’ biometric identifiers and biometric information, as well as
the specific purpose and length of time for which they collect, store and use biometric identifiers
or biometric information.
40.

Critically, Defendants also failed and continue to fail to obtain from users written

executed releases permitting them to collect, capture, obtain, use, or store their biometric
identifiers or biometric information.
41.

On information and belief, Defendants sell, lease, trade, or otherwise profit from

users’ biometric identifiers or biometric information.
42.

On information and belief, Defendants share, disclose, or otherwise disseminate

users’ biometric identifiers or biometric information to third parties without obtaining consent
from users to do so.

9
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43.

As a direct and proximate result of Defendants’ conduct, Plaintiff and Class

members have suffered damages, including but not limited to, the unauthorized collection, use,
disclosure, and dissemination of their personal biometric identifiers or biometric information; the
loss of the right to maintain and control their biometric privacy; and the increased risk of identity
theft.
CLASS ALLEGATIONS
44.

Plaintiff brings this action, individually, and on behalf of a class of similarly

situated Illinois residents, pursuant to Federal Rule of Civil Procedure 23(a), 23(b)(2), and/or
23(b)(3), defined as follows:
All Illinois residents who created a TikTok or musical.ly account, or who
used the TikTok or musical.ly applications, when 14 to 17 years old, and
their parents and/or legal guardians.
45.

Excluded from the Class(es) are: (a) Defendants; (b) Defendants’ affiliates, agents,

employees, officers and directors; and (c) the judge assigned to this matter, the judge’s staff, and
any member of the judge’s immediate family.
46.

Numerosity: Upon information and belief, the Class is so numerous that joinder of

all members is impracticable. While the exact number and identity of individual members of the
Class are unknown at this time, such information being in the sole possession of Defendants and
obtainable by Plaintiff only through the discovery process. Plaintiff believes, and on that basis
alleges, that the Class consists of hundreds of thousands of people. The number of Class members
can be determined based on Defendants’ records.
47.

Commonality: Common questions of law and fact exist as to all members of the

Class. These questions predominate over questions affecting individual Class members. These
common legal and factual questions include, but are not limited to:
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48.

a.

Whether Defendants collect, capture, or otherwise obtain Plaintiff’s and
Class members’ biometric identifies or biometric information;

b.

Whether Defendants inform Plaintiff and Class members that they capture,
collect, or otherwise obtain their biometric identifiers or biometric
information;

c.

Whether Defendants implemented and made public a written policy
regarding the collection, retention, and permanent destruction of Plaintiff’s
and Class members’ biometric identifiers and biometric information;

d.

Whether Defendants inform Plaintiff and Class members of the specific
purpose and length of time that their biometric identifiers or biometric
information is collected, used, or stored;

e.

Whether Defendants obtained a written executed release from Plaintiff and
Class members to collect, capture, use, store, share, disclose, or otherwise
disseminate their biometric identifiers or biometric information;

f.

Whether Defendants intentionally or recklessly violated the provisions of
BIPA; and

g.

Whether Plaintiff and Class members are entitled to declaratory and
injunctive relief to enjoin Defendants’ violations of BIPA.

Typicality: Plaintiff has the same interest in this matter as all Class members, and

Plaintiff’s claims arise out of the same set of facts and conduct as the claims of all Class members.
Plaintiff’s and Class members’ claims all arise out Defendants’ uniform conduct.
49.

Adequacy: Plaintiff has no interest that conflicts with the interests of the Class, and

is committed to pursuing this action vigorously. Plaintiff has retained counsel competent and
experienced in complex consumer class action litigation. Accordingly, Plaintiff and counsel will
fairly and adequately protect the interests of the Class.
50.

Superiority: A class action is superior to all other available means of fair and

efficient adjudication of the claims of Plaintiff and members of the Class. The injury suffered by
each individual Class member is relatively small compared to the burden and expense of individual
prosecution of the complex and extensive litigation necessitated by Defendants’ conduct. It would
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be virtually impossible for members of the Class individually to redress effectively the wrongs
done to them. Even if the members of the Class could afford such individual litigation, the court
system could not. Individualized litigation increases the delay and expense to all parties, and to
the court system, presented by the complex legal and factual issues of this case. Individualized
rulings and judgments could result in inconsistent relief for similarly-situated individuals. By
contrast, the class action device presents far fewer management difficulties, and provides the
benefits of single adjudication, economy of scale, and comprehensive supervision by a single
court.
51.

Defendants have acted or refused to act on grounds generally applicable to the

Class, thereby making appropriate final injunctive relief and corresponding declaratory relief with
respect to the Class as a whole.
COUNT I
VIOLATION OF THE BIOMETRIC PRIVACY INFORMATION ACT
740 ILCS 14/1, et seq.
52.

Plaintiff realleges and incorporates by reference all paragraphs as through fully set

forth herein.
53.

Each Defendant is a “private entity” under BIPA. 740 ILCS 14/10.

54.

Defendants collected, captured, or otherwise obtained Plaintiff’s and Class

members’ biometric identifiers and/or biometric information through the TikTok app.
55.

Defendants failed and continue to fail to implement and make publicly available a

written policy regarding a retention schedule and guidelines for the permanent destruction of
Plaintiff’s and Class members’ biometric identifiers or biometric information.
56.

Defendants failed and continue to fail to inform Plaintiff, Class members, or their

legally authorized representatives in writing that Plaintiff’s and Class members’ biometric
identifiers and biometric information are being collected or stored.
12
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57.

Defendants failed and continue to fail to inform Plaintiff, Class members, or their

legally authorized representatives of the specific purpose and length of time that Plaintiff’s and
Class members’ biometric identifiers and biometric information are being collected, store, and
used.
58.

Defendants failed and continue to fail to obtain a written executed release from

Plaintiff, Class members, or their legally authorized representatives to collect Plaintiff’s and Class
members’ biometric identifiers and biometric information.
59.

Defendants disclosed or otherwise disseminated Plaintiff’s and Class members’

biometric identifiers and biometric information without obtaining Plaintiff’s, Class members’, or
their legally authorized representatives’ consent to disclose or disseminate Plaintiff’s and Class
members’ biometric identifiers and biometric information.
60.

On information and belief, Defendants intentionally and/or recklessly violated the

provisions of BIPA.
61.

As a direct and proximate result of the foregoing, Plaintiff and Class members

suffered and will continue to suffer damages.
PRAYER FOR RELIEF
WHEREFORE, Plaintiff, individually and on behalf the Class, respectfully requests that
the Court:
A.

Determine that the claims alleged herein may be maintained as a class action
under Rule 23 of the Federal Rules of Civil Procedure, and issue an order
certifying the Class as defined above;

B.

Appoint Plaintiff as the representative of the Class and Plaintiff’s counsel
as Class Counsel;

C.

Award all actual, general, special, incidental, statutory, punitive, and
consequential damages to which Plaintiff and Class members are entitled;

D.

Award pre-judgment and post-judgment interest on such monetary relief;
13
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E.

Grant appropriate injunctive and/or declaratory relief, including, without
limitation, an order that requires Defendants to refrain from capturing,
collecting, using, storing, disclosing, or disseminated Plaintiff’s and Class
members’ biometric identifiers or biometric information without obtaining
their express written consent, and permanently destroying Plaintiff’s and
Class members’ biometric identifiers and biometric information;

F.

Award reasonable attorney’s fees and costs; and

G.

Grant such further relief that this Court deems appropriate.
JURY DEMAND

Plaintiff, individually and on behalf of the putative Class, demands a trial by jury on all
issues so triable.

Dated: May 13, 2020

Respectfully submitted,

/s/ Daniel O. Herrera
Jennifer W. Sprengel
Daniel O. Herrera
Nickolas J. Hagman
CAFFERTY CLOBES MERIWETHER
& SPRENGEL LLP
150 S. Wacker, Suite 3000
Chicago, Illinois 60606
Telephone: 312-782-4880
Facsimile: 318-782-4485
jsprengel@caffertyclobes.com
dherrera@caffertyclobes.com
nhagman@caffertyclobes.com
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILILNOIS
EASTERN DIVISION

IN RE: TIKTOK, INC.,
CONSUMER PRIVACY
LITIGATION,

This Document Relates to All Cases

)
)
)
)
)
)
)
)
)

MDL No. 2948
Master Docket No. 20 C 4699
Judge John Z. Lee
Magistrate Judge Sunil R. Harjani

CASE MANAGEMENT ORDER NO. 2
On August 17, 2020, the Court issued Case Management Order (“CMO”) No. 1, ECF No.
4, which sets forth a schedule for, among other things, selection of two Lead Counsel and one
Liaison Counsel for Plaintiffs. The Court hereby amends CMO No. 1 and will permit any
applications/nominations for those positions to be up to seven (7) pages in length, and any
objections also may be up to seven (7) pages in length.
In addition, after further consideration, the Court will establish a Steering Committee of
counsel for Plaintiffs. The duties and responsibilities of Plaintiffs’ Steering Committee will be to
assist Lead Counsel in their efforts to represent the interests of the Plaintiffs in this multi-district
litigation.

The Plaintiffs’ Steering Committee will consist of five members and

applications/nominations for those positions should be filed no later than September 8, 2020, with
each submission being no longer than seven (7) pages in length. Any objections to a proposed
applicant/nominee must be filed by September 15, 2020, and should not exceed seven (7) pages.
Furthermore, as stated in CMO No. 1, the Court has designated all counsel who are
appearing on behalf of a Plaintiff and who are electronically registered to receive electronic
notifications in this litigation to serve as Interim Counsel of Record, until such time that the Court
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appoints Lead Counsel, Liaison Counsel, and the Plaintiff’s Steering Committee. Until the Court
makes these appointments, no counsel of record representing a particular Plaintiff or a putative
class of Plaintiffs shall have any more or less authority than another. Nor will counsel of record
for a particular Plaintiff or a putative class of Plaintiffs have the authority to act on behalf of or
bind another Plaintiff or another putative class of Plaintiffs absent further order of the Court.
Along these lines, the Court is informed by certain Plaintiffs’ counsel that progress has
been made in settlement discussions with Defendants. Certain other Plaintiffs’ counsel take
umbrage with the manner in which those settlement discussions have taken place, stating that they
were not allowed to participate in the settlement discussions (for one reason or another) and have
not been informed of the terms of any potential settlement. It goes without saying that, before this
Court can approve a class-wide settlement of any kind, it must consider the factors set forth in Fed.
R. Civ. P. 23(a), (b), and (e). Those factors include, without limitation, whether the settling class
representatives and class counsel have adequately represented the class, whether the proposal was
negotiated at arm’s length, whether the relief provided for the class is adequate, and whether the
proposed settlement treats class members equitably relative to one another.
In the Court’s experience, it often is advisable for the settling plaintiffs to encourage the
participation in the settlement process of attorneys who represent other plaintiffs who have brought
similar claims in other venues. After all, those attorneys may represent potential class members,
possible objectors, or others who may opt out of any settlement class altogether. And, to the extent
that counsel for certain plaintiffs are excluded from participating in the settlement process (whether
by other plaintiff’s attorneys or a defendant), such exclusion may raise concerns regarding the
equity and fairness of the overall negotiation process. Lastly, what efforts, if any, that a particular
plaintiff’s attorney has made (in this case and other cases) to canvas, coordinate, compile, and
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incorporate the thoughts and input of other plaintiff’s counsel in the MDL is a factor that the Court
will consider in the appointment Lead Counsel, Liaison Counsel, and members of the Steering
Committee.
Next, the attorneys for certain Plaintiffs have raised the concern that any upcoming sale of
TikTok, Inc., or its assets by its current owner to a domestic company may result in the destruction
of relevant documents as that term is used in the Federal Rules of Civil Procedure. The Court
wants to make it clear that, in the event that such a sale takes place, any successor-in-interest shall
be bound by Paragraph 14 of CMO No. 1 (just as the Defendants are now) and must make all
reasonable efforts to preserve any and all evidence in the possession, custody, or control of TikTok,
Inc., that is relevant to the claims and defenses raised in this action.
Finally, absent further order of the Court, the deadlines and provisions contained in CMO
No. 1 stand. The actions that are part of this multi-district litigation are stayed only to the extent
set forth in CMO No. 1. And the emergency motion to compel filed by certain Interim Plaintiffs’
Counsel, ECF. No. 11, is denied except as set forth in this order.

ENTERED: 9/1/20

________________________________
John Z. Lee
United States District Court Judge
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Video Social Networking App Musical.ly Agrees to Settle
FTC Allegations That it Violated Children’s Privacy Law
February 27, 2019

FTC obtains largest monetary settlement in a COPPA case

Related Cases

FOR RELEASE

TAGS: Children's Online Privacy Protection Act (COPPA)
Consumer Protection

Advertising and Marketing

Technology

Children

Bureau of Consumer Protection

Privacy and Security

Musical.ly, Inc.

Children's Privacy

Note: The FTC will host a conference call for media with Bureau of Consumer Protection Director Andrew
Smith:
Date: Feb. 27, 2019
Time: 2 pm ET
Call-in: (800) 553-0318, confirmation number: 464703
Call-in lines, which are for media only, will open 15 minutes prior to the start of the call. Andrew Smith will
be available to take calls about the Musical.ly settlement.
The operators of the video social networking app Musical.ly, now known as TikTok, have agreed to pay $5.7 million
to settle Federal Trade Commission allegations that the company illegally collected personal information from
children. This is the largest civil penalty ever obtained by the Commission in a children’s privacy case.
The FTC’s complaint, filed by the Department of Justice on behalf of the Commission, alleges that Musical.ly
violated the Children’s Online Privacy Protection Act (COPPA), which requires that websites and online services
directed to children obtain parental consent before collecting personal information from children under the age of 13.
“The operators of Musical.ly—now known as TikTok—knew many children were using the app but they still failed to
seek parental consent before collecting names, email addresses, and other personal information from users under
the age of 13,” said FTC Chairman Joe Simons. “This record penalty should be a reminder to all online services and
websites that target children: We take enforcement of COPPA very seriously, and we will not tolerate companies that
flagrantly ignore the law.”
The Musical.ly app allowed users to create short videos lip-syncing to music and share those videos with other
users. To register for the app, it required users to provide an email address, phone number, username, first and last
name, a short biography, and a profile picture. Since 2014, more than 200 million users have downloaded the
Musical.ly app worldwide, while 65 million accounts have been registered in the United States.
In addition to creating and sharing videos, the app allowed users to interact with other users by commenting on their
videos and sending direct messages. User accounts were public by default, which meant that a child’s profile bio,
username, picture, and videos could be seen by other users. While the site allowed users to change their default
setting from public to private so that only approved users could follow them, users’ profile pictures and bios
remained public, and users could still send them direct messages, according to the complaint. In fact, as the
complaint notes, there have been public reports of adults trying to contact children via the Musical.ly app. In addition,
until October 2016, the app included a feature that allowed users to view other users within a 50-mile radius of their
location.

Related Actions
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Children’s Online Privacy
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The operators of the Musical.ly app were aware that a significant percentage of users were younger than 13 and
received thousands of complaints from parents that their children under 13 had created Musical.ly accounts,
according to the FTC’s complaint.
The complaint alleges that the operators of the Musical.ly app violated the COPPA Rule by failing to notify parents
about the app’s collection and use of personal information from users under 13, obtain parental consent before such
collection and use, and delete personal information at the request of parents.
In addition to the monetary payment, the settlement also requires the app’s operators to comply with COPPA going
forward and to take offline all videos made by children under the age of 13.
The Commission vote to authorize the staff to refer the complaint to the Department of Justice and to approve the
proposed consent decree was 5-0. Commissioner Rohit Chopra and Commissioner Rebecca Kelly Slaughter issued
a separate statement.
The DOJ filed the complaint and proposed consent decree on behalf of the Commission in the U.S. District Court for
the Central District of California. NOTE: The Commission authorizes the filing of a complaint when it has “reason to
believe” that the law has been or is being violated, and it appears to the Commission that a proceeding is in the
public interest. Consent decrees have the force of law when approved and signed by the District Court judge.
The FTC would like to thank the Better Business Bureau’s Children’s Advertising Review Unit (CARU) for helping to
bring attention to this matter.
The Federal Trade Commission works to promote competition, and protect and educate consumers. You can learn
more about consumer topics and file a consumer complaint online or by calling 1-877-FTC-HELP (382-4357). Like
the FTC on Facebook , follow us on Twitter , read our blogs, and subscribe to press releases for the latest FTC
news and resources.
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