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This is the second in a monthly series of reports from the Annenberg Innovation Lab 

at the University of Southern California, detailing the Online Ad Networks support of the 

major pirate movie and music sites around the world. The first report drew on one year’s 

worth of data culled the list of top infringing sites compiled using the Google Transparency 

Report  of domains with the most DMCA Takedown requests. This month’s report looks at 

data from the month of January 2013, in order to determine if there has been a significant 

change in the way ad networks service the Piracy industry. 

We have noted significant changes in the services of several high profile ad 

networks in the last month. Both Google’s various networks and Open X have significantly 

reduced the number of infringing sites they are placing ads on. In contrast, Yahoo’s Right 

Media continues to be a major provider of ads to infringing sites. While some of the large 

American firms retreat from the pirate ad market, the British firm Propellerads.com has 

stepped up its service of the Pirate market and moves into the number one spot on our 

survey. We note with some irony that Propellerads.com uses the following language to 

promote their service: 

“We work only with high quality sites and publishers to ensure your brand is protected 
and appears only on high-quality placements. No adult, drug, weapon, racist, or any 
other prohibited information is allowed in our network. We constantly monitor all the sites 
and immediately exclude those which don´t meet our requirements.” 

 
The Top Ten Ad Networks placing ads on infringing sites are: 

1. Propellerads 

2. Sumotorrent 

3. Yahoo (Right Media) 

4. Admxr 

http://www.annenberglab.com/adminfiles/files/USCAnnenbergLab_AdReport_Jan2013.pdf
http://www.google.com/transparencyreport/removals/copyright/domains/?r=last-year
http://www.google.com/transparencyreport/removals/copyright/domains/?r=last-year
http://propellerads.com/why_propellerads/
http://propellerads.com/
https://www.buyads.com/website/sumotorrent
http://www.rightmedia.com/index.php
http://www.admixr.com/


5. Exoclick 

6. Adcash 

7. Quantcast 

8. Mgid 

9. Adtransfer  

10. Infolinks 

 

Several developments should be highlighted from this month’s findings. First, that there 

are always new entrants to this incredibly dynamic ad network market. In this month’s 

report Admxr, Adtransfer, Mgid and Adcash are new to the Top Ten. It should be noted 

that Adtransfer does not even have a website and seem to be exclusively in the Pirate ad 

business. The other interesting note in this report is that Adultfriendfinder.com, which 

appears to be a prostitution service, has become a large advertiser on Pirate sites (it would 

have ranked number 11 in our survey). This may mean that major brands are fleeing the 

pirate sites and leaving the inventory to the traditional bottom feeders in the porn industry. 

 A casual observer of the existing online ad market can only marvel at the Wild West 

aspect of the business. A recent chart of the European market gives you and idea of the 

complexity. 

 

http://www.exoclick.com/
https://www.adcash.com/en/index.php
http://www.quantcast.com/
http://mgid.com/
http://adtransfer.net/
http://www.infolinks.com/
http://www.improvedigital.com/


 

The advertising business has always been a key part of the creative economy from 

the birth of radio. Ad dollars have financed the production of television, music and even 

video games. But the rise of ad-supported pirate networks is a relatively new phenomena 

stemming from the birth of large peer to peer (P2P) Internet sites in 2001. In the last five 

years a huge number of new ad networks have sprung up to service the seemingly infinite 

ad inventory of the broadband era. Much of that inventory sits on the more than 150,000 

pirate entertainment sites.   

 

Brands 
Compared to last month’s report, we have included in this report a sample of the 

Brands we found advertising on the infringing sites. We stress that this is only a sample 

and is not meant to indicate which brands appear most often on infringing sites. It is also 

not meant to be a comprehensive overview of all brands appearing on Pirate Sites 

 
The following brands appeared on multiple occasions on the observed infringing 
sites: 

Amazon 

American Express 

AT&T 

BMW 

Buick 

Converse 

Dropbox 

Equifax 

FingerHut 

General Motors 

Honda 

K Swiss 

Lenovo 

Lexus 

Mazda 

Mercedes Benz 

Nationwide Insurance 

Nissan 

Nokia 

Progressive Insurance 

Saks Fifth Avenue 

Samsung 

State Farm Insurance 

Toyota 

Transunion 

Verizon 

Victoria’s Secret 

Visa 

Volkswagen 

WalMart 



Walt Disney World 

 
A cursory view of this list would lead one to conclude that the young adult 

demographic found on infringing sites seems to be very attractive to the auto, auto 

insurance, mobile phone and credit ratings firms. Exactly why American Express is 

advertising so frequently on Pirate sites is somewhat of a mystery to our research team. 

 

Methodology 
Advertising network code appearing in the HTML and Javascript URL locations 

where alleged infringement were occurring was collected from third party sources and from 

data contained in the Google Transparency report from January 1-31, 2013. Using server 

software, the HTML and Javascript contained in this data included a vast number of URL 

locations where alleged infringement was occurring and contains the precise URL location 

of the alleged infringements.  Where possible, a screen shot of the page was captured. 

Using the server software, the captured HTML and Javascript was analyzed to determine if 

there was Advertising Networks Code appearing at those URL locations. The Domain 

Name represented in the Advertising Network Code associated with the captured HTML 

and Javascript was then used to determine, to the best of our knowledge, the Advertising 

Network distributing the advertisements, if any, appearing at the URL location where the 

alleged infringement was occurring. It is our observation that advertisements flowing from 

Advertising Exchanges are essentially fungible and the Advertising Network originating the 

Advertisement may not be the Advertising Network delivering the Advertisement on the 

page where the Advertising Network Code was detected.  In some instances, we used 

network protocol analyzers to determine the actual server locations where the 

Advertisements were originating, using a bot that scrapes the Ad Network HTML identifier 

off of each ad. 



 
  
Going Forward 

With the limited tools available and the lack of accessible information to make 

absolutely definitive determinations, the study relied upon techniques that produced a 

result that in our best estimation represents the pattern of observed activity. We look 

forward to working with industry participants to improve our methodology. Since the first 

report, we have been contacted by several commercial services that are developing tools 

to service the ad market in auditing the sites that ads appear on. We welcome the entrants 

of these firms to create a new ad ecology. We also welcome the cooperation we received 

from firms like Google and Open X to make sure that ads from their servers are not placed 

on infringing sites. 
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